Ecosystem Challenges

Some things to address before we get to the promised land

Tao of Attributes Workshop

Paul Trevithick, Sepember 29t 2009



Incentives and Barriers

* For consumer IdP businesses
* For RP organizations

* For users



Incentives and Barriers

* For consumer IdP businesses
* For RP organizations

* For users

%And how by scoping this problem down to the government space
the Feds might help us all forward



RP Organizations

* [ncreased traffic
e Cost reduction
* Fraud reduction

» Confusion caused by of competing standards with no unifying
framework and messaging

* Unwillingness to lead
 Lack of multi-protocol enabling libraries, tooling
« Attribute schemas battleground

» Disjointed user experience (esp. across protocols)



RP Organizations

xlncreased traffic [but to get it, they’ll need to offer entirely new experiences]
« Cost reduction
o Brovdrecpction

» Confusion caused by of competing standards with no unifying

&framework and messaging
Unwillingness to lead [The Feds can lead: the needle moved 2 weeks ago]

&-Lack of multi-protocol enabling libraries, tooling

Attribute schemas battleground [Maximal mismatch with IP, proliferation]

» Disjointed user experience (esp. across protocols)



Consumer IP Businesses

* New business/revenue opportunities

» Opportunity to become the user’s “trusted advocate”

» Brand killers (banks, telcos, consumer brands)

* Liability created by RP negligence! (market inversion)

» Open standards increase competition, decrease lock-in
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IP Businesses

& New business/revenue opportunities [Feds need to address this]
» Opportunity to become the user’s “trusted advocate”
» Brand killers (banks, telcos, consumer brands)

& Liability created by RPs! [Feds need to address this]

» Open standards increase competition, decrease lock-in



User

» New experiences (empowerment, control, capabilities)

* Increased convenience

* Increased security and privacy

» Confusing user experience (esp. with multiple protocols)
* Learning and behavior change

» Selector required for some uses
— Lack of roaming across devices
— Immature mobile implementations

— Download hassle



Status Quo: Inconvenient
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* | have too many accounts and passwords
« My personal information is spread all over the web

* | have no clean way to control my digital footprint, GPS data,
presence, preferences, social networks



Status Quo: Insecure
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« Passwords are easily phished

PC & Mobile
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Status Quo: “nothing to do” personalization
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« Data aggregators and ad networks make markets in user data
- Little transparency, notice, consent
« Alittle bit creepy
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Status Quo: Attributes don’t move freely
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 Little ability to move attributes from place to place

« No ability for me to assert verified 3" party attributes
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Identity/Attribute Broker
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* Personal, trusted broker that
puts you in control of your

personal information

Personal Data
Services

[ Archive & Sync

* Works on your behalf



User

"
& New experiences (empowerment, control, capabilities)
* Increased convenience
. I : L ori
» Confusing user experience (OpenlD?, Cards?, what?)
* Learning and behavior change
» Selector required for some uses
— Spotty platform coverage
— Lack of roaming across devices

— Immature mobile implementations

— Download hassle



Example: “Action” Relationship Cards
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OFFICE LOCATIONS | FAQ | 1-800-562-2582

MEMBERSHIP AUTOMOTIVE TRAVEL INSURANCE DISCOUNTS MAPS & DIRECTIONS

Search AAA SEARCH

DISCOUNTS - show your card & save

Google = = g B

Member Benefits
o
Web Maps News Images AAA members save 20% on any floral arrangement, Automotive
I ft s orde line or h .
Flowers at 1-800-FLOWERS plant or gift items ordered online or by phone. Dining/Speciaity Food
1800flowers.com  Same Day Delivery Available. 100% Satisfaction Guaranteed. To order, call (800) SEND-FTD (mention code 11000) FTD Entertainment
Send Flowers from $19.99 or go online using the Web site link on this page or on — W
Lodging

www.ProFlowers.com  Send Roses, Tulips & other Flowers. "Best Value" - Wall Street Journal .
AAA.com/Florist and use code 11978.

FTD® Official Site Prescriptions
www.FTD.com  Rated "Best Overall", CBS News 2009 Order Now for 15% Off Best Sellers WﬁﬁD.COM consultants are available 24 hours a day, 7 Visit Web site
- days a week to take your order for floral arrangements, Services

Flowers, Roses, Gift Baskets, Flower Bouquet - 1-800-FLOWERS.COM

Send flowers, roses, balloons, plants, gift baskets and gourmet food from 1-800- plants or gifts. 4 Shopping
FLOWERS.COM, the world's #1 online florist. #Show stock quote for FLWS
Birthday - Sympathy & Funerals - Love & Romance - Get Well FTD.COM offers a 100% satisfaction guarantee that promises to deliver only fresh, Travel
www.1800flowers.com/ - 79k - Cached - Similar pages -
beautiful fowers. A service charge will apply to phone orders and online orders. An eTravel Store

Martha Stewart Flowers at 1-800-Flowers.com . X X ) o . .

Discover the most elegant floral arrangements on the Web, with designs by Martha Stewart international service charge will apply for deliveries outside the United States and

and delivery to your door from 1-800-FLOWERS.COM. Canada. QUICK LINKS

www.1800flowers.com/martha-stewart - 63k - Cached - Similar pages -
More results from www.1800flowers.com »

Uses local “web augmentation” driven by identity
information from local Azigo selector



