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ldentity Crisis

¥, The Internet iIs dangerous!
- ldentity theft, spoofingphishing phraud
- Username + password is weak and overwhelmed

¥, Enterprises are in identity silo hell




Goals

v, Safe and secure
Internet for all
: Safely, Areliably,identify X
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Passport?

ldentity provider for MSN
300M+ users, > 1 billion logons/day

|dentity provider for the Internet
Unsuccesful

Why?

Microsoft®

Passport




The Laws of Identity

" 1. User control and consent D
" 2. Minimal disclosure for a defined use
" 3. Justifiable parties B
| 4. Directional identity B
: Pluralism of operators and technologiezl
6. Human integration 3

Consistent experience across contexts |
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|dentity Metasystem

Unifying identity metadayer
Protect applications from
underlying complexities

Decouple digital identity from
Implementation details
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Use of ldentity

Authenticator
Channel
Password
Symmetric key
Public key

Digital Identity
Bound to the authenticator
Any fact(s) useful to the RP
Issued by an appropriate identity provider



What is a Digital ldentity?
¥, Subject
v, Claims
v, Security Token




Abstracting ldentity

ldentity: set of claims In a security token

Roles:
Subject
|dentity Provider
Relying Party
Protocol:
1) User is asked for identity
2) User chooses an identity provider

3) Identity provider gives user a security token
4) User passes the token to the requestor




Protocol Drill Down

User a User approves release of token

a User selects an IP C“ent

0 Client wants to access a resource

e 2

e high IPs cgn satisfy requirements?

Request security token e

a RP provides identity requireents

Return security token based
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eToken released to RP
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Windows CardSpace

Easily and safely manage your digital
identities
Authenticate with websites and web

E! Windows CardS
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Consistent login X |8 " authentication
and registration

Built on WS Web Service Protocols
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SELF - ISSUED

Contains self-asserted claims
about me

Stored locally

Effective replacement for
username/password

Eliminates shared secrets
Easier than passwords
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MANAGED

Provided by banks, stores,
government, clubs, etc.

Cards contain metadata only!

Claims stored at Identity
Provider and sent only when
card submitted



