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Abstract. Interoperability between PKIs (Public Key Infrastructure) is a major issue
in several electronic commerce scenarios. This paper suggests an approach based on
a trust model where an independent Validation Authority (VA) replaces
Certification Authorities (CA) as the trust anchor for the receiver of a PKI certificate
(the Relying Party, RP). By trusting the VA, the RP is able to trust all CAs that the
VA can answer for. The main issue is not technical validation of the certificates but
assessment of quality, trustworthiness and risk related to certificate acceptance. The
RP obtains a one-stop shopping service — one point of trust, one agreement, one bill,
one liable actor, which may be beneficial for some business processes.

1. Introduction

Public key cryptography used with a PKI (Public Key
Infrastructure) carries the promise of authentication,
electronic signatures and encryption based on sharing
of only non-secret information (public keys, names and
other information in certificates!). The same
information (the certificate) may be shared with all
counterparts, to replace separate, shared secrets.

The requirements on a counterpart (RP for Relying
Party — relying on certificates) are that it must be able
to validate the authenticity and integrity of the
certificate and interpret the certificate’s content. The
RP also needs to assess the risk related to acceptance
of the certificate, determined by the quality of the
certificate, the trustworthiness of the issuer (the CA —
Certification Authority), the liabilities taken on by the
CA, and the possibilities for claiming liability in case
of mistakes by the CA; all related to the security and
business requirements of the operation in question.

In this picture, PKI interoperability is an important
issue. An RP may need to accept certificates from a
large number of PKIs. Consider DNV as an example:
DNV is an international company with customers and

t Another term is “electronic ID”. A PKI-based electronic ID
usually consists of two or three certificates and
corresponding key pairs, separating out the encryption (key
negotiation) function and possibly also the electronic
signature (non-repudiation) function to separate key pairs/
certificates. To a user, this separation is normally not
visible. This paper uses the term “certificate”, to be
interpreted as covering the electronic ID term where
appropriate.

partners in more than 100 countries all over the world.
As an RP, DNV must be able to assess the risk related
to acceptance of certificates from in most cases several
CAs per country. In our work on the interoperability
problem, DNV has concluded that a different approach
is best suited to address these concerns, where
interoperability is offered by means of an independent
Validation Authority (VA).

The idea of a VA is not new, but in our approach,
the VA replaces CA(S) as the trust anchor for the RP.
In common PKI practice, the trust model is reversed: a
VA is delegated trust from the CAs it handles, and only
CAs may be directly trusted.

In our trust model, it is important that the VA is
neutral with respect to CAs, i.e. the VA service must
be offered by an independent actor. A VA should be
able to answer for validity, quality and liability related
to certificates issued by “any” CA, thus providing RPs
with the necessary information for their risk
assessment. The requirement for independence with
respect to CAs particularly applies for quality
classification. VA services may additionally cover
verification of signed documents (not only certificates)
and may be extended to notary (trusted storage) and
various related services [23].

A VA service may be general (“one size fits all”) or
customisable. Customisation may consist of defined
quality profiles per RP and/or explicit specification of
criteria (e.g. nationality) for CAs that shall be trusted
or not by the specific RP.

In the following, we clarify DNV’s position in 2,
describe requirements in 3, review existing approaches
in 4, describe the independent VA in 5, and look closer



on the commercial and legal issues for a VA in 6. We
conclude in 7.

2. DNV’s Position and Role

DNV (Det Norske Veritas, http://www.dnv.com ) is an
independent foundation offering classification and
certification services from offices in more than 100
countries. The maritime sector and the oil and gas
industry are the main markets. DNV is also among the
world’s leading certification bodies for management
systems (ISO 9000, ISO 14000, BS 7799 and others),
delivering services to all market sectors.

DNV seeks to extend its existing position as a
supplier of trusted third party services to digital
communication and service provisioning. The first
version of a VA service along the lines described in
this paper will be offered to pilot customers mid-2006.
This paper does not describe this pilot service but
rather the research leading to the decision to launch the
pilot service.

3. Requirements for Interoperability
3.1 The PKI Interoperability Challenge

The PKI interoperability challenge can be described

from two viewpoints:

— A certificate holder should be able to use the
certificate towards all relevant counterparts,
regardless of the PKI used by the counterpart.

— An RP should be able to use and validate certificates
from all relevant certificate holders, regardless of
the PKI used by the certificate holder.

The word “relevant” is the key to the severity of the
interoperability challenge. In many cases, the set of
relevant counterparts is limited by such criteria as
nationality, business area, application area (e.g.
banking) or any other criteria that an actor may find
relevant. CAs may also put restrictions on use of
certificates. Note however:

— Unlimited interoperability may be viewed as the
ultimate goal, likened to the ability to make phone
calls internationally.

— A service provider as an RP may want to accept
certificates from as many CAs as possible, in order
to reach as many customers as possible.

— A certificate holder may want to use one certificate
for “any” service internationally.

— When a digitally signed document is created, the
parties involved may be able to identify the relevant
CAs. However, the document may need to be
verified later by another actor, who may not have
any relationship to any of these CAs.

Service providers as RPs may want to solve this
situation unilaterally by requiring use of a certain PKI
by its counterparts. This may be unacceptable to a
counterpart (be that an individual customer or a
business partner) that already has a certificate, and that
does not want to acquire another one (or several more
if different RPs pose such requirements).

3.2 PKI Deployment and International Aspects

PKIs are deployed in various contexts: Society
infrastructures for the general public (individuals, but
also for businesses), corporate infrastructures (business
internal), and community infrastructures (for particular
purposes, e.g. banking). Interoperability is relevant
where communication requires use of certificates
across infrastructures.

PKIs as society infrastructures are being deployed in
probably most developed countries for national
electronic IDs. Society infrastructures cover at least
individual citizens but may also cover businesses and
individuals in the role of employees. The infra-
structures are either based on PKIs run by public
authorities or on services obtained from the com-
mercial market. Society infrastructures are almost
exclusively national, although some international co-
ordination takes place. Notably, the EU Directive on
electronic signatures [7] defines the concepts of
qualified signatures/certificates as means to achieve
legal harmonisation across the EU in this area.

Even in countries with (plans for) public authority
PKIs, the usual situation is several (2-15 is typical for
European countries) public, commercial CAs com-
peting in a national market. While PKI interoperability
thus may be a challenge even at a national level, the
scaling may be manageable. However, interoperability
at an international level remains a severe challenge.

The topic is on the agenda. In Europe, inter-
operability of certificates and electronic signatures is
identified as a key issue in creating an internal market?
in the EU. One example is the IDABC (Interoperable
Delivery of European E-government Services to Public
Administrations, Businesses and Citizens) program-
me’s statement on electronic public procurement [4]:
“The interoperability problems detected [for qualified
electronic  signatures] despite the existence of
standards, and the absence of a mature European
market for this type of signatures pose a real and
possibly persistent obstacle to cross-border e-
procurement.” Other examples can be found.

Internationally oriented businesses face the same
challenges. Mandatory requirements for signatures are

2 Coined as “the SEEM” (Single European Electronic
Market) in EU terms.



rare in the private sector but businesses can benefit a
lot from electronic signatures and PKI-based
authentication. In an increasingly global society,
restricting these mechanisms to a national level is too
narrow. Solutions are being developed for particular
commercial sectors, such as the SAFE Bridge-CA for
the pharmaceutical industry [16]. The SAFE initiative
shows that groups of actors may manage to work
together towards interoperability in international
communities.

However, in general the interoperability problem
remains an issue. If not solved otherwise, the problem
is left to the individual RP, but an RP acting by itself
has a challenge handling the problem with confidence,
i.e. with definable risk. This paper suggests VA
services as a promising approach at solving the
interoperability problem.

3.3 The Challenges to the RP

The interoperability challenges are best described from
the viewpoint of an RP. With respect to a certificate,
the RP must perform:

— Parsing and syntax checking of the certificate and its
contents, including some semantic checking like use
of certificate compared to allowed use (key usage
settings) and presence of mandatory fields and
critical extensions.

— Assessment of the risk implied by accepting the
certificate, determined by the CA’s trustworthiness,
the quality of the certificate, and the liability
situation, relative to the operation in question.

— Validation of the CA’s signature on the certificate.
This requires a trusted copy of the CA’s own public
key, either directly available, or obtained from
further certificates in a certificate path (see 4.1).

— A check that the certificate is within its validity
period, given by timestamps in the certificate. For
real-time checking, this must be compared against
the current time. For old, signed documents, it is the
time of signing that is of interest.

— A check that the certificate is not revoked, i.e.
declared invalid by the CA before the end of the
validity period. For real-time checking, the current
revocation status is checked. For old, signed
documents, status at the time of signing is checked.

— Semantic processing of the certificate content,
extracting information that shall be used either for
presentation in a user interface or as parameters for
further processing by programs. The name (or
names) in the certificate and interpretation of
naming attributes are particularly important.

— In the case of certificate paths, this processing must
be repeated for each certificate in the path (see 4.1).

Syntactic parsing and checking of validity period are
usually straightforward operations. All other steps in
the certificate processing more or less have problems
related to scaling, i.e. handling of certificates from a
high number of CAs.

Management of information about CAs and their
services (trustworthiness, quality of certificates, lia-
bility, possibility of enforcing liability, and trusted
copy of public key) gets increasingly difficult with the
number of CAs. The liability situation can in general
only be safely assessed through agreements, but it
would be difficult for an RP to have explicit agree-
ments with all relevant CAs. A consortium of RPs, e.g.
in an industry sector, may be able to find approaches to
diminish the problem.

The X.509v3 standard [14] defines syntax of
certificates, but leaves many options, and only partly
defines semantics of fields, attributes and extensions.
Even though recommended profiles for X.509
certificates exist, certificates from different CAs often
differ in content. This particularly applies to naming of
subjects. An RP must either be able to use (parts of)
names in a certificate directly for identification, or a
name in a certificate must be reliably translated to a
derived name that is useful to the RP. The
security/quality of the translation process must pre-
serve the quality of the certificate, i.e. the confidence in
the derived name must be as if the derived name had
been included in the certificate.

3.4 Legal Issues and Risk

An RP must not only be able to validate a certificate,
but also be able to assess the risk involved in accepting
the certificate for a given purpose. This raises legal and
commercial concerns.

A question which an RP always faces is to know
with confidence the liability taken on by the CA, and
what recourse the RP has if the CA fails to fulfil its
responsibility. An unknown liability situation may
constitute a serious risk. An actor offering an inter-
operability service should on one hand be able to take
liability for its own actions (which on the commercial
side means that it must have sufficient income or
funding to cover the liability), and on the other hand at
least provide guidance with respect to the liability
taken by the CAs it covers. Preferably, the inter-
operability service should take on the CAs’ liabilities
and be able to transfer these to the responsible CA
when appropriate, thus providing risk management for
the RPs.

CA liability is described in certificate policies and
may be governed by (national) law. Additionally,
agreements between a CA and RPs may control
liability. In an international setting, certificate policies



may be written in a foreign language and refer to
foreign legislation with respect to the RP, and as cited
above, it would be difficult for an RP to have
agreements with all CAs on which it may want to rely.
Thus, the RP’s risk situation can be complex.

Current approaches to PKI interoperability may
solve technical problems but they all have challenges
on the commercial and legal side (see 4). In the context
of a VA, these issues are discussed in 6.

4. Approaches to PKI Interoperability
4.1 Trust Models and Certificate Paths

Present PKI practice focuses on only CAs being
trusted. Given a large number of CAs, direct trust in
each of them by an RP (trust list approach, see 4.5)
becomes difficult. Present approaches seek to solve the
scaling problems by trust structures among the CAs:
peer-CA  cross-certification (mutual recognition),
hierarchy, or bridge-CA. Hybrid models are possible
but are not discussed in depth in this paper.

Trust structures are created by issuance of certifi-
cates to the CAs themselves; by peer-CAs, a bridge-
CA, or a CA at a higher level of a hierarchy. The idea
is that an RP should be able to discover and validate a
certificate path from a directly trusted CA (typically
the root-CA of a hierarchy) to any CA (may be
previously “unknown”) that is a member of the same
trust structure. In this, trust is regarded as a transitive
property. The number of CAs directly trusted by an RP
can be reduced.

A general comment on trust structures is that
certificate path discovery may be a very difficult task
[20]. Sufficient support for path discovery is lacking in
many PKI implementations. Also, certificate path
validation may be very resource demanding due to the
need for repeated certificate processing (the steps
described in 3.3). Caching of previously validated
trust paths can mitigate this problem.

Certificate path validation, possibly also path
discovery, may be performed by a validation service
(delegated path validation/discovery [21]). Note that
the trust model suggested by this paper (see 5.2)
eliminates certificate path processing.

“Trust” in this context mainly means the ability to
find a trusted copy of a CA’s public key in order to
validate certificates issued by the CA. To some extent,
trust models can address quality (e.g. by policy
mapping) but liability is in practice still left as an issue
between the RPs and the individual CAs.

4.2 Peer-CA Cross-Certification

Practical experience with peer-CA cross-certification
(mutual recognition) has shown that the effort needed
is very large, in particular when the CAs are competi-
tors. The author was involved in a project where three
CAs in Norway managed to establish a cross-
certification regime, but repeating this effort is not
recommended.

Large-scale cross-certification would create trust
structures (“web of trust”, similar to the trust model
used by e.g. PGP) that would be particularly complex
with respect to path discovery. However, the technical
issues are not the most important ones.

Commercially, no CA is really interested in
solutions that improve market access for its
competitors. Cross-certification may be tempting in
cases where both CAs can gain from an increased
market. In other cases, the commercial incentive
simply does not exist, and the attitude will be to refrain
from cross-certification if possible, i.e. unless cross-
certification is imposed by e.g. national authorities.

Cross-certification with policy mapping means that
the two CAs’ services are regarded as equal with
respect to quality. The complexity involved in the
policy mapping depends on the differences in the
policies. There are a few common frameworks [3] [5]
[6] for structuring of policies. Mapping between the
frameworks is not too complicated, and most CAs
adhere to one of the frameworks. Still, the real content
of policies may differ quite a lot.

Cross-certification may imply that the CAs provide
guarantees for one another, so that a customer of one
CA may claim liability related to certificates issued by
the other CA. This is governed by the cross-
certification agreement, but competing CAs may be
reluctant to enter such agreements.

On an international level, peer-CA cross-certifi-
cation as a scalable solution to interoperability does
have significant challenges. The main use may be in
situations where the CAs are non-commercial, e.g.
corporate PKIs of co-operating businesses.

4.3 Hierarchy

In a hierarchy, CAs are assembled under a common
root-CA, which issues certificates to subordinate CASs.
Although a hierarchy may in theory have an arbitrary
number of levels, practical systems usually have two
levels: root-CA and certificate issuing CAs.
Hierarchies scale well, but if an indication of quality
of service of CAs shall be implied by the hierarchy, all
CA:s involved must have equal quality. This is usually
enforced by a common base policy defined by the root-
CA. A hierarchy consisting of “arbitrary” CAs dif-



fering in quality and other policy aspects is theore-
tically possible but practically infeasible. There is no
reason to believe in a world-wide hierarchy as the
solution to PKI interoperability. However, hierarchies
reduce the number of CAs that must be directly trusted.

The weak point in a hierarchy is the root-CA. This
part is technically simple, but legally and commercially
very difficult. Although CAs may be willing to pay
some amount to join a hierarchy, it is not possible to
gain much income from operating a root-CA. A root-
CA may run on governmental or international funding,
or by a limited company jointly owned (cost and risk
sharing) by the CAs beneath the root-CA. Without an
income, the owner of a root-CA, even if it is a
governmental agency, will be reluctant to take on much
liability, and liability may remain an issue between the
RP and the individual CAs in the hierarchy.

Hierarchies exist; as an example, all CAs (for
qualified certificates) approved by the German
government are placed under a root-CA run by the
Regulatory Authority for Telecommunications and
Post [2].

At an international level, one may devise
establishment of yet another level in the form of
international root-CAs on top of national root-CAs, or
alternatively cross-certify between (the root-CAs of)
hierarchies. Such structures will create complex
certificate paths, and cross-certification between actors
that do not take on liability (the root-CAs) may be a
guestionable approach. A better approach in this case is
to use bridge-CAs to connect hierarchies.

4.4 Bridge-CA

A bridge-CA is a central hub, with which CAs cross-
certify. The bridge-CA should be run by some neutral
actor, and it shall itself only issue cross-certificates. An
RP may always start a certificate path to a given CA by
starting at its own root of trust, and then proceed to a
certificate issued by its root to the bridge-CA. For
hierarchies, the usual situation is cross-certification
between the bridge-CA and the root-CA. Thus, compli-
cated certificate paths may occur even when using a
bridge-CA.

Cross-certification between a CA and a bridge-CA
is considerably simpler than peer-CA cross-certifi-
cation, as the bridge-CA has no (competing) role in
issuing of certificates to end entities.

Indication of quality may be done by requiring a CA
to cross-certify with the bridge-CA at the appropriate
quality level. As an example, the Federal Bridge CA
(FBCA) in the USA defines five policy levels [9]. In
Europe, IDABC has initiated a pilot project for a

bridge-CA [22] based on the study in [11]%. This
initiative has only one quality level (presumably only
qualified certificates are considered relevant).

The FBCA is not liable to any party unless an
“express written contract” exists ([9] section 9.8).
Similar limitations exist for the European bridge [22].
A commercial bridge-CA, such as the SAFE Bridge-
CA [16], may take on more liability, but commercially
a bridge-CA suffers from the same problems as the
root-CA of a hierarchy: It may be difficult to get an
income from issuance of cross-certificates, and liability
must usually be balanced by an income. Mainly,
liability remains an issue between the RP and the
individual CAs.

The FBCA does not provide validation services, but
test suites are defined for path discovery [19] and path
validation [18] related to the FBCA. A list of products
that have passed the test is found on FBCA’s web site.
A bridge-CA might provide directory services and VA
services [15] similar to those described in this paper.
We argue that with such VA services, the bridge-CA
functionality is actually obsolete and the VA functio-
nality is sufficient.

Bridge-CAs have so far either a regional scope (as
USA or EU) or a defined business scope (may be
international, as for the SAFE Bridge-CA), which
means that there is a need to link bridge-CAs in order
to achieve general, global interoperability, thus crea-
ting more complex trust models. The FBCA has
defined guidelines for such cross-certification (part 3
of [8]). As argued for hierarchies, cross-certification
between actors that do not take on liability (the bridge-
CAs) may be a questionable approach.

4.5 Trust List Distribution

A trust list consists of named CAs and their public
keys. All CAs on the list are trusted. An example is the
list of more than 100 CAs included in distributions of
Microsoft OSs. This list contains actors that have been
willing to pay the necessary fee to Microsoft. CAs may
easily be added to or removed from the list, e.g. to
introduce national CAs. An RP may manage a trust list
entirely on its own.

Trust list management may also be done by a third
party, which should regularly distribute lists to its
subscribers. Interoperability is achieved by installation
of compatible trust lists at all actors. An example [11]
is a list of all (nationally) approved CAs in Europe.
Quality information about CAs and their services is a

3 This study disapproves of a VA solution to interoperability.
However, in this case the VA is an OCSP service with few
similarities to the VA concept presented in this paper.



fairly straightforward extension of a trust list, although

this is not offered today.

The main problems with trust lists are the following:

— Liability is still an issue between the RP and the
individual CA. As for quality information, liability
information may in principle be distributed with the
trust list; however the distribution service is unlikely
to help in claiming liability.

— We have not seen evaluations on the possibilities of
making a trust list distribution service profitable.
The subscribers will use the service only occasio-
nally (regular but infrequent updates, or notification
and download upon changes). CAs may be reluctant
to pay (there are more CAs outside than on
Microsoft’s list). A service run by a publicly funded
agency (national or international) may be an
alternative.

— Correspondingly, a distribution service will be
reluctant to take on much liability for its own
service. RPs may download trust lists, and use them
at their own risk.

5. The Independent Validation Authority
5.1 Outsourcing Certificate Validation

Certificate processing at an RP may be very resource
consuming (see 3.3). This particularly applies to
certificate path processing and revocation checking by
use of CRLs (Certificate Revocation List [14]). A more
efficient revocation checking protocol, OCSP (Online
Certificate Status Protocol) [17], has been developed to
enable outsourcing of the revocation checking part.

While OCSP was primarily designed for services
provided by one CA, OCSP services that can answer
about revocation status for certificates from several
CAs are also in use. According to the OCSP
specification, such a service must present a certificate
from the given CA to prove that it has been delegated
responsibility to answer about revocation status.

Since OCSP only transfers identification of
certificate and issuer, not the complete certificate, the
protocol cannot be used to support outsourcing of more
of the steps in the RP’s certificate processing. SCVP
(Simple Certificate Validation Protocol) has been
developed to address this weakness of OCSP and
should be released as a “proposed Internet standard” in
the near future. SCVP allows the complete certificate
(or even a certificate chain) to be transferred. SCVP
has been severely delayed, and support for the protocol
seems to be low. Delegated certificate path processing
is envisaged by the PKIX (Public Key Infrastructure
X.509) working group of the IETF (Internet

Engineering Task Force) [21] but the complexity is
troublesome [20].

The main problem in our view is that the validation
authority resides with the CAs. Below, we describe the
advantages of a decoupling the VA role from the CAs.

5.2 Revising the Trust Model for the RP

In our view, a fundamental flaw in present PKI practice
is that a CA is the only actor that can serve as a trust
anchor; i.e. a trust decision must ultimately always be
linked to a trusted CA. This requirement leads to the
necessity for trust structures and certificate paths in
order to navigate from a trusted CA to an “arbitrary”
CA.

The CA as the trust anchor is the right model for a
certificate holder, who selects the CA(s) to obtain
certificate(s) from. However, an RP should aim at
acceptance of “any” CA’s certificates, regardless of its
relationships to other CAs.

This paper instead suggests a trust model where an
independent validation authority (VA) is the trust
anchor for the RP. Upon trusting the VA, the RP is
able to trust any CA that the VA handles. The VA
handles each CA individually, regardless of any trust
structure that the CA may participate in. Certificate
path discovery and validation are irrelevant (although
the VA may use such processing internally to aid in
classification and other tasks) since there is no need to
prove a path to a “trusted CA”.

This trust model resembles a two-level hierarchy or
use of a bridge-CA, but the VA does not issue
certificates. It is an on-line service answering requests
from RPs. As opposed to other interoperability
services, an on-line VA may be able to run a profitable
business by providing real risk management services to
the RP. The idea is that the RP is provided with one-
stop shopping for validation of certificates: One point
of trust, one agreement, one point of billing, one liable
actor.

5.3 Using a VA Service for Interoperability

Given this trust model, the state of the art in VA
services may be considerably advanced. The RP
outsources all (or parts of, see 3.3) its certificate
processing to the VA, regardless of the CA that has
issued the certificate. The VA checks validity with the
appropriate CA, but returns its own answer, not an
answer originating from the CA. The answer includes
information on quality, trustworthiness, and liability,
and possibly auxiliary information derived from
certificates. Such information may be other names for
the certificate holder (the name in the certificate need
not in itself be useful to the RP) or further information
related to certificate holder, such as age, sex, or credit



check. Auxiliary information may originate from the
CA as well as from other sources, and the information
may be general or RP specific.

Thus, the VA acts as a clearinghouse for infor-
mation about CAs and their certificates, with a
possibility for further, value-added services. The main
feature is support for risk management for the RPs. A
VA may be provided in a “one size fits all” manner, or
it may be configurable to meet requirements of
individual customers (RPs). The VA does not remove
the complexity of interoperability, but it handles the
complexity in one place, for all RPs who have
outsourced certificate processing to the VA. Internally,
the VA operates a trust list of the CAs it is able to
answer for.

5.4 Classification Related to VA Services

As noted, a VA shall not only return an answer about
validity, but also indication of quality, trustworthiness
and liability related to a certificate.

The quality of a CA’s certificates is mainly derived
from its certificate policy [3] [5] [6]. Trustworthiness is
determined by an assessment of the actor running the
CA, e.g. to confirm that the CA is able to fulfil its
liability in case of errors. Other documentation may
also be of relevance, such as certification practice
statements and agreements with certificate holders and
other actors (including membership in hierarchies and
cross-certification regimes). Liability is discussed in 6
below.

The documentation must be measured against a
classification system, defined as a set of quality and
trustworthiness parameters, and criteria for meeting
certain levels related to these parameters. In the
simplest case, the resulting classification may be
mediated as a number (say, classes 1-10), but it is also
possible to define data structures in order to mediate a
more fine grained classification with respect to the
parameters. An RP may be allowed to define its
requirements in the same manner (either as *“at or
above level x” or “according to the values in this
structure”). The VA may compare the RP’s
requirements to the classification. The result may be a
yes/no answer or a report on deviations from the
desired quality profile. A particular classification is
assessment of compliance with national or
international legislation, e.g. that requirements for
qualified certificates/signatures [5] are met.

Such a classification system resembles policy
mapping for cross-certification, but the system is more
flexible. The classification system rates certain charac-
teristics of a CA and its services to obtain either an
overall score or a descriptive structure, whereas a
policy mapping needs to determine compliance betwe-

en two policies. A classification system with just a few
discrete classes may be close to a policy mapping
scheme (e.g. the five levels of the FBCA), while a
more fine grained classification allows CAs to differ in
policies but still fit in the classification scheme. Since
agreed quality levels, like qualified level in Europe and
FBCA levels in the USA, are regional in scope, a
flexible classification system may be important for
international interoperability.

Note that the documentation only presents the
quality and trustworthiness claimed by the CA. A
classification must include an “evaluation assurance
level” to indicate to what degree an assessment of
actual operation has been done. Levels may be: self-
assessment by CA (possibly augmented by acceptance
of a surveillance authority such as demanded by the
EU Directive on electronic signatures [7]), report from
a surveillance agency or a third party auditor, and
certification (such as BS7799* [1], 1SO15408 [12],
ISO9000 etc.). Classification criteria for CAs may be
used to develop specific criteria for quality certification
of CAs. The evaluation assurance level may be
incorporated in the quality indication (higher assurance
implies higher quality) or it may be mediated as a
separate parameter.

DNV is among the world’s leading actors in
classification and certification, and work is ongoing on
development of classification criteria and a classifi-
cation system for CAs in conjunction with VA
services. At present, we leave open the question of
whether a classification system should be standardised
or be left as a competitive element for a VA. In DNV’s
present services, classification may be based on
standards (e.g. certification to 1SO 9000 or similar
standards) or competitive (e.g. DNV’s own class rules
for ships).

5.5 A Note on Openness of PKIs

A VA is based on the assumption that the CAs provide
open PKIls. Our basic criterion for technical openness
is that an RP should be able to use any standards-based
software to process certificates and signed documents.
PKI support is included in almost all platforms, and the
RP should be able to base its processing on such built-
in functionality (with enhancements if needed)
regardless of the CA.

This assumption is unfortunately broken by many
PKIs, which require particular software to be installed

4 Information security management is usually developed
according to ISO/IEC 17799 [13], which is based on
BS7799 part 1. However, certification is still done
according to BS7799 part 2, since the certification part has
not yet been approved by ISO.



at the RP in order to accept and process certificates and
documents issued/signed under the PKI. Such PKIs are
in effect closed in that the certificates can only be used
between parties that have all installed the software.
Examples are solutions that require particular Java
applets or similar to be transferred from a service
provider (the RP) to a certificate holder, and solutions
that use proprietary protocols between certificate
holder and RP and/or between RP and CA.

It is clear that such PKIs cannot properly support
interoperability, since one cannot expect all possible
RPs to install the software. Also, an RP (typically a
service provider) cannot be expected to install such
software related to more than a few PKIs. In some
cases, such software (e.g. to process signed documents)
may be installed at a VA instead of at the RP, but in
many if not most cases the RP is stuck with the extra
software. We believe that such closed solutions
eventually must be changed, but in the short to medium
term they will cause a major problem to
interoperability.

Some CAs require explicit agreements® with all RPs.
The CA’s policy states that the CA takes no liability
unless the RP has such an agreement. Large-scale
interoperability cannot be achieved, as it is not possible
to have agreements with every possible RP. A VA may
sign a “bulk agreement” with such CAs; one agreement
covering all RPs using the VA. This may solve the
agreement issue, but the CA has to approve the
solution (see also 6.1 below).

A VA may solve some, but not all, issues related to
closed PKIs. However, an approach based on trust
structures and certificate paths cannot solve any of the
issues since the problems are related to processing and
validation of certificates and signatures, not to path
discovery and path validation.

5.6 Implementation, Performance, Availability

The technical realisation of a VA service is not a
central topic of this paper. However, the following
observations are made:

— A VA is an on-line trust service subject to severe
requirements for availability and security. These
requirements are enforced on the software and
hardware used as well as on the operational
environment of the service.

— A VA needs to handle the heterogeneity encount-
ered in the PKI area, including support for various

5 This is almost always the case for PKls that require
particular software to be installed. An agreement covers
both purchase of software and acceptance as an authorised
RP.

certificate profiles, cryptographic algorithms and

protocols.

— For scaling, a VA must be replicated. Synchroni-
sation between instances of the VA service and
optimisation of collection of revocation information
and auxiliary information must be in place.
Outsourcing certificate processing to a VA may

improve performance since an optimised and dedicated
installation is used at the VA. The avoidance of
certificate path discovery and validation procedures
greatly improves speed in cases where this would
normally be needed. However, the VA solution must
scale, and performance is influenced by factors like the
communication link between RP and VA.

When RPs operating critical services rely on a VA,
the VA’s availability must be guaranteed. There are
two main issues involved:

— Availability of the VA towards the RPs. This is
similar to availability of other critical systems, and
measures are reliable systems and communication
links, redundancy, protection against DoS attacks
and so on.

— Auvailability of updated status information from the
CAs. If a CRL download or an OCSP request fails,
the VA must either report an error to the RP or risk
an answer based on the old, cached status
information. If a CRL download is too slow, the VA
may also need to answer based on old information.
Optimising status information updating is very
important, see 5.7.

5.7 Interfacing a VA

For the interface between an RP and a VA, today’s
standard validation protocol, OCSP [17] clearly has too
limited functionality. The successor, SCVP, has been
severely delayed, and support for the protocol seems to
be low.

A better approach, in our opinion, is to provide VA
services as Web Services. The XKISS part of XKMS
[10] is a good starting point for the VA interface. The
XML documents exchanged with the VA may in the
future be subject to standardisation. In any case, a VA
should publish its XML specifications in order to
enable integration software produced by *“anyone”. The
desired level of standardisation may be limited by the
heterogeneity of different VA services, and by the
possibility of tailoring VA services to specific
customers.

For performance, a VA must optimise gathering of
information from CAs (and possibly other sources for
auxiliary information) and answer requests as far as
possible based on information cached locally. The
preferred option is CRL download, with OCSP



requests to the CA as a fallback alternative. CRL
download must be configurable and be done by a
separate process. A polling strategy may be used in
order to catch CRLs issued out of or before schedule.
Delta-CRLs and CRL push mechanisms should be
exploited wherever available.

All interfaces to and from a VA must be secured.
The communication links should be protected by use of
SSL (or similar means), and it must be possible to sign
requests and responses between the RP and the VA and
between the VA and CAs. Authentication of the RPs
(and the VA towards the CAs) is done either when the
SSL channel is established or through signatures on
requests.

The RPs may be authenticated by certificates issued
by their preferred CA. The VA’s own certificates can
either be obtained from one or several CAs (may be
needed to authenticate towards CAs), or the VA may
authenticate by a self-signed certificate to pinpoint its
position as an independent trust anchor.

5.8 Privacy and Identity Management

Miscellaneous scenarios can be used to illustrate
potential relationships between a VA and identity
management services. A VA may take on the role of an
Identity Provider according to the Liberty Alliance
framework. In this case, the XML document produced
as a response to a request will be a SAML V2.0 token
including certificate information and auxiliary
information. A VA may also be placed “behind” an
Identity Provider, enabling the Identity Provider to
outsource certificate processing. Even in this case a
SAML V2.0 token may be the appropriate answer from
the VA.

The VA must reliably log all actions performed,
since the VA must be prepared to supply evidence in
case of disputes. Disputes need not involve the VA
itself; an RP involved in a dispute with a customer may
consult the VA for evidence. The log information will
include information on all certificate validations with
identification of certificate, RP and time. Thus, a VA
by necessity obtains personal information.

The privacy issues for a VA are rather similar to
those faced by an Identity Provider. A VA does not in
itself provide identity federation and therefore has no
user consent procedures. It is clear that a VA will in
principle be able to track use of certificates across all
RPs that the VA handles. However, the VA has no
need for this information since its customers are the
individual RPs. The only practical purpose of tracking
use of a particular certificate may be to trace misuse of
the certificate across RPs. Consequently, this functio-
nality may be disabled.

A VA needs a published and carefully tailored
privacy policy. The VA should gather and store
personal information only to the extent needed, and all
information, including logs, must be subject to
adequate security mechanisms. In particular, log infor-
mation must only be available to the correct RP.

6. Commercial and Legal Issues, Liability
6.1 Risk, Liability and Agreements

A VA must take on responsibility and liability with
respect to its services. One reason for using a trusted
third party service is risk management and risk
reduction on the RP side. The VA should ideally
provide a one-stop shopping service, where all relevant
liability related to certificate validation is taken on by
the VA. The VA should then be able to transfer
liability to the CAs (or other information providers) if
an erroneous answer from the VA is caused by
erroneous information from such actors. The VA’s
liability must be clearly stated and accepted in the
VA'’s agreement with the RP, and the cost to an RP
may depend on the level of risk that the VA takes.
Thus, the RP faces a clear risk picture and is provided
with some risk reduction. However, a VA will
definitely limit its liability.

A VA is an on-line service, and there is a clear risk
that this will constitute a single point of failure for the
RP. Unavailability of the VA will disable use of
certificates for all RPs affected by the situation. This
situation must be covered by service level agreements
between the RPs and the VA. Additionally, the VA
actor must ensure a service with very high availability,
as discussed in 5.6.

An RP must also evaluate the risks related to
continuation of the VA’s service offering, such as
bankruptcy of the actor behind the VA. A competitive
environment should exist for VAs (see 6.2 below), and
interfaces should be published and openly available to
ensure that an RP is able to change to another VA.
Change from a VA model to a non-VA model (based
on trust structures such as bridge-CAs) may however
require more work on the RP side. The agreement
between an RP and a VA should ensure that logs and
other material of potential evidential value can be
transferred to the RP if the agreement is terminated.

The jurisdiction for an agreement between an RP
and the VA will preferably be determined by the VA,
but an RP may demand an agreement according to its
own legal environment when the VA and the RP are in
different jurisdictions (e.g. different countries).

A VA will on the other hand in most cases need
agreements with the CAs (and other information



providers). Relying on general statements in a CA’s
policy will be too risky. An agreement will in most
cases be according to the CA’s jurisdiction since the
agreement resembles a relying party agreement with
respect to the CA.

Note that such an agreement additionally provides
risk management for the CA. As one example, the EU
Directive on electronic signatures [7] mandates in
principle unlimited liability for a CA issuing qualified
certificates. Today, the only way for such a CA to
control liability is to require agreements with all RPs.
With a VA, the chain of agreements from a CA to a
VA and on to the RPs may be used to limit liability.

Thus, a VA should aim at a situation where all
relationships between actors are covered by agree-
ments, providing a clear risk picture.

A VA is not an issuer of certificates and thus can
assess the validity and quality of a certificate, but not
the correctness of a certificate’s content. The VA can
take on liability for certificate content, but only if this
liability can be transferred to the appropriate CA.

Operation of a VA as described in this paper may
depend on changes in national legislation. As one
example, the German legislation [2] requires a foreign
CA to cross-certify with a German CA in order to have
its qualified certificates accepted in Germany. The
Regulatory Authority for Telecommunications and
Post must approve the cross-certification. This is an
unfortunate implementation of the paradigm that only a
CA may be a trusted actor in PKI. However, an inter-
pretation where a VA may take the CA’s role, and the
requirement for a cross-certificate as mechanism is
relaxed, will solve the situation.

6.2 Customers, Payment, Competition

The liability that the VA takes on, and the operational
costs of a VA, must be balanced by an income if the
VA shall be able to make a profit out of the service. A
VA provides on-line services. The RP will pay for the
VA services according to the business model agreed
(transaction based, volume based or fixed), and the VA
in turn may pay CAs and other information providers
according to agreements.

PKI interoperability problems are faced by service
providers (government and business), requiring PKI-
based authentication and signatures from the
customers, and by businesses for (signed) B2B
communication. However, VA services to the general
public, e.g. to verify signed email no matter the CA of
the sender, is also interesting. It is recognised that to
the general public, anonymous access is beneficial, but
note that most auxiliary information that can be
returned from a VA need to be subject to access

control, and will require authentication. At present,
payment also requires authentication.

CA:s are off-line services. A CA might prefer a low
price for issuing of certificates combined with a fee for
use of certificates, where this fee is collected from the
RPs. Pay for use is only possible for on-line services,
which for a CA are revocation checking and directory
services. If revocation checking is based on CRLs, an
RP will typically download CRLs periodically to a
cache and perform further revocation checking from
the cache. If the RP instead uses a VA, the VA may
provide per use billing even for CAs that only provide
CRLs.

An RP should need to trust and have a contract with
only one VA. A competitive market exists for
certificates (CA services), and correspondingly a
competitive market should exist for VA services.
Competition should be based on cost and quality of
service (QoS). In addition to customary QoS para-
meters like response time and availability, QoS
elements for a VA may be e.g. the number of CAs
handled, responsibility/liability taken on by the VA,
the classification scheme used, possibilities for
auxiliary information, and the interface(s) offered.

Competition is limited if interfaces offered by a VA
are closed and proprietary, necessitating a ‘“deep
integration” with systems at the RP. We suggest use of
Web Services with published XML specifications to
interface a VA (see 5.6).

7. Conclusions

An alternative approach at PKI interoperability is
suggested, where interoperability is offered by means
of an independent, trusted Validation Authority (VA).
The trust model for the PKI Relying Party (RP) is
revised, and the RP takes direct trust in the VA, not
CAs. The RP is then able to trust all CAs that the VA
handles. The VA handles all CAs individually, thus
eliminating the need for trust structures among CAs
and the resulting certificate path discovery and
validation procedures.

A VA must be offered by an actor independent from
the CAs. The VA should provide to an RP: Status on
validity of certificate, quality classification of the
certificate, and a clear picture of the liability issues. A
VA must take on liability for its actions, thus providing
risk reduction for the RPs. A commercial VA must
provide enough added value to its customers to be able
to cover liability and expenses and run a profitable
business. The main achievement to an RP in addition
to risk reduction is one-stop shopping (agreement,
billing, complaining, trust, liability) for acceptance of
certificates.



The VA scheme is based on agreements, between
the VA and the RPs on one hand and the VA and CAs
on the other hand. Thus, unlike other approaches to
PKI interoperability, the RP obtains an agreement for
acceptance of certificates from any CA.
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