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Abstract

Password-enabled PKI schemes simplify the management of end users’ private keys by storing
them in password-protected form on a centralized on-line server. Under such schemes an end
user needs only remember his password and can access his private key from anywhere the
centralized server is available. Existing password-enabled PKI schemes are based on the single-
user model where a private key is owned by one user. In this article, we present mechanisms
to support role sharing in password-enabled PKI. In our schemes, using passwords only, a
group of users share the privileges of a role through sharing the private key of that role. We first
develop a hybrid password-enabled PKI scheme, which supports both easy password change and
misuse monitoring. Then, based on this hybrid and existing password-enabled PKI schemes, we
give password-enabled role sharing schemes for both threshold access structures that require a
threshold number of these users to execute the shared role and more general access structures
that allow more flexible role sharing policies.

Keywords: Role sharing, Password-enabled PKI, PAKE

1 Introduction

In a password-enabled PKI scheme [22, 17], the private key of an end user is not stored on a
smart-card or on the user’s laptop. Instead, it is protected by a password chosen by the user and
stored on a centralized online server. Compared to the conventional smartcard-based PKI approach,
password-enabled PKI is a lightweight solution and enjoys high usability: no smartcard reader is
required; an end user needs only remember his password and can roam anywhere the centralized
server is available.

There are two different approaches for password-enabled PKI, virtual soft token [20, 17] and
virtual smartcard [22]. In the virtual soft token PKI [20, 17], a password is used to encrypt the
private key of a public/private key pair and the encrypted private key is stored on a centralized
server. With his password, a user can remotely authenticate himself to the server, establish an
authenticated and cryptographically strong session key (thus, a secure connection) with the server,
download the encrypted private key via the secure channel, decrypt it and use the private key
as in the conventional PKI activities. The first step of this approach authenticates a user before
he can download a password-encrypted private key and the second step establishes a session key
to protect the subsequent downloading of the password-encrypted private key from the off-line
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dictionary attack [19]. These two steps can be accomplished by a password-authenticated key
exchange (PAKE) protocol [2, 16, 30].

In the virtual smartcard PKI [22], an end user’s private key is split into two parts, a human
memorizable password and a server component. The end user holds the password and the server
component is stored on a server. Like in the virtual soft token, to use his private key, a user of the
virtual smartcard PKI first runs the PAKE protocol with the server to have mutual authentication
and establish a secure channel. Then, the user applies his password to a message (either a message
to be digitally signed or a ciphertext to be decrypted) and sends the partial result to the server over
the secure channel. The server combines its own partial result, computed from the corresponding
server component and the message, with the user’s partial result to generate the final result. The
major difference between virtual soft token schemes and virtual smartcard schemes is that, in
virtual smartcard schemes, every cryptographic operation (such as digital signature and decryption)
requires the cooperation of the centralized server while in virtual soft token schemes an end user
can do many cryptographic operations as he wants after securely downloading his private key.

The problem. All existing password-enabled PKI schemes [20, 17, 22] are based on the one-
user-one-private-key model and are essentially single user-oriented. That is, they do not support
multiple-users-one-private-key and thus do not support role sharing.

A role, in the access control community, is defined as a basic semantic unit to describe the
authority and responsibility that users of that role assume [24]. A good organization-wide access
control decision is often based on roles (for example, president of AOL), instead of any specific
individual user, as users may change over time while roles change less frequently. In many role-
based access control models [24, 23], a user assigned to a specific role is implicitly granted all the
privileges of that role. However, as pointed out in [6], within an organization, the responsibility of
a role is not always assumed by any single individual but sometimes is shared among a group of
users of that organization. To execute the role privileges, a subgroup of these users are required
to agree on the action. In this way, power abuse by a single user or a small coalition of these
users can be prevented and the principle of separation of duty can be guaranteed. We consider the
case where a public/private key pair, called role public/private key pair, is affiliated with the role.
The role public key is used by external users to encrypt messages intended for this role or verify
messages digitally signed by the role private key. For users external to the role, what they see is
the role itself and the users assigned to this role are invisible to them. Possibly, when collectively
executing the role privileges, the users sharing a role do not necessarily trust each other.

Based on the above observation, in this article, we explore password-enabled PKI schemes to
support role sharing, which are called password-enabled role sharing PKI.

Our contribution. We first propose a new password-enabled PKI scheme, called hybrid
password-enabled PKI, which is later extended to support role sharing. Compared to existing
password-enabled PKI schemes [20, 22, 17], this hybrid scheme allows server administrators to
perform instant revocation of a user’s public key and to monitor user PKI activities for misuse
detection and, at the same time, it supports user password change very well. (Previous password-
enabled PKI schemes support only one of these two features.) Then, we propose password-enabled
role sharing PKI schemes for both threshold access structure and general access structure. In the
scheme for threshold access structure, which is called threshold password-enabled role sharing PKI,
a group of (say n) users are assigned to a role (and thus share the role private key), each with his
favorite password and nothing else, and a threshold (say, ¢, ¢ < n) of them are required to cooper-
ate to execute the role privileges without reconstructing the shared role private key at any single
location. Like the traditional single user-oriented password-enabled PKI schemes, our architecture
adopts a central server, where password-protected credentials are stored. A subset of users fewer
than t, together with the centralized server, will not be able to use the role private key directly. In



Table 1: Comparison of our work with previous research

Single User-oriented Password-enabled
Password-enabled PKI Role Sharing PKI
Name Property Name Property
easy Threshold virtual soft token? easy
Virtual soft token password Type-1 password-enabled role sharing password
change PKI for general access structuret change
Virtual smartcard | misuse detection
easy password Threshold hybrid easy password
Hybrid change & password-enabled PKI* change &
password-enabled misuse Type-2 password-enabled role sharing misuse
PKI# detection PKI for general access structure’ detection

this article we also propose password-enabled role sharing schemes to support more general access
structure, in which more flexible role sharing policies are allowed.

It should be noted that our role-sharing schemes are different from the voting-based role sharing
approach, where a fully trusted centralized server checks the votes from a subgroup of users and, if
a certain condition is met, executes the role privilege. In our schemes, the centralized server is not
fully trusted and the server itself alone cannot directly execute the role. Thus, neither the central
server administrator nor an attacker who has successfully compromised the server can assume the
role directly. Table 1 gives comparison between this work (marked with *) and previous research.
The first two columns of table 1 give the single user-oriented password-enabled PKI schemes,
including the hybrid password-enabled PKI proposed in this paper, and the last two columns of
the table list their corresponding extensions for role sharing.

The remainder of this article is organized as follows. Section 2 gives the related work. Section 3
presents a hybrid password-enabled PKI scheme. Section 4 discusses some principles for designing
role sharing password-enabled PKI schemes. Section 5 presents our role sharing password-enabled
PKI schemes for threshold access structure and 6 gives our role sharing password-enabled PKI
schemes for general access structures. In Section 7 we discuss some operational and performance
issues. Concluding remarks are given in Section 8.

2 Related Work

Desmedt [6] first proposed the concept of group-oriented cryptography to allow a threshold number
of users sharing a group private key. In all the threshold cryptography schemes, including those
threshold RSA [10, 8, 9, 21, 26, 14] and threshold DSS [12, 13, 18] schemes, each user of the role
is assigned one or more long random secret shares of the role private key. Since most human being
are not good at memorizing long random secrets and smart-cards have not been widely used yet,
so far these threshold cryptography schemes have only been used in machine-oriented applications
[31, 1, 29], not people-oriented systems. In contrast, the schemes explored in this article are
password-based and thus, people-oriented.

Ganesan [11] first introduced passwords into the 2-out-of-2 threshold RSA [5] and used it to
enhance the Kerberos system. We notice that this enhancement, like [22], is still single-user oriented
and does not support role sharing.

Using a 2-out-of-2 threshold RSA scheme Boneh et al. [1] proposed an architecture for fast public
key revocation. In their architecture is a semi-trusted mediator (SEM) who can monitor a user’s



PKI activities. Compared to this scheme, our hybrid password-enabled PKI scheme (presented in
Section 3) is password-enabled and thus enjoys better usability.

3 A New Password-Enabled PKI Scheme

The virtual soft token PKI scheme proposed in [20] allows its users to change their password easily.
However, the administrators of its centralized server cannot monitor users’ PKI activities as a
user can perform many PKI operations after downloading his private key. On the other hand, the
virtual smartcard PKI scheme proposed in [22] allows the administrators of the centralized server
to monitor user PKI activities and supports instant public key revocation. However, as observed
in [28], user password change is not supported very well as it is computation intensive.

In this section, we propose a hybrid password-enabled PKI scheme that supports both PKI
activity monitoring and simple password change. The essential idea behind the hybrid password-
enabled PKI scheme is that an additive 2-out-of-2 secret sharing is performed on the user’s private
key first and one of the two resulting shares, called the server component, is assigned to the
centralized server. The other share, called the client component, is assigned to the user and is
encrypted with the user’s password and stored on the centralized server. When the user needs to
use his private key, he securely downloads the password-encrypted key share, as done in virtual
soft token, decrypts the key share and uses it to compute a partial result. To get the final result,
the user needs the cooperation of the centralized server, which uses the server component as in
the virtual smartcard scheme. Thus, this hybrid password-enabled PKI scheme is similar to the
virtual smartcard scheme [22] in that the centralized server is also assigned a component of the
user’s private key; on the other hand, it is also similar to the virtual soft token [20] in that a user
needs to download a password-encrypted credential to perform the client-side computation, which
makes password change simpler.

Below we give the details of the RSA-type hybrid password-enabled PKI scheme. The same idea
can be used to build DSA-type hybrid password-enabled PKI scheme but it is more complicated

[15].

RSA-type hybrid password-enabled PKI Assume that Alice is a user of the hybrid password-
enabled PKI scheme and her RSA public key is (N, e), where N = p X ¢, p and ¢ are two primes.
d is Alice’s corresponding private key.

e Component generation. In our hybrid password-enabled PKI scheme, the centralized server
picks a random r, 1 < r < ¢(N) where ¢(N) = (p — 1) x (¢ — 1), and computes r’ =
d — r mod ¢(N). r is the server component and 7’ is the client component. Alice picks her
favorite password p and uses it to encrypt r’. The password-encrypted result, y = E;(r’), is
stored on the server. For Alice, the centralized server also stores a password verification data
which is a value derived from p and is used by the server to run a PAKE protocol with Alice.

e Private key use. Armed with her password, p, Alice runs a PAKE protocol with the centralized
server and establishes a secure channel. She then securely downloads y and decrypts at the
client side to recover r’. To use her private key to perform a cryptographic operation on a
message m, Alice first applies 7’ to m to get a partial result ¢; = m” mod N. ¢; is sent
to the centralized server via the secure channel and the server applies its r to m to get
¢ = m"” mod N. The final result is ¢; X ¢o mod N, which is equivalent to applying Alice’s
private key on message m.



In the above process, the centralized server is required to participate in the computation,
which allows the centralized server administrator to monitor users’ PKI activities and do
instant public key revocation. On the other hand, Alice can change her password p to another
password p by downloading y, recovering r/, computing y' = E;(r) and sending it to the
centralized server. None of these steps is computation intensive and can be simply performed.

It is worth mentioning that in this hybrid scheme, every cryptographic operation related to the
private key requires interactions with the centralized server. In contrast, with a virtual soft token,
a user can load his private key onto the laptop and work offline, decrypting emails and signing new
messages with no further interactions with the server.

4 Design Principles for Password-enabled Role Sharing PKI

In the remainder of this paper, PU,,. and PK,,. are used to denote the role public key and
the role private key respectively. n is the size of the group of users to share the role and we use
P ={Uy,U,,...,U,} to denote the set of the users. An authorized subset is defined as a subset of
P whose users are allowed to collectively execute the role privileges and an access structure, I', for
the role is the set of authorized subsets [27, pages 331].

4.1 Centralized server

Besides the users to share a role, in our architecture, there is a centralized on-line server, as in the
traditional single user-oriented password-enabled PKI schemes [20, 17, 22]. Tt is this on-line server
that makes password-enabling possible. On the other hand, this on-line server is not fully trusted in
the sense that role-related credentials are not stored in the clear on it, but protected by passwords,
and the private credentials are never exposed on the server. This distinction differentiates both
the traditional password-enabled PKI and our schemes from the voting-based approach where the
server is fully trusted.

For each user sharing a role, after he picks a password, the centralized server also stores the
corresponding password verification data (PVD) for that user.

4.2 Design principles

There are several design principles for our password-enabled role sharing schemes. Some are
straightforward while others are not.

1. The role public/private key pair does not change as often as the users assigned to the role.
This is the rationale for role-based access control and is also true in our role sharing password-
enabled PKI schemes.

2. A user revoked from a role should mot know the shared role private key. Nor do a small
coalition of users who have been revoked from the same role and who are not in the access
structure anymore. Obviously, virtual soft token [20] does not meet this principle.

3. Users sharing a role possess passwords only and nothing more. All operations related to the
role need the explicit permission of users from an authorized subset.

4. No full trust is placed on the centralized server. The server should not know the role private
key. Thus, its administrators or a hacker who has compromised the server cannot execute



the role privilege in a simple way. On the other hand, using what’s stored on the server, the
server administrators can mount off-line dictionary attacks. This characteristics is common to
all password-based schemes and can be mitigated using multiple servers [28]. We notice that
not all passwords are vulnerable to off-line dictionary attacks. Moreover, compared to the
traditional single user-oriented password-enabled PKI schemes, in our role sharing schemes,
it is harder for a malicious server administrator or a hacker who has taken control the server
to mount off-line dictionary attacks as multiple, instead of a single, passwords are involved.

5. Both threshold access structure and general access structure should be supported. In a
threshold access structure, any subset of size not less than the threshold is an authorized
subset and this access structure is commonly used. On the other hand, threshold access
structure is not always applicable and sometimes more general access structure is used.

5 Threshold Password-enabled PKI

In this section, we shall present threshold password-enabled PKI schemes. In the following discus-
sion, t, t < n, is the threshold. We first discuss how to add role sharing support to the virtual
soft token scheme [20]. We then extend the hybrid password-enabled PKI proposed in Section 3 to
support role sharing.

5.1 Threshold virtual soft token

Threshold virtual soft token is the role sharing extension of the virtual soft token scheme [20].
Threshold cryptography schemes [7, 12, 20] are used to for this purpose. We have two types of
threshold virtual soft tokens, the threshold virtual RSA soft token for RSA-type role public/private
key pair and the threshold virtual DSA soft token for DSA-type role key.

In a threshold virtual RSA (DSA) soft token, a role RSA (DSA) public/private key pair is first

generated and then shares of the role private key, PK,,, are generated through a (¢,n) Shamir

secret sharing [25], (s1,S2,...,Sn) & PK, o mod ¢(N)* where s; are the shares. Each user U,

1 < i < n, picks his password, p;, and his corresponding password verification data, PV D;, is
generated and stored on the centralized server. For each user, also stored on the centralized server
is y;, the encryption of s; by p; (that is, y; = Ep,(s:))-

When the role privilege needs to be executed, depending on the threshold cryptography scheme
employed, users’ steps vary. In our following discussions we use the threshold RSA given in [20],
called Sho00, and the threshold DSA scheme given in [12, 13], called GJKR96.

Threshold virtual RSA soft token To authorize a role-related operation, ¢ or more of the n
users are required. Let m be the message to be processed by the role private key. Each participating
user first uses his password to run a PAKE protocol with the centralized server and establishes a
secure connection; he then securely downloads the password-encrypted key share s;, decrypts it
and computes a partial result as ¢; = m?2% mod N where A = n! [20]; ¢; is sent back to the
centralized server over the secure channel. After collecting enough partial results, the centralized
server combines them into the final result. The Sho00 threshold RSA is non-interactive and thus,
in the role execution, users do not need to interact with others.

*For DSA, the modulus is the DSA system parameter gq.



Threshold virtual DSA soft token When ¢ or more users want to collectively authorize a role-
related operation on message m, each of them first runs a PAKE protocol to log onto the centralized
server, securely downloads his y; and decrypts it as s;. They then use the GJKR96 threshold DSA to
collectively generate a DSA signature on m . The GJKR96 threshold DSA is an interactive scheme
while, in our applications, interactions between users are not desirable. Fortunately, we observe
that the interactive computation (all the steps until the computation of r [13, pages 70]) of the
GJKR96 threshold DSA scheme are message-independent and can be pre-computed. Based on this
observation, in our threshold virtual DSA soft token, we can avoid user interactions by performing
the message-independent interactive computations in a partially-protected store-and-forward way:
all the broadcast messages by user U; are sent to the centralized server in the clear, which will
be forwarded to other participating users by the server, and all the intermediate private messages
of U; are encrypted by U;’s password before they are sent to and stored on the server (for future
use). These pre-computations need no input from users and can be performed, without user U;’s
interventions and notices, after U; logs into the system.

In GJKR96, b, the number of users required for a threshold DSA signature, is (2t — 1), not t.
That is, ¢ should satisfy that ¢ < 5. Therefore, in our threshold virtual DSA soft token scheme,
(2t — 1) users are required to collectively execute the shared role.

Both the threshold virtual RSA soft token and threshold virtual DSA soft token allow a user to
change his password while keeping his role private key share unchanged. To change his password,
U; uses his old password to run a PAKE protocol with the server, securely downloads the key share
protected by the old password, decrypts it, re-encrypts it with his new password, and securely
uploads it to the server. To change his password, the user should also notify, via the secure
connection, the server of his new PVD.

In the above threshold virtual soft token schemes, although the centralized server is used as a
working platform, it is not assigned a share of the role private key and does not contribute to the
final result.

5.2 Threshold hybrid password-enabled PKI

In a virtual smartcard scheme [22], the centralized server is also assigned a share of the user’s
private key and is required to participate in the computation when the user’s private key is used.
This allows an administrator of the central server to monitor the use of the user’s private key and
to instantly disable the user’s private key if his public key is revoked. (In contrast, the virtual soft
token [20] scheme does not offer this monitoring granularity since the private key is recovered and
used on the user’s machine.)

It is not immediately obvious on how to extend the virtual smartcard scheme given in [22] to
support password-enabled role sharing. In a (¢,n) Shamir secret sharing scheme [25], to share a
secret, at most (¢ — 1) shares can be passwords. This fact prevents us from simply extending the
virtual smartcard scheme for password-enabled role sharing since, ideally, in a password-enabled
role sharing scheme, all the n, not just (¢ — 1), users hold their favorite passwords only and nothing
else. One might think to apply the following extension to the virtual smartcard scheme: for each
combination U;,, Uy, ..., Ui, where {i1,ia,... 4} C {1,2,...,n}, we can compute dy;, ;, i) =
d—pi, — Piy — - .- — P, mod ¢(N), where p;; is the password of U;;, 1 < j < t, and store iy in..ic}
on the server. In this way, any t users can cooperate with the server to collectively apply the
shared role private key on a message. However, this extension has a security flaw: it stores (TZ) such
dfiy is,....iry values on the server and in some cases the server will be able to restore the role private
key from them, which contradicts with our design principle 4 (see Section 4).



On the other hand, the hybrid password-enabled PKI scheme proposed in Section 3 can be
extended to support role sharing for threshold access structure, which allows both monitoring
granularity and easy password change. The following details are based on the RSA-type hybrid
password-enabled PKI give in Section 3.

e Component generation. After the role RSA public/private key pair (PU,je, PKyoie = d) is
generated, a random r, 1 <r < ¢(N), is generated and r’ is computed as ' = d—r mod ¢(N).

r is the server component and is stored on the centralized server. A (¢,n) Shamir secret sharing

L, . .
is performed on the client component r’, 7’ (&) (s1,82,...,8,) mod ¢(N) and s; is assigned

to U;, 1 < ¢ < n. Each user U; picks his password, p;, and it is used to encrypt s; into
y; = Ep,(s;). For user U;, y; and a password verification data derived from p; are stored on
the centralized server.

e Private key use. When ¢ or more users agree to apply the role’s private key on a message m,
each of them uses his p; to run a PAKE protocol with the centralized server and establish
a secure channel. He then securely downloads y; and decrypts at the client side to recover
s;. He then first applies s; to m and gets a partial result ¢;; = m®* mod N. c¢y; is sent
to the centralized server via the secure channel. The server also applies its r to m to get
co = m" mod N. After collecting enough partial results, the centralized server combines all
partial results, ¢1; and co into the final result, which is exactly of the role’s private key on
message m.

In the above process, the centralized server is required to participate, which allows the cen-
tralized server administrator to monitor the role’s PKI activities and do instant public key
revocation. On the other hand, each user can change his password p; to another password
pi by downloading y;, recovering s;, computing y; = Ej,(s;) and sending it to the centralized
server. None of these steps is computation intensive and can be simply performed.

6 Password-enabled Role Sharing for General Access Structure

In our real world not all access structures are threshold-based and sometimes more general access
structures are used. For example, four users, (U1, Us, Us, Uy ), share arole and I' = {{U, Us}, {U1,Us, Us } }
is its access structure. This access structure is not threshold: {Uj, U2} has two members and is
allowed to execute the role while {Us, Us, Uy} is not allowed although its cardinality is 3.

In this section we discuss how to support password-enabled role sharing for general access
structure. An access structure is said to be monotone if B € I' and B C C C P implies C € I [3].
We are only interested in monotone access structure here.

General access structure-oriented secret sharing — called generalized secret sharing — was first
studied by Ito et al. [15]. Benaloh and Leichter [3] developed a simpler generalized secret sharing,
which is called BL88 in the following discussion. It should be noted that password-enabled role
sharing discussed here is more than secret sharing as we do not reconstruct a shared secret, as done
in secret sharing schemes, since reconstruction leads to a single point of attack.

In the rest of this section we will give two types of password-enabled role sharing PKI schemes
for general access structure. Our discussions are based on the RSA algorithm but can also be
applied to DSA.



6.1 Type-1 password-enabled role sharing PKI

Type-1 password-enabled role sharing PKI for general access structure is the extension of the virtual
soft token for role sharing.

e Component generation. Given a monotone access structure I' for a role whose private key
is PK,o. = d, we first use the BL88 generalized secret sharing scheme to generate secret
shares. Each of the n users will get one or more secret shares. Then, each of them picks his
favorite password p; and uses it to encrypt all of his secret shares. The password-encrypted
secret shares, together with a password verification data derived from p;, are stored on the
centralized server.

e Private key use. When an authorized subset of users want to execute the role privilege on a
message m, each of them, U;, runs a PAKE protocol to log onto the centralized server and
establishes a secure connection with it. U; then securely downloads his secret shares and
applies it to m to get a partial result. The partial result is securely sent to the centralized
server who combines all partial results into a final result, which is equivalent to applying the
role’s private key on m.

Using the above I' = {{U;,Ua},{U1,Us,Us}} as an example, we have the following shares: d;
is assigned to Uy, ds is assigned to Us, dj3 is assigned to Us, dy4 is assigned to Uy where dy 4+ da =
dmod ¢(N) and dy + d3 + dy = dmod N. When U; and U; agree to apply the role private key
to m, Uy computes ¢; = m mod N and Us computes co = mdz. After receiving ¢; and cg, the
centralized server combines them into the final result as ¢ = ¢; x ¢ mod N = m? mod N, which is
exactly the role private key on m.

In the above steps, the centralized server does not contribute to the final result and technically
the step of combining partial results into the final result can be performed by any users. That is,
type-1 password-enabled role sharing PKI does not provide a technical means to monitor role PKI
activities on the centralized server.

6.2 Type-2 password-enabled role sharing PKI

Using the same idea of the hybrid password-enabled PKI, type-1 password-enabled role sharing
PKI can be modified so that the centralized server is required to contribute for a role privilege
execution. In the above component generation stage, instead of sharing d, we can first run a 2-out-
of-2 additive secret sharing on d and get d’ and d”, where d = d’' + d” mod ¢(N). d’ is the server
component and is assigned to the centralized server. The client component, d”, is shared among the
n users using the BL88 generalized secret sharing. Then each user uses his password to encrypt the
shares assigned to him and stores the password-protected shares on the centralized server. When an
authorized subset of users want to execute the role privilege, they compute their partial results. To
get the final result, the centralized server is also required to participate and compute its own partial
result. Thus, this modified scheme allows the centralized server administrators to monitor role PKI
activities and is called type-2 password-enabled role sharing PKI for general access structure.

For general access structure, a user is likely to be assigned more than one secret shares and,
in deciding which share to use, he needs to know the identities of others users of the authorized
subset. This might be undesirable sometimes as it needs coordinations between the participating
users. A method for U; to avoid this interaction is to apply all of his secret shares to m to get more
partial results than necessary. When the centralized server combines the partial results, only those
necessary partial results will be used.



7 More Discussions

In this section we discuss some performance and operational issues.

7.1 Performance considerations

Compared to the virtual soft token [20] and the virtual smartcard scheme [22], the hybrid password-
enabled PKI scheme does not introduce any additional significant computational cost.

7.2 Operational considerations

Password-based versus smartcard-based. Passwords are commonly used for authentication
in our daily lives and support user roaming very well. Password-enabled PKI schemes integrate
the roaming capability and good usability of passwords into PKI. However, in some application
cases, smartcard-based solution might still be preferred due to its high-level security. For these
applications, password-enabled PKI can be used as a short-term solution and the migration from
password-based to smartcard-based can be made smooth.

In both threshold virtual soft token scheme and threshold hybrid password-enabled PKI scheme,
an end user is assigned one or more shares of the role private key and the password-encrypted
key shares are stored on the centralized server. This structure makes it easy for password and
smartcards to co-exist and makes it easy to migrate from password-based to smartcard-based: users
who prefer passwords can still hold their passwords and store their password-encrypted shares on
the server; users who like smartcards can download their password-encrypted key shares and feed

them to smartcards. This is also true for both type-1 and type-2 password-enabled role sharing
PKIT schemes.

Recovery from password loss. In a password-based system, a user might inadvertently lose
his password to somebody else. For example, a user might use an insecure computer on which a key
logging program is installed to harvest passwords. For single user-oriented password-enabled PKI,
this might be disastrous. In contrast, the password-enabled role sharing PKI schemes tolerate this
type of mistakes to some extent: as long as an attacker does not steal more than (¢ — 1) passwords,
he will not be able to assume the shared role. The recovery from such loss is also straightforward:
after a user loses his password, his old key share is disabled and any t other users who share the
same role can help him get a new key share.

8 Conclusion

Conventional password-enabled PKI schemes are based on the one-private-key-one-user model and
do not support role sharing. In this article we developed schemes to add role sharing to password-
enabled PKI schemes. We first presented a hybrid password-enabled PKI scheme, which supports
both easy password change and misuse monitoring. Then, we extended our hybrid and existing
password-enabled PKI schemes to support role sharing. Our password-enabled role sharing PKI
schemes support both threshold access structures and general access structures. Compared to
conventional password-enabled PKI schemes, from an end user’s perspective, our password-enabled
role sharing PKI schemes do not occur additional significant computational cost and also tolerate
end user’s operational mistakes.
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