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Abstract

Password-enabled PKI facilitates the private key
management by integrating easy-to-use passwords
into PKI. In the first PKI research workshop,
Sandhu et al. categorized password-enabled PKI
schemes as virtual soft tokens and virtual smart-
cards [26]. Compared to the conventional PKI,
password-enabled PKI introduces a security-critical
server where large number of password-related cre-
dentials are stored. The compromise of this server
will render these password-based credentials suscep-
tible to the dictionary attack and, thus, damage
the security of numerous private keys. In this arti-
cle, using multiple servers, we propose an intrusion-
tolerant virtual soft token scheme and an intrusion-
tolerant virtual smartcard scheme. In our schemes,
compromising up to a threshold number of these
servers will not help an attacker mount a dictio-
nary attack and, compared to previous work, our
schemes can still function in the presence of some
server failures. The multiple servers introduced in
our intrusion-tolerant password-enabled PKI can be
easily managed and PKI users can roam with human
memorable passwords.

Keywords: Password-enabled PKI, Intrusion Tol-
erance, Virtual Soft Token, Virtual Smartcard

1 Introduction

In the conventional public key infrastructure (PKI),
the private key of a public/private key pair is held
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2001-1) through the Commonwealth Information Security
Center, James Madison University.

by an end user (for digital signature or decryption)
while the public key is certified as a digital certifi-
cate by a trusted third party. Ideally, the private key
is stored in a smart card and should never leave the
card when it is used. The user is capable of roam-
ing easily with the smart card. However, PKI-based
smartcards have not happened in the real world yet.
Passwords, on the other hand, are commonly used
for authentication in our daily lives and support user
roaming very well. For instance, people have been
using passwords for remote authentication over the
Internet. To integrate passwords’ convenience into
PKI, two different approaches, called virtual soft
token and virtual smartcard, have been proposed
[25, 21, 26].

In the virtual soft token PKI [25, 21], a password is
used to encrypt the private key of a public/private
key pair and the encrypted private key is stored
on a server. With his password, a user can re-
motely authenticate himself to the server, establish
an authenticated and cryptographically strong ses-
sion key (thus, a secure connection) with the server,
download the encrypted private key via the secure
channel, decrypt it and use the private key as in
the conventional PKI activities. The first step of
this approach authenticates a user before he can
download a password-encrypted private key and the
second step establishes a session key to protect the
subsequent downloading of the password-encrypted
private key since it is vulnerable to the dictionary
attack [24]. These two steps can be accomplished
by a password-authenticated key exchange (PAKE)
protocol [2, 18, 31], in which a client (user) with a
password and a server storing the related password
verification data (PVD) can authenticate each other
and establish a cryptographically strong session key
to protect subsequent communication.

In the virtual smartcard PKI [26], an end user’s pri-
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vate key is split into two parts, a human memo-
rizable password and a secret component. The end
user holds the password and the secret component
is stored on a server. Let (N, e) be a RSA public
key and d is the corresponding private key (d× e =
1 mod φ(N) and φ is the Euler function). In [26], d

is split into a password-derived value d1 and another
value d2, d = d1 × d2 mod φ(N), and d2 is stored
on a server. Note that md = (md1)d2 mod N =
(md2)d1 mod N . To perform a cryptographic oper-
ation (digital signature or decryption) on a message
m by the user’s private key, the end user first au-
thenticates himself to the server using the password
and establishes an authenticated session key (thus,
a secure connection) with the server. (Again, this
can be accomplished by a PAKE protocol.) After
securely receiving m from the user, the server ap-
plies the secret component, d2, to m to get a partial
result c2 = md2 mod N . c2 is then passed back to
the user through the secure channel. In the end, the
user derives d1 from his password and computes the
final result as c = cd1

2 = md2×d1 = md mod N . Note
that, in the above process, the overall value of the
private key, d, is never reconstructed on the client
nor on the server. Both the virtual soft token and
virtual smartcard allow a user to roam with a mem-
orizable password solely and digitally sign a message
(with a long-term private key) at a new location.

The problem. People tend to choose easily mem-
orizable passwords (from a dictionary) and thus,
password-based systems are notoriously vulnera-
ble to the dictionary attack [24], in which an at-
tacker does not brute-force all possible passwords
but rather work on a much smaller dictionary of
likely passwords ∗. Compared to the conventional
PKI, password-enabled PKI introduces a security-
critical server where both password-verification data
(PVD) and password-related credentials (password-
encrypted private keys in the virtual soft token
PKI and secret components in the virtual smart-
card PKI) are stored. This makes it subject to
the server compromise-based dictionary attack : af-
ter breaking into this server and stealing the pass-
word verification data and password-based creden-
tials, an attacker can mount dictionary attacks to
find the password and recover the private key.

For the virtual soft token, if the server is compro-
mised and the password-encrypted private key is

∗For a specific user, his password may not always fall
within an attacker’s dictionary. But an alarmingly high
fraction of the actual passwords match passwords in a con-
structed dictionary [20].

stolen, an attacker can guess a password, use it
to decrypt the stolen credential and verify the cor-
rectness of the guessing by checking the decrypt-
ing result with the corresponding public key ((N, e)
for RSA). If an attacker also steals the password-
verification data, the attack will be simpler: the
attacker can simply guess a likely password, com-
pute the corresponding PVD and compare it against
the stolen PVD. If he observes a match, then he
finds the password and it can be used to decrypt
the stolen password-encrypted private keys.

As for the virtual smartcard PKI, if the server
is compromised and d2 is stolen, an attacker can
simply guess a likely password, derive d′

1 from it,
pick a random m (1 < m ≤ (N − 1)), com-
pute c′ = md′

1
×d2 mod N , and verify the correct-

ness of the guessing by checking if m = c′
e

mod N

holds. In this case, an attacker can mount dic-
tionary attacks against thousands, if not millions,
of users’ password-protected private keys stored on
the corrupted server. If an attacker also steals the
password-verification data (PVD), the attack will be
simpler: the attacker can simply guess a likely pass-
word, compute the corresponding PVD and com-
pare it against the stolen PVD. If he observes a
match, then he finds the password, which can be
used with the stolen d2 to recover the private key.
It is worth noting that, compared to the virtual soft
token PKI, the dictionary attack against the virtual
smartcard PKI is more subtle. An attacker does not
need d2 to mount an off-line dictionary attack and
md2 for any public message m will be sufficient: if
an attacker obtains the value of c2 = md2 mod N

for some m, he can simply guess a likely password,

derive d′
1 from it, compute c′ = c

d′

1

2 mod N , and
verify the correctness of the guessing by checking if
m = c′

e
mod N holds.

Proactive password checking mitigates the dictio-
nary attack problem but it does not fully solve it.
Wu [32] showed that a proactive password check-
ing system still allows about 8.28% of its pass-
words susceptible to the dictionary attack. Con-
sidering the large number of password-verification
data and password-related credentials stored on the
server, this server compromise-based dictionary at-
tack could be large-scale and catastrophic. We ar-
gue that intense monitoring of the server may not
be sufficient and server compromise (by outside at-
tackers, inside attackers or through the mistakes of
honest insiders) seems inevitable. For instance, an
attacker might gain the root privilege of the server
by exploiting bugs in server software (for instance,
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through bugs [6, 7] in the Wu-FTP ftp server, bug
[10] in the Apache web server, bug [8] in Microsoft
IIS web server, and bug [9] in Kerberos server). It
is our belief that, even though people have worked
hard to fix these known bugs, root privilege-leaking
bugs will not disappear since new bugs are being
discovered continuously.

To avoid this large-scale dictionary attack, it makes
sense to distribute the functionality of one server to
multiple servers to tolerate intrusions [13]. Sandhu
et al. [26] observed that a multiple-server scheme
may degrade operational quality and is vulnerable
to the common-mode failures — once an attacker
knows how to break one server, likelihood of suc-
cess on the other is quite significant in practice. In
this paper, we believe that the common-mode fail-
ure can be significantly mitigated by the system di-
versity [14] — including both hardware diversity,
operating system diversity and application software
diversity — and breaking into one server will not
necessarily increase an attacker’s chance to break
another server with diverse systems (hardware, op-
erating system and software). In this way, intro-
ducing multiple servers using different hardware and
software and distributing a secret component among
these servers, if done properly, will significantly im-
prove the security against the server compromise-
based dictionary attack.

The main results. The contribution of this paper
includes an intrusion-tolerant virtual soft token PKI
scheme and an intrusion-tolerant virtual smartcard
PKI scheme.

In our virtual soft token scheme, a password-
encrypted private key, together with the password-
verification data, is shared among n servers (n > 1).
Compared to the multiple-server virtual soft token
scheme given in [16], our intrusion-tolerant virtual
soft token PKI scheme is threshold: any t (t ≤ n)
or more of these servers can collectively authenti-
cate a user (using the shared PVD) and let the user
securely download his password-encrypted private
key shares without reconstructing the shared

PVD at any single location and the shared

password-encrypted private key on any sin-

gle server. Any subset of size less than t of
these n servers can not reconstruct either the shared
password-encrypted private key or the shared PVD,
hence tolerating intrusions against the servers.

In our virtual smartcard PKI scheme, the secret
component of a private key, together with the

password-verification data, is shared among the n

servers. Any t (t ≤ n) or more of these servers
can collectively authenticate a user (via the shared
PVD) and help the authenticated user securely per-
form a digital signature without reconstructing

the shared secret component and the shared

PVD at any single location. Corruption of any
less than t of these servers will not help an attacker
to get the secret component to mount a dictionary
attack.

The key idea behind our intrusion-tolerant vir-
tual soft token PKI is the application of an
intrusion-tolerant password-authenticated key ex-
change (PAKE) protocol and the idea behind our
intrusion-tolerant virtual smartcard PKI is the com-
position of an intrusion-tolerant PAKE with a
password-adapted threshold cryptography scheme.

This article is organized as follows. Section 2 re-
views some related work and Section 3 describes two
building blocks for our intrusion-tolerant password-
enabled PKI schemes. In Section 4 we present an
intrusion-tolerant virtual soft token scheme and an
intrusion-tolerant smartcard scheme, both of which
are secure against the server compromise-based dic-
tionary attack. Section 5 discusses some operational
issues. Concluding remarks are given in Section 6.

2 Related Work

The concept of password-authenticated key ex-
change (PAKE) protocol was first developed in [2]
and then studied in [3, 18, 31, 5, 1]. Perlman and
Kaufman [25] applied the PAKE protocols and pro-
posed the idea of virtual soft token. To resist the
server compromise-based dictionary attack, Ford
and Kaliski [16] proposed the first multiple-server
approach for the virtual soft token PKI. However, it
requires all of the multiple servers present when the
user retrieves the distributively stored credential.
This significantly degrades the availability of the re-
sulting system — if one server goes down, the service
provided will not be available. Jablon [19] improved
the scheme of [16] but it still retains the all-server-
present requirement. MacKenzie et al. [23] proposed
the first threshold PAKE and, in our earlier work
[30], we also proposed a threshold PAKE, which is
used in this article to build our intrusion-tolerant
password-enabled PKI.
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Kwon [21] proposed a virtual soft token scheme
where multiple servers are used. Compared to our
intrusion-tolerant virtual soft token, the scheme of
[21] used the non-threshold RSA given in [4] and
thus, required all server to be available when a user
retrieves its private keys.

To build the virtual smartcard scheme, Sandhu et al.
[26] used a password-adapted 2-out-of-2 distributed
RSA digital signature scheme given in [4], which
is sequential and non-threshold. In contrast, in
this article, we adapt the threshold RSA scheme
proposed in [28] and use it to build the intrusion-
tolerant virtual smartcard.

3 The Building Blocks

As stated earlier, we use an intrusion-tolerant
password-authenticated key exchange (PAKE) pro-
tocol and a password-adapted threshold RSA as
building blocks in our constructions of intrusion-
tolerant password-enabled PKI. The intrusion-
tolerant PAKE shares a PVD among multiple
servers and is used in both the intrusion-tolerant
virtual soft token scheme and the intrusion-tolerant
virtual smartcard scheme. The password-adapted
threshold RSA, on the other hand, shares a secret
component among multiple servers and is used in
the intrusion-tolerant virtual smartcard scheme. In
this section, we will give the details of these two
building blocks.

In the remainder of this paper, n is used to denote
the number of the multiple servers. These n servers
are numbered from 1 to n and are called server 1,
2, . . . , n. We assume that there exist secure con-
nections between these n servers, which can be im-
plemented in Secure Socket Layer (SSL) [15]. Let
N̂ be a safe prime, N̂ = 2q̂ + 1 where q̂ is also a
prime. ĝ is an element of finite field FN̂ with order

q̂. (N̂ , q̂, ĝ) are system parameters for a PAKE (see
the Appendix). For a set S, a ∈R S means that
element a is randomly and uniformly selected from
S. |S| denotes the cardinality (the size) of S. For
two integers a1 and a2, [a1, a2] denotes the set of
integers x satisfying a ≤ x ≤ b. gcd(a1, a2) denotes
the greatest common divisor of a1 and a2.

3.1 An intrusion-tolerant PAKE

In a PAKE, a user possesses a password and the
server stores a related password verification data
(PVD). Using what they have, the user and the
server can perform a password-authenticated key
exchange protocol and establish an authenticated
(and cryptographically strong) session key, which
can be used to protect subsequent communication
between the user and the server†.

However, since the password-verification data stored
on the server is derived from a password using a pub-
licly known function, if an attacker manages to com-
promise the server and steal the PVD, he can still
mount an off-line dictionary attack by just comput-
ing PVDs value with all likely passwords and com-
paring them with the stolen PVD. (If he observes a
match, then the correct password is found.) The
intrusion-tolerant PAKE developed in our earlier
work [30] can be used to improve security against
this attack, in which a PVD is shared among these
multiple servers and is never reconstructed during a
PAKE running. Each user of the intrusion tolerant
PAKE registers himself with the servers in the user
enrollment phase, during which the user’s PVD, x,
is shared, using a (t, n)-Shamir secret sharing [27]‡,

among the n servers. Let x
(t,n)
←→ (x1, x2, . . . , xn)

denote the secret sharing and each server i has
PVD share xi. Then, the user can remotely au-
thenticate himself to Γ, a subset of these multiple
servers, |Γ| ≥ t, and establish a session with each of
them without reconstructing the shared PVD. Any
attacker who has compromised less than t servers
will get no information about the shared PVD and,
thus, cannot mount a dictionary attack. These
servers can proactively update their PVD shares
while keeping the shared PVD unchanged to fur-
ther enhance their security. A user can also change
his password as in normal password-based systems.
The details of this intrusion-tolerant PAKE of [30]

† Just as passwords are always subject to the dictionary
attack, a PAKE is subject to network-based dictionary at-
tacks, including eavesdropping-based dictionary attack and
active dictionary-based protocol attacks. Existing PAKE
protocols such as EKE [2], SPEKE [18], SRP [31], provide
either heuristic or provable security against network-based
dictionary attacks.

‡A (t, n)-Shamir secret sharing splits a secret x into n

secret shares xi, 1 ≤ i ≤ n, such that any t or more of these
secret shares can be used to reconstruct x while any less than
t secret shares could not. Shamir secret sharing is perfect in
that any less than t secret shares leak no information about
x.
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is summarized in the appendix of this paper.

3.2 A password-adapted threshold RSA

Threshold cryptography researches on how to share
a (cryptographically strong) private key among mul-
tiple parties and how a subset of these parties can
perform a cryptographic computation without re-
constructing the shared private key [11, 12]. Here,
we integrate password into the threshold RSA given
in [28] to obtain a password-adapted threshold RSA
scheme and then, use it to build an intrusion-
tolerant virtual smartcard. The password-adapted
threshold RSA scheme is given below.

The key generation. A user picks his password
p̂ and a value d1 is derived from p̂ using a public
function (the PBKDF2 function of [22] can be used
for this purpose). Let ∆ = 1 × 2 × . . . × n = n! (n
is the number of servers). (N, e) is the user’s RSA
public key where N = p×q; p, q are two primes; e is
a prime, 4∆ < e < φ(N), φ(N) = (p−1)×(q−1). d

is the user’s overall RSA private key, 1 < d < φ(N).
d × e = 1 mod φ(N). d is split into d1 and d2 and
d2 is computed as follows: 1 < d2 < φ(N), d1 +
d2 = d mod φ(N). d2 is further shared among the n

servers as follows: let a0 = d2, ai ∈R [0, φ(N)−1] for

1 ≤ i ≤ (t− 1); define f(x) =
∑t−1

i=0 aix
i mod φ(N);

then, one can compute d2i = f(i) mod φ(N) for 1 ≤
i ≤ n and server i is assigned d2i, 1 ≤ i ≤ n.

Observation. In the above key generation process,
p and q are ordinary primes, as opposed to the safe
primes in [28]. d2 is picked as (d − d1) mod φ(N)
for efficiency reasons. In this way, the user and
the servers can perform the cryptographic compu-
tations in parallel. One can also compute d2 as
d1 × d2 = d mod φ(N), as did in [26]. In this case,
the computations of the user and the servers are
sequential.

Digital signature. Let Γ be the subset of the
servers who will help a user digitally sign a message
m, |Γ| ≥ t. Let a, b be integers satisfying 4∆a+eb =
1, which can be computed by the extended GCD
algorithm [29]. The user derives d1 from his pass-
word and computes c1 = m4∆d1 mod N . In parallel,
each server j ∈ Γ computes c2j = m2d2j mod N and
sends c2j to the user.

After receiving all c2j , the user computes
c2 =

∏
j∈Γ c2j

2λj,Γ mod N , where λj,Γ = ∆ ×
∏

k∈Γ,k 6=j
k

k−j
. He then combines c2 and c1 into

ω = c2 × c1 mod N and computes y as y = (ωa ×
mb) mod N . Note that ω = m4∆d mod N and
ye mod N = m4∆dae+be = m4∆a+be = m mod N .
That is, y is the digital signature of m by the pri-
vate key d.

4 Intrusion-tolerant Password-

enabled PKI

4.1 Intrusion-tolerant virtual soft token

Just as a virtual soft token is the composition of
a PAKE and a secure download of the password-
encrypted private key, an intrusion-tolerant virtual
soft token scheme is implemented as the composi-
tion of an intrusion-tolerant PAKE and multiple se-
cure downloads of the password-encrypted private
key shares. In an intrusion-tolerant virtual soft to-
ken scheme, for each user, his PVD is shared among
the n servers using a (t, n)-Shamir secret sharing
over finite field Fq̂. The user’s password-encrypted
private key is also shared among the same n servers
using a (t, n)-Shamir secret sharing.

When a user needs to use his private key, he first
runs the intrusion-tolerant PAKE protocol with
Γ, a subset of these multiple servers, |Γ| ≥ t,
Γ ⊆ {1, 2, ..., . . . , n} (see Section 3.1 and the Ap-
pendix section for more details). Afterward the
user will have one authenticated session key (thus,
one secure connection) with each of the servers in
Γ. Then, these subset of servers will send their
password-encrypted private key shares to the user
(via the secure connections). The user reconstructs
the password-encrypted private key, decrypts it with
the password and uses the private key as in the con-
ventional PKI.

Remark. In the above virtual soft token scheme,
neither the shared PVD nor the password-encrypted
private key is reconstructed at any single server.
The minimal number of servers required for a user
login is (2t− 1), t ≤ n.
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4.1.1 The parameter selection

In the above intrusion-tolerant virtual soft token,
both the PVD and the password-encrypted private
key are shared among the multiple servers. The
sharing of PVD is performed in the finite field Fq̂.
The sharing of the password-encrypted private key
can be operated in another finite field Fq̄ where q̄

is another prime. Note that the size of d is in the
same order as the size of N and, the size of the
encryption of d by a password (say, using the PKCS
# 5 standard [22]) will not increase significantly.
(If PKCS #5 is used to encrypt the private key, the
salt and iteration count can be simply replicated to
each server. And only the encryption of d is shared).
Thus, the size of q̄ should be no less than the size
of N . Another option is to use q̂ as q̄. If this is the
case, q̂ should be no less than N .

4.2 Intrusion-tolerant virtual smart-
card PKI

Just as a virtual smartcard [26] is the composition of
a PAKE and a password-adapted non-threshold dis-
tributed RSA, our intrusion-tolerant virtual smart-
card scheme is the composition of an intrusion-
tolerant PAKE and a password-adapted threshold
RSA. In the intrusion-tolerant virtual smartcard
scheme, a user’s PVD (related to password p̂) is
shared among the n servers using a (t, n)-Shamir
secret sharing scheme. The user’s RSA private key
d is split as a password-derived value d1 (derived
from password p̂) and d2. d2 is further shared as

d2
(t,n)
←→ (d21, d22, . . . , d2n). In addition to its PVD

share, a server, i, 1 ≤ i ≤ n, also holds d2i.

When a roaming user wants to digitally sign a mes-
sage, m, he first runs the intrusion-tolerant PAKE
protocol with Γ, a subset of the multiple servers,
|Γ| ≥ t, Γ ⊆ {1, 2, . . . , n}, and establishes an au-
thenticated session key (thus, a secure connection)
with each of them. Then, the user sends m, via the
secure connections, to server j, j ∈ Γ. Server j com-
putes c2j = m2d2j mod N and sends it back to the
user through the secure channel. The user computes
ω and y as described in Section 3.2, where y is the
digital signature of m by the user’s private key d.

Remark. In the above virtual smartcard scheme,
none of the shared PVD, d2 and md2 is recon-
structed at any single server. The minimal number

of servers required for a user login is (2t− 1), t ≤ n.

5 Some Operational Considerations

Operational quality is a big concern for the
intrusion-tolerant password-enabled PKI since in-
troducing multiple servers increases the operational
complexity [26]. However, we can automate the
management to minimize the manual management
overhead.

5.1 The user enrollment

Compared to the virtual soft token [25, 26], at the
user enrollment phase, our intrusion-tolerant vir-
tual soft token scheme introduces one additional
step: the share generations of the user’s PVD and
password-encrypted private key and the share distri-
bution to the multiple servers. This additional step
can be fully automated by a management server,
which performs the Shamir secret sharing on the
PVD and the password-encrypted private key and,
then securely sends, via SSL, these shares to the
multiple servers.

Similarly, compared to the virtual smartcard [26],
at the user enrollment phase, our intrusion-tolerant
virtual smartcard also introduces one additional
step: the share generations of the user’s PVD and
his secret component (d2) and the share distribution
to the multiple servers. We can also automate this
step by using a management server, which performs
the Shamir secret sharing on the PVD and the se-
cret components and, securely sends, via SSL, these
shares to the multiple servers.

Thus, our intrusion-tolerant password-enabled PKI
schemes do not bring much operational overhead to
the user enrollment stage.

5.2 User authentication

In the intrusion-tolerant password-enabled PKI
schemes, when a user interacts with the servers
to use his private key, he just needs to type in
his password and all other steps are automati-
cally performed by programs. Thus, our intrusion-
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tolerant password-enabled PKI schemes do not in-
crease user’s operational complexity.

5.3 Password change

In a password-enabled PKI, a user may want to
change his password while keeping his long-term pri-
vate key unchanged.

In the intrusion-tolerant virtual soft token PKI,
a change in the password requires the update of
the corresponding PVD shares and the update of
the password-encrypted private key shares (the pri-
vate key remains unchanged but its encrypted form
by the password should be updated accordingly).
The intrusion-tolerant PAKE used in this article
(see Section 3.1) allows a user to securely change
his password and update the corresponding PVD
shares stored on each server. This naturally en-
ables the password change in our intrusion-tolerant
virtual soft token: a user first runs the intrusion-
tolerant PAKE protocol, securely downloads the
password-encrypted private key shares, reconstructs
the password-encrypted private key, decrypts it with
the old password, re-encrypts it with the new pass-
word, generates a (t, n)-Shamir secret shares and
securely uploads these new shares to the multiple
servers respectively; then, he can run the intrusion-
tolerant PAKE password change protocol given in
[30] to update the PVD shares stored on each server.

In a virtual smartcard PKI, the change of a user’s
password causes the change of d1 and thus, requires
the update of the secret component, d2, since d re-
mains unchanged and d1 + d2 = d mod φ(N). As
φ(N) is unknown to the user and the server, the
change of d2 is difficult unless the shared d is recon-
structed and φ(N) is recovered. Technically, after
authenticating himself to the server and establishing
a session key, a user can securely download d2 from
the server, reconstruct d and recover φ(N), com-
pute the new d2 (from the new d1 and the recovered
φ(N)), and update this new d2 to the server. How-
ever, this process is computation-intensive and looks
awkward. Indeed, in the only virtual smartcard PKI
scheme proposed in [26], password change is not
discussed. This difficulty remains in our intrusion-
tolerant virtual smartcard PKI and is the topic of
our future research.

6 Conclusion

Password-enabled PKI, including the virtual soft to-
kens and virtual smartcards, facilitates the private
key management by integrating easy-to-use pass-
words into PKI. However, compared to the con-
ventional PKI, password-enabled PKI introduces
a security-critical server where large number of
password-related credentials are stored. The com-
promise of this server will render these password-
based credentials susceptible to the dictionary at-
tack and, thus, damage the security of numerous
private keys.

To address this attack, using multiple servers, we
proposed an intrusion-tolerant virtual soft token
PKI scheme and an intrusion-tolerant virtual smart-
card PKI scheme. In our schemes, compromis-
ing up to a threshold number of these servers will
not help an attacker mount the dictionary attack
and the intrusion-tolerant password-enabled PKI
schemes can still function in the presence of some
server failures. Compared to previous work, our vir-
tual soft token is threshold and does not require all
servers when a user needs his private key. We de-
signed our virtual soft token PKI by compositing an
intrusion-tolerant PAKE with a secret sharing. Our
intrusion-tolerant virtual smartcard PKI is achieved
through the composition of an intrusion-tolerant
PAKE with the password-adapted threshold RSA.
The multiple servers introduced in our intrusion-
tolerant password-enabled PKI can be easily man-
aged and PKI users can roam with human memo-
rable passwords.
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APPENDIX

In this article, the intrusion-tolerant PAKE protocol
given in [30] is used as a building block. Let N̂ be a
safe prime, N̂ = 2q̂ + 1 where q̂ is also a prime. ĝ is
an element of finite field FN̂ with order q̂. (N̂ , q̂, ĝ)
are the system parameters. H denotes a secure hash

function such as SHA-1. We use (τ1, τ2, . . . , τn)
(t,n)
−→

τ to denote the fact that a value, τ , is reconstructed
from t or more shares τi, 1 ≤ i ≤ n.

For this protocol, Table 1 summarizes the password-
authenticated key exchange data flow between a
user and a particular server, i, 1 ≤ i ≤ n, where
server i stores the user’s PVD share xi. At the end
of this protocol, the user and server i will share a
cryptographically strong session key K. This proto-
col can be repeated between the user and any other
server so that the user can share one session with
each of the participating servers.

A user shows his ID, I, in the first step, to which
server i responds with the user’s salt, s. Server i

also passes this ID I to a threshold number or more
servers (so that they can locate the PVD share for
this user). In step 2, the user computes x and l. In
step 3, with the assistance of a threshold number or
more servers, server i computes a value B (see the
following paragraph for details) and passes it back to
the user. In this step, the user picks a ∈R [1, q̂− 1],
computes A and sends it to server i, which in turns
passes A to the participating servers. In step 4, the
user checks if the received B satisfies B = 0 mod N̂

and will quit if this is the case. Otherwise, the user
computes a value Sc using the given formula and
server i uses the subset of the servers to compute
value Ss (see the following paragraph for details).
Note that Sc = Ss and this value is denoted as S.
Step 5 and 6 are used to verify that the user and
server i share a common value S. The authenticated
session key, K, is derived from S in step 7.

The server-side computation of step 3 Let Γ
be the set of participating servers, Γ ⊆ {1, 2, . . . , n},
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Client Server i Server 1 Server 2 . . . Server n

1
I
→ (lookup s) (lookup x1) (lookup x2) (lookup xn)

2 x = H(s, I, p̂)
s
←

l = x−1 mod q̂

3 A = ĝal mod q̂ mod N̂
A
→ Collectively generate shares of b ∈R Fq̂ and
B
← collectively compute B = ĝbx mod q̂ mod N̂

4 S = Bal mod q̂ mod N̂ Collectively compute S = Abx mod q̂ mod N̂

5 M1 = H(A,B, S)
M1→ (verify M1)

6 (verify M2)
M2← M2 = H(A, M1, S)

7 K = H(S) K = H(S)

Table 1: Intrusion-tolerant PAKE

|Γ| ≥ t. B is computed by the participating servers
as follows:

1. Using a Joint-Shamir-RSS [17], the partici-

pating servers generate (b1, b2, . . . , bn)
(2t-1,n)
←→

b mod q̂, where b is a random value unknown

to any individual server and each server j,
j ∈ Γ, has share bj .

2. Each participating server j, j ∈ Γ, com-
putes dj = bj × xj mod q̂, Bj = ĝdj mod

N̂ , and sends Bj to server i. Note that

(d1, d2, . . . , dn)
(2t-1,n)
←→ d = b × x mod q̂ and

(B1, B2, . . . , Bn)
(2t-1,n)
←→ ĝbx mod q̂ mod N̂ .

3. Using the Lagrange interpolation formula in
the exponent [17], server i first computes B

as follows: (B1, B2, . . . , Bn)
(2t-1,n)
−→ B mod N̂ .

(Note that, B = ĝbx mod q̂ mod N̂ .) Then,
server i sends B back to the user in step 3.

(2t − 1) servers are needed to perform the above
steps.

The server-side computation of step 4 The
computation of step 4 proceeds as follows:

1. Each participating server checks if A = 0 mod
N̂ . They will abort if it is. Otherwise, they
check if Aq̂ = 1 mod N̂ . They will abort the
computation if it does not hold. Otherwise,
they will continue.

2. Each participating server j, j ∈ Γ, com-
putes Sj = Adj mod N̂ , and sends Sj to

server i. Note that (S1, S2, . . . , Sn)
(2t-1,n)
←→

Abx mod q̂ mod N̂ .

3. Using the Lagrange interpolation formula in the
exponent [17], server i computes S as follows:

(S1, S2, . . . , Sn)
(2t-1,n)
−→ S mod N̂ . Note that

S = Abx mod q̂ mod N̂ .
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