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SPICI in a Nutshell
mm
» SPICI provides a structure for clarifying business needs and
supporting negotiation on risk-appropriate solutions when
organizations share identity (and supporting policy and
control) information
— Includes a descriptive framework of goals, objectives, and
capabilities
— Includes an analytic framework which maps levels of stakeholder
concerns to recommended levels of capabilities

— Includes a high-level description of the negotiation process
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» SPICI complements technical frameworks and reference
implementations for identity federation

— Technical frameworks identify “who, what, and where”
— Reference implementations demonstrate “how”
— SPICI helps organizations analyze “when, why, and how much”

Our organizations need to share

SPICI Intended Use
N

identity -related information to support

Q Q ourinterrelated  business processes
\ f z > L N How do we think about this?

Key Concepts and Definitions
Information Sensitivity
Terms of Use
Information Life-Cycle

What could go wrong?

Potential Harms / Concerns
How do we decide which controls Damage to reputation or relationships
need to be in place ? Financial loss or liability
Damage to business or organization

Risk Functions Unauthorized release of sensitive

General Risk Model (aligned with Liberty) information
Control- or Practice-Specific Functions Civil or criminal violations
Presented as Simple Tablesand in Impacts on individualsi social, financial,
Spreadsheet Form to Facilitate Discussion physical

SPICI gives us a basis for negotiating  about
technical and procedural controls é avo
overkill, but managing our risks
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SPICI Descriptive Framework:
Goals and Objectives

Unambiguous Identification

Specify Identities
Resolve Identities
Verify Initial Identities /
Attributes

Assured Authentication

Bind Credentials
Validate Credential Properties

Validate Credential Status Potential Harms

Terms of Use

Information
Life -Cycle

Privacy
Protection

Provide Notice and Consent
Restrict Usage
Restrict Disclosure
Restrict Retention

Lynchpin Concepts:

Accurate
Authorization

Make Attributes Understandable
Ensure Attribute Quality
Validate Authorization Attributes

Accountable
Trust

Specify and Enforce Policies
Assert Trust Requirements
Provide Accountability
Provide Recourse

Related Work

Identity Assurance

— Liberty Identity Assurance Framework (LIAF)

» E-Authentication Guidance (OMB 04-04)

* NIST SP 800-63, Electronic Authentication Guideline (v. 1.0.2, April 2006; draft

revision, December 2008)

— NIST SP 800-103 (Draft), An Ontology of Identity Credentials
— Identity Framework for Global Interoperability, Focus Group on Identity

Management of the ITU
Identity Federation

— Liberty Framework Outline for Circles of Trust

— Internet2 Federation Soup
Privacy

— NIST SP 800-122 (Draft), Guide to Protecting the Confidentiality of

Personally Identifiable Information (PII)

Identity Management Technology Research & Development
— Technical Frameworks (architectures, specifications, reference

implementations)
— Specific Technologies




SPICI Process

Goal: Enable organizations that need to share
credential or other identity- or authorization-related
information to agree on the processes, procedures,
and technologies they will use

— Organizations need to protect their business interests

— Identified individuals need assurance that their privacy is
protected

To share the credential information, organizations also

need to share policy and control information

— Example of policy information: Use this credential for no
more than 6 months after it was issued

— Example of control information: This credential was issued
on 14 April 2009
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SPICI Process

Describe business process needs
— What credential, identity, or authorization-related information will be shared?

— How is credential, identity, or authorization-related information used in business
processes?

— What supporting policy and/or control information is needed?

Assess concerns or potential harms

— To the organizations

— Toindividuals

Evaluate risk functions to obtain recommendations for appropriate
capability levels

— Liberty Identity Assurance Level (includes multiple capabilities)

— SPICI-defined capabilities

Review recommendations and negotiate mutually acceptable
implementation mechanisms

Negotiate additional considerations

Results of process
— Agreements on business rules
— Agreements on standards and technologies to be used




Assessing Potential Harms

Harms to Organizational Providers and Users of
Shared Identity / Credential Information
Inconvenience, Reputation Damage
Financial Loss or Liability
Organizational Harms
Unauthorized Release of Sensitive Information
Criminal or Civil Violations
Definitions of types and levels of harms consistent with LIAF and
E-Authentication Guidance

Harms to Individuals
» Social Harms Due to Misuse, Unauthorized Disclosure, Inaccuracy
* Physical Harms Due to Misuse, Unauthorized Disclosure, Inaccuracy
» Financial Loss or Liability due to Identity Theft

Definitions of types and levels of harms consistent with FIPS 199
and draft NIST SP 800-122

Harms are assessed as N/A, Minin;]al, Moderate, Substantial, or
Hig
9
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SPICI-Defined Capabilities

+ Identity Attribute Matching
— Obijective: Resolve Identities
» Conditional Identity / Attribute Validation
— Obijective : Validate Attributes
* Mutual Understanding
— Obijective : Make Attributes Understandable
» Selective Disclosure / Retrieval Protection
— Objective : Restrict Disclosure / Exposure
» Assertion of Terms of Use
— Obijective : Restrict Uses
* Accountable Disclosure / Sharing
— Objective : Provide Accountability

For each capability, SPIC| defines levels (weak, basic,
strong, and enhanced) which can be achieved via
technical and/or procedural means
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SPICI Risk Functions

» For each type of potential harm, the level of harm due to not achieving the
overarching goals (which has been assessed for the identity information to be
shared) maps to a risk-appropriate capability level

» The recommended capability level is the maximum of the levels appropriate to
the different types of harms

» Example: Risk function to determine recommended level of Identity Attribute

Correlation Level of Harm
Potential Harm to Service . .
Provider N/A Min Mod Sub High
Inconvenience, distress or Weak Weak Basic Strong Enh.
damage to standing or reputation
Financial loss or liability Weak Weak Basic Strong Enh.
Harm to organizational programs |Weak |Weak Basic Strong Enh.
or interests
Unauthorized release of sensitive [Weak Weak Weak Basic Strong
information
Civil or criminal violations Weak |Weak Basic Strong Enh.
Potential Harm to Individual N/A Min Mod Sub High
Social harms Weak Weak Basic Strong Enh.
Physical harm or distress Weak Basic Strong  |Enh. Enh.
Financial harms Weak Weak Weak Basic Strong 11

Conclusion

I13P Work in the SPICI Framework

» SPICI provides

— An extensible framework
which clarifies the role
of specific technologies
or processes in meeting
objectives by providing
capabilities

— A process for negotiating
identity information sharing
agreements

— A set of risk functions to

support
that process

VerylDX addresses Identity Attribute
Correlation and Conditional Identity /
Attribute Validation
Minimum-Disclosure Credentials,
Attribute-Based Messaging,
Attribute-Based Encryption, Zero-
Knowledge Identity Federation and
Privacy-Preserving Distributed
Queries address Selective
Disclosure / Retrieval Protection in a
variety of contexts

Enabling Web Services for
Federated Digital Identities address
Identity Attribute Correlation and
Mutual Understanding via Common
Attribute Syntax and Semantics
Trust Calculus addresses Trust
Assessment

* Investigation into venues for application and

standardization is ongoing
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SPICI Overview
Goals

* Harms to Organizational Providers and
Users of Shared Identity / Credential - Unambiguous Identification

Informatlo_n . + Assured Authentication
— Inconvenience, Reputation Damage ..

— Financial Loss or Liability * Accurate Authorization
— Organizational Harms * Privacy Protection

— Unauthorized Release of Sensitive Information
— Criminal or Civil Violations
* Harms to Individuals

— Social and Physical Harms Due to Misuse,
Unauthorized Disclosure, Inaccuracy

— Financial Loss or Liability due to Identity Theft

» Accountable Trust

SPICI Objectives,

Mapping of Harm Levels to Capabilities, and Capability
Recommended Capability Levels Levels

SPICI Life-Cycle Models
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SPICI Goals

Unambiguous Identification

A user of identity or credential information
should be able to distinguish one individual
from another well enough to make decisions
regarding and establish accountability for
actual or attempted uses of services.

Accurate Authorization

A user of identity or credential information
should be able to determine whether an
individual is authorized to use that service with
assurance appropriate to the potential harms
of misdelivered services.

A user of identity or
credential information,
also referred to as a
service provider, is an
entity that provides a
service to individuals,
such as an organization, a
system, an application, or
a Web service.

Assured Authentication

A user of identity or credential information
should be able to determine the identity or
authorization-relevant attributes of an
individual with assurance appropriate to the
potential harms of misdelivered services.

Privacy Protection

A user of identity or credential information
should handle the information regarding an
individual that it maintains or uses with care
sufficient to protect the individual’s privacy.
Privacy protection can be characterized in
more detail by using the Fair Information
Practices Principles.

Accountable Trust

Identified individuals, and organizational
providers and users of identifying and
authorization-related information, should be
able to explain defensibly (i.e., to give an
account of) why they trust one another to the
extent that they do.
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SPICI-Defined Capabilities
SPICI SPICI

» Unambiguous Identification
— Specify Identities
— Resolve Identities
— Verify Initial Assignments
+ Assured Authentication
— Bind Credentials *
— Validate Credential Properties
- Validate Credential Status
« Accurate Authorization
— Make Attributes Understandable
— Ensure Attribute Quality
— Validate Attributes
* Privacy Protection
— Notice and Consent
— Restrict Uses
— Restrict Disclosure / Exposure
— Support Redress
» Accountable Trust
— Policy Specification and Enforcement
— Specify Trust Key:

« |dentity Attribute Correlation
— Objective: Resolve Identities
Conditional Identity / Attribute Validation
— Objective : Validate Attributes
Mutual Understanding
— Objective : Make Attributes Understandable
Selective Disclosure / Retrieval Protection
— Objective : Restrict Disclosure / Exposure
Assertion of Terms of Use
— Objective : Restrict Uses
» Accountable Disclosure / Sharing
— Objective : Provide Accountability

Note: Depending on results of project & stakeholder
review, capability definitions could change; more
capabilities could be added.

— Provide Accountability « ltalics + Underline = Capabilities to meet this goal are

— Provide Recourse

largely defined by LIAF

« |Italics = Capabilities to meet this goal are partially
defined by LIAF 16




Example: Motivating Scenario

* Dr. Alpha orders Test X for Patient Beta
» Test X requires use of Drug X-Static (a controlled substance)

Dr. Alpha practices at Clinic Gamma

» Test X must be performed at Laboratory Delta

NPI)

Credential:

* Ordering Physician: Hippocrates Alpha
* Physician Medical License Number: mmmmmm
* Physician Affiliation: Group Practice Gamma
* Ordering Physician’s DEA Number or National

Provider Identifier: CAnnnnnnn
* Credential Issuer: Gamma-Cred
* Credential Issuance Date / Time: mm/dd/yy/TOD
+ Other Credential Information

+ Could include obligations (e.g., encrypt
digitally stored copies of DEA Number or
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Example: Assessment of Potential Harms

Potential Harm to User or Provider of Shared
Identity / Credential Information

Assessment
The scenario of concern involves a criminal (possibly
an insider at Lab Delta) misusing Alpha’s NPI or DEA
number to obtain or prescribe vast amounts of X-
Static.

Inconvenience, distress or damage to standing or
reputation

Moderate: If Lab Delta does not protect this
information, the relationship between Delta and
Gamma could be damaged

Financial loss or liability

Minimal

Harm to organizational programs or interests

Moderate: Delta and/or Gamma operations could be
disrupted during an investigation

Unauthorized release of sensitive information

Minimal: The NPI or DEA # is not used to authorize
access to sensitive patient information

Civil or criminal violations

Moderate (or Substantial, if part of a pattern of abuse)

Potential Harm to Individual (Physician)

Assessment

Social harms (Inconvenience, embarrassment,
distress, or damage to personal standing or
reputation)

Moderate: Dr. Alpha could be perceived as
irresponsible

Physical harms (including detention or
imprisonment)

Substantial: Dr. Alpha could be arrested or detained

Financial loss or liability due to identity theft

Minimal or N/A
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Example: Assertion of Terms of Use

Terms of use for information are statements about restrictions and obligations
applicable to any individual or organization that handles the information. Terms of
use can include how the information may or may not be used (e.g., for what
purposes, in combination with what other information, for how long), with whom
else the information may or may not be shared, how the information must be
protected, and what accountability for using or sharing the information is needed.
Terms of use can also include obligations regarding accuracy and correction
processes.
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Example: Assertion of Terms of Use (Continued):

Definitions of Capability Levels

Level

Definition

Weak

The individual, and the entity that shares identity and/or credential information, has little or
no confidence that the user of the shared information understands and accepts the terms of
use for that information. Typically, this lack of confidence is because terms of use for shared
identity and/or credential information are not asserted clearly or explicitly to the user of the
shared information. While terms of use may be asserted to the individual (e.g., via a Privacy
Notice), this assertion is not communicated to users of shared identity and/or credential
information.

Basic

The individual, and the entity that shares identity and/or credential information, can have
some confidence that the user of the shared information understands and accepts the terms
of use for that information. Restrictions and obligations are communicated informally.

Strong

The individual, and the entity that shares identity and/or credential information, can have
high confidence that the user of the shared information understands and accepts the terms
of use for that information. Restrictions and obligations are stated explicitly and formally
agreed (e.g., via a contract or Memorandum of Agreement). Redress processes are
defined.

Enhanced

The individual, and the entity that shares identity and/or credential information, can have
very high confidence that the user of the shared information understands and accepts the
terms of use for that information. Restrictions and obligations are stated explicitly and
formally agreed (e.g., via a contract or Memorandum of Agreement). Redress processes
and compliance processes or mechanisms (e.g., auditing processes) are agreed. As
feasible, enforcement mechanisms (e.g., Digital Rights Management controls,
selective disclosure) are agreed.
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Example: Assertion of Terms of Use (Continued):
Recommended Capability Levels

Level of Harm
Potential Harm to Service . i
Provider N/A Min Mod Sub High
Inconvenience, distress or Weak Weak Weak Basic Strong
damage to standing or reputation
Financial loss or liability Weak Weak Basic Strong | Enhanced
Harm to organizational programs |Weak Weak Basic Strong | Enhanced
or interests
Unauthorized release of sensitive [Weak Weak Weak Basic Strong
information
Civil or criminal violations Weak Weak Basic Strong | Enhanced
Potential Harm to Individual N/A Min Mod Sub High
Social harms Weak Weak Basic Strong Strong
Physical harm or distress Weak Weak Basic Strong | Enhanced
Financial harms Weak Weak Basic Strong Strong
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SPICI| Uses

» Organizations that share identity (and supporting policy
and control) information can use SPICI to establish
business trust

— Determine which capabilities are relevant to their joint and
separate business processes

— Reach agreement on how they each provide the relevant
capabilities — on the processes and mechanisms they will use to
achieve the four objectives

* An organization that handles identity information can use
SPICI to manage risks (gaps in current / planned
capabilities vis-a-vis recommended levels)

* An identity management / federation solution provider
can use SPICI to profile product capabilities

» Researchers can use SPICI to identify capability gaps as

research areas
22
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