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Whose birthday is it?Whose birthday is it?

3/14/2006

Date of birth

Gender

Location

Attributes are sensitive

+

+

=
Identity

[Sweeney 2000, Golle 2006]
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Tie access rights to attributesTie access rights to attributes

Document attributes include 
the document’s content

Both documents talk 
about Plame and Wilson. 

Leak document talks 
about Novak and Hadley 

too.

Our approachOur approach
� Automated entity extraction to identify 

names, places, etc.
– text is tagged based on content

� Sensitivity identification based on the 
entities
– May involve topic detection

� Document encryption based on content of 
document
– A form of  attribute-based encryption 
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This talk
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First attempt First attempt 

“Any content 
that’s not 

about Plame
or Rove”

“Any content 
that’s not 
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or Rove”

“Any content  
about Plame
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“Any content 
about Rove 
and Plame ”

“Any content 
about Rove 
and Plame ”

� Associate a key with each possible user 
access right
– User stores a single key corresponding to their 

access right

– Encrypt  content with every key corresponding 
to a satisfying access right

– Low user storage, high document overhead
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to a satisfying access right
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A second attempt…A second attempt…

� Associate a key with each set of tags
– Encrypt document region with key corresponding to tags 

that are and aren’t in region

– User stores all keys corresponding to sets of tags satisfied 
by their access rights

– Low document overhead, high user storage

� Associate a key with each set of tags
– Encrypt document region with key corresponding to tags 

that are and aren’t in region

– User stores all keys corresponding to sets of tags satisfied 
by their access rights

– Low document overhead, high user storage

Plame, Rove,                 
not Wilson

Plame, Rove,                 
not Wilson

Plame, not Rove,           
not Wilson

Plame, not Rove,           
not Wilson

User with access to “ all content 
that’s not about Wilson”  stores:
User with access to “ all content 
that’s not about Wilson”  stores:

……
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Overview of our approachOverview of our approach

� Create a key for each tag

� The encryption of a document region is:
1. Encryption of the text under a randomly selected 

symmetric key (e.g. AES)
2. Keys corresponding to tags associated with region

� Users store AES key encrypted under tag keys
– If a region doesn’t have the right tags, the user 

won’t be able to recover the AES key and so can’t 
decrypt the region
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� Users store AES key encrypted under tag keys
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Plame, RovePlame, Rove
AES 

Encr ypt ed
AES 

Encr ypt ed

User with access right “ Plame and Rove”  stores:User with access right “ Plame and Rove”  stores:

AES KeyAES Key
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Some of the missing details…Some of the missing details…

� Randomize the process to make it work more than 
once!
– Document region ciphertext includes randomized versions of 

keys

– AES keys are randomly generated from a base AES key

– What users learn from decrypting 1 document region has no 
impact on their ability to decrypt a 2nd region

� Regions must have the right tags in order for a user to decrypt

� Randomize the process to make it work more than 
once!
– Document region ciphertext includes randomized versions of 

keys
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� Regions must have the right tags in order for a user to decrypt
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A small example: SetA small example: Set--upup
� Analyst has permission to read anything pertaining to 

Plame leak
– Can read any document pertaining to at least 2 of “Plame”, 

“Rove”, and “Novak” 

� Initialization:
– Groups G and H, each of prime order

� Generators g and h, respectively

– Bilinear map e(.,.): e(g,g)=h

– a1, a2, a3, r, r1, r2, r3, random elements in {1,…,|G|-1}

– Q(x) a polynomial of degree 1

� Let D be a document about Plame and Rove (not 
Novak)
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Encryption & DecryptionEncryption & Decryption

� Analyst’s key: gr, gQ(a1)+r(r1) , gQ(a2)+r(r2), gQ(a3)+r(r3)

� Encryption of D: 
– gr’

– gr’r1

– gr’r2 

– EK(D) where K=hr’Q(0)   

� Sketch of Decryption: 
1. e(gr, gr’ri)=hrr’(ri)

2. e(gQ(ai)+r(ri) , gr’)=hr’(Q(ai)+r(ri))

3. From 1 & 2, recover hr’Q(ai), for i=1, 2, and use polynomial 
interpolation to recover K=hr’Q(0)
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AES 
Encr ypt ed

AES 
Encr ypt ed
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What have we achieved?What have we achieved?
� Fine-grained, content-driven access control
� Encryption overhead grows with the # tags

– Not with the number of access rights

� User storage grows with the complexity of the access 
rights
– Not with the number of access rights

� Secure provided Bilinear Decisional Diffie-Hellman is 
hard

� Prototype implementation 
– Defines access rights in terms of categories of information

– Addresses, DOBs, SSNs, Phone Numbers, Company 
Names, etc.
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ExtensionsExtensions

� Can implement any access right expressible as a 
Boolean formula
– E.g. (Plame & Wilson & Novak) or (Plame & Wilson & Libby)

� Attributes can be metadata (e.g. user-generated 
tags) in addition to extracted entities

� Supports revocation as a heuristic extension
– Revoked user can’t access new content that matches their 

old access rights

– Idea: Adapt scheme in spirit of broadcast encryption scheme 
of Naor-Pinkas 2000
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Other use casesOther use cases

� Mortgage applications
– Encrypt the fields of the application according to content type

– Appraiser can decrypt address, but not SSNs

– Credit checker can decrypt SSNs and not addresses

– A single encrypted copy of the document can be maintained

� Mergers and Acquisitions
– Encrypt company records for “virtual data rooms”

– Partners access rights change as negotiations progress
� Can decrypt more and more data
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ConclusionConclusion

� Even seemingly innocuous 
attributes can be sensitive when 
taken together

� To preserve privacy, access 
control should be in terms of the 
attributes of the content

� Our encryption protocol supports 
attribute-based access rights
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Thanks!Thanks!


