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SCENMARIO

Severe accident

@ rolice

e Group collaboration _
@ Medical O surveying
goal

— I

@ wilitary @ Road

* Can involve many o weatner 0 @ Rescue
organizations (nodes) ——

OEmergency Service O Embassy

@ Air traffic . Geotechnical
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THE EMEFRGIMNG EVERMHET

A federated collaborative group
e An in common goal
* No intra-knowledge between nodes
* Dynamic infrastructure and group composition
 Uses the Evernet as medium
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FFROELEM

» How can confidentiality and integrity be ensured?
* Who may join a group?

The ad-hoc and federal structure of the group worsen the
situation.
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A MIDDLEWARE
SOLUTION

Group policy
enforcement

Context handler . | Group policy Application
enforcement Layer

Encryption/ Context handler I I
i Management
Integrity

. Distributed
Encryption
Wi Transport Layer

QFROUF EEY
DIETRIEUTIOMN

* Contributory / Key dealer / TTP ?
* Symmetric / Asymmetric ?

» Computational and
decisional group key
secrecy

* Implicit key
authentication

@V/ Encryption
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TREE-EASED GROUF oot node -, TGOH
DIFFIE-HELLMAN ' o _

(group key) Two nodes (siblings) can compute an in common

Proposed in 2004 at UC
Irvine and UC Berkeley ==

Virtual nodes
Apply two part DH == =\==== —
recursively to a group via
binary tree

M1 M2 M3 M4

Member
nodes
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(parent) secret key by knowing its own key and the other’s

blinded key. (=) sl
(o) )
) @ @ @
M1 M2 M3 M4

TGDH:

A member (Ieé? B)gbgéﬁncompute the master(bff(ﬁesila,pil"(<0,0>,
by knowing all ancestors’ keys and knowing the
blinded keys of all ancestors direct siblings.
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ACCESS COMTROL AMD TRUET

-y Group policy
=
= | enforcement

Context handler

Encrypﬂon

XACML - eXtensible Access Control Markup Language
SAML - Secure Assertion Markup Language
Assertion Server

Access
resource

Request decision

PKI
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ATTRIBUTE - MIDDLEWARE - TGDHXACML
ASSERTION £ oty organisaton = poica | /A w1 M2
DELEGATION S em— | I e feien
i ——a | =
| [Assertion Server P PDP PEP PIP |
1. CC delegates resource I°°‘°"‘° m—.a—p.,..mt.;u“| .
gr(:)Up. InCIde-nt123 r— SPI:EB;’::: Context Handler ‘ ‘ Context Handler ‘
2. Alice has_ attribute | TeoH = \ TooH =
role: Police Board Distributed network layer | Distributed network layer |
3. Alice creates :
. . - . M3 M4 . .
administrative policy ‘ Alstion \
rgeting B ———
targeting Bob S %/ bt 5o nssortonsorver| | PEP | e [ e
4. Bob can access group Poke o :
Context Handler ‘ ‘ Context Handler ‘
Assertion Server :
LD DB - Distributed network layer ] Distributed network layer ]
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JOIM EVYENT

T ©

PDP Sponsor
Join reqlggst
- roup-id,
Group admissian request g D‘(SQA . Koy,

DN
iect = new member DN,
- (SUD{ZSOUTOB = group-id) bl

Decision: Permit

1
Commiting Join
BLOCK TREE
Every member inserts B
new node in tree and - s computes
lock the lree Brodcast new Treeinfo. @ binded eys
Every member updates UNBLOCK TREE as far as possil
tree, computes new 7 o ‘
group key J°'"Pe"“'ned(Treelnfu) —
and unlocks tree
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New group
member

SICS

10.0.2.10:1:36 1 @cn=Incident20070214, o=NationalEmergcenyCerviceCenter, c=SE

GLI started

resources/certhylDCedificate.cer is loaded

haster key is 002086679BE30DDEIFBEYTEBY S80B4AAC9BF059A3

Group is cn=Incident20070214, o=MationalEmergeenyCerviceCenter, c=5E
1 members are present

I'm at =0,0=

Freorder; =0,0={10.0.2.10:1361)

Tree seguence number: 0

Join

=l =l

Leave and Exit

POPAS list [10.0.2.10:1364]

Show list of PDP/AS Send msy

D

4]

Show Tree Show info

PDP/AS Started
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£ 10.0.1.68:2169@cn=Incident20070214,0 =NationalEmergcenyCerviceCenter,c =SE I |
Freorder: <0,0=, <1,0=, =2,0=, =3,0=(10.0.1 68:2133), <3,1=(10.0.1 68:213%), <2,1=, =3,2=(10.0.1 53.2148), =3,3=(10.0.1 6&]+|
TreeSequence: 4
Kay iz ABDDE139CAZ1 31 TATA0ABA03C1 EC1B4EBREF174E ]
3 members are present
I'tnat =1 1=
Join  [Frearder; <0,0=, <105, =2,0%, <3,0=(10.0.0.68:2133), =3,1=010.0.1 53:2139), =2,1=, =3,2=(10.0.1 §3:2148), =3,3=(10.0.1 63 =
TreeSequence: i
Keyis TEAGDE4ER4C1E2EADATE47436BAFACT4BEESAS1C
7 members are present I
I'm at =2,2= hd
1] Il [ [¥|
228.222.01.9:21109 <EncryptedOhject: Il
228.222.11.9:21109: =PDPUpdateMessage=
POPAS: (2136, e 2153, w2173
PORIAS: 21 36, e 2153, w2 73]
3 228.222.11.9:21109; <EncryptedObject= L
Show list o PDPIAS | SendmSY 550 575 14 9-21100: <POFUpdateMessage-
228.222.11.9:21109: <Encryptedobject
228222 11 921109 =PDPUpdateMessane=
228.222.11.9:21109:=Decrypted=: This is latest mermber saving Hil' —
POPAS: [ec2136, e 2153, w2173, 2193 =
Show Tree Show info | PDP Started
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Ol=sCUSSI0M

e XACML/SAML too excessive
* Block-free TGDH
 Sync of data (policies, assertions)

Questions?
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