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ABSTRACT

The goal of supporting Single Sign-On to the Web has proven
elusive. A number of solutions have been proposed — and some
have even been deployed — but the capability remains unavailable
to most users and the solutions deployed raise concerns for both
convenience and security. In this paper, we enumerate desirable
attributes in a scheme for authenticating from an Internet browser
to a web site and the authorization that follows. We categorize the
currently deployed or advocated approaches, describing their
benefits and issues, and we suggest incremental improvements to
such schemes. We then outline a design for public-key based
authentication particularly suited to what we believe to be the
common case: users, acting on their own behalf (as opposed to as
an employee of an organization), performing actions on the web
such as making a purchase or maintaining an account at a service
provider. We contrast the usability/privacy/security properties of
our design with other identity management/authentication
schemes deployed or being proposed today. Our design is truly
user-centric, in the sense that the user acts as his own CA, and as a
decision point for authorizing release of user information to web
sites, rather than having an Identity Provider be the center of trust.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information Systems]:
Security and Protection — Authentication, Unauthorized access
(e.g., hacking, phreaking).

General Terms
Design, Security, Human Factors.
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Web services, PKI, authentication, single sign-on

1. INTRODUCTION

This paper starts with a description of various problems that it
would be desirable to address when using the Internet, particularly
in the context of a user doing business with a variety of services
on the web. Then we describe a variety of existing approaches,
and review their strengths and weaknesses compared to the set of
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problems as well as to each other. We do not focus on particular
syntax (such as SAML or X.509), or the details of particular
deployed systems, but rather the properties of families of schemes
that may or may not use the same standardized syntax. For
example, we use the term ‘“certificate” to refer to any digitally
signed statement, which would include X.509 identity
certificates[12], “attribute certificates” [7], or SAML assertions

[3].

After describing the properties of currently deployed or advocated
solutions, we describe an approach which is truly “user-centric”,
in the sense that not only does the user decide which attributes to
divulge to which sites, but mutual authentication to web sites with
which the user has an existing relationship is directly performed
between the user (the user’s machine) and a server, rather than,
for instance, having the user authenticate to a third party (an
“Identity Provider”), and have that identity provider vouch for the
user. Also, the user’s private attributes, although perhaps stored
(encrypted) at some service on the web to facilitate user roaming,
are not available to anyone except the user, the user’s local
machine, and on servers to which the user chooses to reveal them.

2. DESIGN GOALS

Today, users typically have independently configured and
maintained user names and passwords at lots of different web
sites, and must enter the appropriate ones when visiting particular
sites. This is both inconvenient and insecure. Ideally, users would
like to be able to authenticate to a machine once when they log in
(possibly using the evolving “best practice” technologies like
smart cards and fingerprint readers) and then have the machine
authenticate to all visited web sites securely, efficiently, and
transparently. We first list some desirable attributes (as a means
for comparing various approaches). There are inevitable trade-
offs; no solution meets all of the goals.

2.1 Single Sign-on

As with the slogan “the network is the computer”, the user
experience should be of a single authentication step, for instance,
activating a smart card and inserting it into a machine, or typing a
username and password. After that, the user should be able to
access any service on the net with which the user has an ongoing
relationship, and be logged into the user’s account without the
user consciously doing another authentication.

2.2 Protection from Phishing

Safety: If a user is tricked into authenticating to an evil site (e.g.,
phishing), the site should gain no credentials with which to
impersonate the user, either at the site the user intended to visit, or
at other sites to which the user has access.



2.3  Minimal Dependence on Third Parties
Efficiency: A user should be able to communicate directly with a
web site without having to first communicate with other
machines.

Robustness: A user should be able to communicate with a web
site even if other sites are not reachable at the time.

Off-line Trusted Entities: It is desirable to have the system
operate in a way that the most trusted components are not
connected to the network. The reason for this is that a system that
requires a trusted server to be on-line in order for authentication
between other systems to work will be less secure because:

e An on-line server is an attractive target for network-
based attacks. It is likely to have security flaws, and
thus likely to be compromised. Even if not
compromised, it is subject to DDOS attacks.

e  Such a server must be replicated for availability and
performance, and each replica must be physically
secured.

2.4  Flexible use of accounts

Multiple accounts with the same service provider: A user may
have multiple accounts with the same service provider. For
instance,

e one account for purchasing work-related items, and
another for personal items

e  entering chat rooms with different pseudonyms
e multiple email accounts with a single email provider

It is desirable for authentication to be automatic, while still
allowing the user to choose which account to access.

Multiple users with the same account: A family might share an
account at a site such as a DVD-by-mail service. A user would
like to be able to access all his private accounts through a single
sign-on, but also be automatically logged into accounts on sites in
which he is one of several authorized users.

Easy and Secure Account Creation: It should be easy to create a
new account and have it automatically use, for future
authentication, the credentials with which the user is currently
logged in. If the user has several potential credentials (e.g.,
password, set of client certificates), the user should be able to
select which should be used for this new account.

2.5 Convenient Roaming

Convenient Roaming: A user would like to be able to access
accounts from a variety of different platforms (home desktop
machine, work machine, laptop, cellphone, hotel lobby shared
desktop machine).

Least Privilege: Machines (even a user’s own machine) are not
necessarily secure. Logging in with “full credentials” to perform a
single operation such as printing a boarding pass, or checking to
see what conference room the next meeting is in, might be taking
an unwarranted risk.

Credential Agility: Although a smart card might be the most
secure choice for user authentication, the desktop machine in the
hotel lobby from which the user would like to print his boarding
pass might not have a smart card reader. Or the user might have
left his smart card at home, and still want to do work. It is

desirable for the user to be able to access the web through
whatever authentication methods are practical for the situation.

Authorization based on authentication method: If there is the
ability to log into different machines using different credentials as
described above, some logins will be more secure than others.
Therefore, it might be desirable for authorization decisions to
depend on where the user is authenticating from, as well as how
he authenticated. For instance, the user might decide that making
trades in his brokerage account only be possible when he has
authenticated with his smart card, or be working on his home
desktop machine, whereas checking his available balance might
be authorized from any location and using any authentication
method.

Or a server holding a company’s confidential files might allow
access to those files only to users that have authenticated from an
onsite machine using a smart card.

2.6 Additional user attributes

Convenient access to user information: There is some
information that the user always knows, for instance, home
address. It might be convenient for this information to be
automatically filled in when required, but it is less necessary than
other information that the user might need and not easily
remember, such as passport number and credit card numbers.

Authenticated Attributes: There are some attributes that a user
cannot simply claim by filling information into a field, such as
whether they are over 18 (e.g., for purchasing alcohol over the
web), or whether they are not a citizen of one of the countries
currently disapproved of by some government (e.g., for export
control decisions), or whether they are employed by a company
that has corporate membership in some organization (e.g., a
service that allows all employees of member corporations to have
access to on-line search).

2.7 Credential loss or theft

One-step revocation: The user might want to change the
credential with which he performs his single sign-on. This might
be because, as is good security practice, he changes his password
periodically, or because his smart card has been stolen. When this
happens, accounts at all servers must (within a reasonable amount
of time) know not to accept the old credential.

Protection against loss of credentials: In many schemes
(including the one we advocate) a lot of important information is
stored, encrypted with the user’s private key or password. If the
user forgets this password or loses the smart card with the private
key, it should be possible to salvage all the information.

One-step rollover to a new credential: Once the old credential is
revoked, it should be convenient to start using a new credential,
without the requiring the user, for instance, to individually
reinstalling his account at each service provider.

2.8  Minimal platform changes

Deployability of an authentication scheme depends critically on
how many different components must be updated before it can be
used. Virtually all of the schemes being proposed or deployed fall
into one of two categories: schemes that can be deployed on client
devices with supporting infrastructure without modifying the
existing web sites; and schemes that can be deployed on web



servers with supporting infrastructure without modifying the
deployed base of clients. Schemes that require changes to both
clients and servers face a chicken and egg problem, since there is
substantial cost and no benefit to deploying the first half of the
solution.

Note that some client changes are easier than others. All of the
major browsers are highly extensible (though incompatibly),
allowing add-ons to be installed that do additional processing.
There are a wide range of such add-ons aimed at specialized
processing of web site logons. Users should be leery of installing
add-ons from unfamiliar web sites, though most are not. Two
problems with such add-ons are that they may not be available to
users who are logging on to kiosk or otherwise unfamiliar
machines, and they may not be available for the browsers on
specialized devices like cell phones.

2.9  Access Privacy

A user should be able to access sites without any server being able
to know which other services a user is using. Where possible, it is
desirable for a user to have a degree of anonymity where the
server knows that the user is authorized to access something
without knowing the identity of the user. If the user is accessing
two different sites, the user may wish that the two sites not be able
to determine that the requests to them originate with the same
carbon based life form.

3. EXISTING SCHEMES

In this section we review existing schemes. By “existing”, we
mean either deployed or advocated. We are intentionally grouping
families of schemes that have similar properties for the purposes
of our discussion, and hope their developers won’t be offended by
our glossing over design aspects they might consider to be crucial.
This is also a rapidly growing field, and we are not attempting to
make our list complete.

3.1  Classic Username/Password

While within an enterprise or a university environment, more
sophisticated authentication schemes based on centrally registered
“accounts” are used for file, database, and sometimes http access,
the dominant authentication means on the World Wide Web
remains username and password. On a good day, those credentials
are protected from eavesdropping by SSL. They are used for
everything from accessing banks and brokerage accounts to email
and social networking sites, and by and large users have to choose
separate usernames and passwords for each site they use. Payment
schemes are predominantly based on users typing in credit card
numbers and expiration dates to merchant sites. The
inconvenience of these mechanisms is well known and the
security weaknesses are well publicized. Users cannot remember
high quality secrets (even in small quantities, much less in large
ones), smart cards are not widely deployed (especially outside of
an enterprise), and there is no coordination among Internet
services that would allow any centrally managed form of
authentication to be accepted everywhere.

Passwords present many security issues: some obvious and some
more subtle. Users often choose passwords that are easy to guess,
users write them down, the passwords are exposed to keyboard
loggers and shoulder surfers, and users tend to use the same

password on multiple systems, allowing servers to impersonate
the user to other servers.

Furthermore, prompts for usernames and passwords take place on
ordinary web pages that can be easily forged, tricking users into
giving away that information to impostor sites. While the
protocols for authenticating web servers to browsers are
cryptographically strong, the visual cues by which browsers
identify web sites to users have been shown to be ineffective[27].
Users should not be expected to understand the arcana of URLs,
and know, e.g., that http://84.212.151.26/www.creditunion.com is
not actually the web site “creditunion.com”.

Although it might be desirable for a user to use a different
password at every site, there is no way for a user to remember all
the different usernames and passwords at all the sites at which the
user has an account. Neither can the user pick a strong password
and use it everywhere because sites have incompatible restrictions
on what kinds of characters must and must not be contained in
passwords.

The user can’t even use the same username at all places for
reasons such as:

e The username the user has been using is already in use
at some new site the user would like to register with.

e The site might have its own syntax rules about
usernames that the user’s customary username does not
fit (such as minimum or maximum length, or legal
characters in the name).

e  The user might not want anyone to be able to correlate
his accounts at different sites.

e Some sites use the user’s email address as their
username. Email addresses tend to change, since they
are often provider-based or employer-based.

e The user might have several accounts at a site, and wish
to select which one to use for the session.

To prevent passwords used at multiple sites from being exposed if
one of the sites is compromised, sites should store a hash of the
user’s password for verification rather than the actual password.
Unfortunately, many sites store the cleartext password. This is
obviously done at sites which email the actual password to the
user when the user has forgotten the password.

When forgotten password recovery is to be based on the (dubious)
security of email, there are two possibilities:

e A site keeps the user’s actual password, and emails the
password to the email address the user has registered
with, when the user claims to have forgotten her
password.

e A site keeps a hash of the user’s password, and resets
the password to some single-use password. When the
user logs in (or clicks on the link in the email), the user
is asked to set the password to something else.

The first system has the advantage that someone cannot
maliciously claim to have forgotten someone else’s password, and
cause that person to go through the inconvenience of resetting



their password. This would likely be only a minor inconvenience
unless the user does not have access to email at the time.

The second system has the advantage that someone who steals the
password database at one merchant cannot easily impersonate
users at other systems. With the first system (cleartext passwords
stored), even if a user were to customize passwords at different
sites, a thief who notices the wuser’s password is
“amazonPwD89351” might guess that the user’s password at ebay
might be “ebayPwD89351”.

Evaluating this “classic” username/password authentication
against our design goals, it fails at Single Sign-on (the user must
separately authenticate to each site) but provides some protection
against phishing: it is easy for the attacker to trick the user into
revealing the password to a target site, but at least the password is
(hopefully) only useful in impersonating the user at the target site.
It would be much worse if phishers could obtain a password that
would allow access to all of the user’s resources. It actually fares
fairly well against the other criteria. Roaming is easy — passwords
can be typed into any machine. Credential loss recovery is
different for every site and there is no coordinated recovery if the
user loses many at once (e.g., they were all stored on a sticky note
or in a file on a stolen laptop). It has no dependence on third
parties, allows maximum flexibility to users with multiple
accounts, and by definition requires no platform changes.

Another merchant practice that causes inconvenience for users, as
well as making them more vulnerable to security and privacy
problems, is for merchants to maintain customer information
beyond anything that adds value to the user. An occasional
purchase of merchandise from a web site does not require a long
term relationship with the user -- it is largely for the merchant's
benefit that the merchant maintains personal information about
the user after the transaction has completed.

Worse yet, in the case of the occasional purchase from an on-line
merchant, it is often more onerous to be a returning customer than
a new customer. If it has been several years since the user last
interacted with the merchant, it is very likely the user has
forgotten his username and password on the site. A new user need
only type in information that he knows (such as his home address)
and credit card (which he copies from a credit card he selects.

A common experience for a user that has purchased something
from the site several years ago is that once she types her email
address (needed to obtain a receipt), she is informed by the site
that she is indeed a returning user, and must now log in,
furnishing her username and password. Given that she has almost
certainly forgotten both, she now has to go through a “username
recovery procedure” that may or may not succeed (because she
doesn’t remember which telephone number she gave them when
she bought from them 4 years ago), or what she made up for
answers to the few amazingly inappropriate security questions the
web site makes her choose from. Personally, I have no pet, no
favorite sports team, I don’t remember my 2™ grade teacher’s
name, and my father does not have a middle name.

How many things are wrong with this currently widely deployed
strategy?

e [t should be no less convenient for someone who has
previously purchased something at the merchant to

make a purchase, than someone who is making a first
time purchase.

e Jf an account is to be maintained, and the user must
find and authenticate with a username/password at the
site, security questions for retrieving this forgotten
information must be chosen by the user.

Furthermore, in the case of an occasional purchase at a site, not
only is the experience typically more onerous for a returning user
than a first time user, but the ongoing relationship (the merchant
keeping information about that user) is of extreme negative value
to the customer. Not only is it less convenient for the user to make
a future purchase (because of having to first go through the
procedure for recovering the old username and password, which
even if succeeds is likely to take several minutes), but the user’s
personal information is stored in a database that is likely to be
broken into at some point. Most information the web site needs,
such as the user’s address, is reliably maintained in the user’s
head, thank you, and not a burden to type in. Other information,
such as the credit card that the user used last time the user
purchased something, is not only dangerous to store, but is likely
to be out of date when a customer only purchases something from
that merchant every few years,. Also, users tend to have many
credit cards, and have reasons (perhaps based on the current
balances on each of their cards, or current promotional rebates)
for selecting a particular card for a particular purchase. Storing
credit card information is thus not very useful to a customer and
very dangerous.

There should be a law:

After a merchant has been paid, a customer must be allowed
to request that any subset of the information about that user
stored at the merchant (including all of it) must be deleted by
the merchant. And of course, the merchant should be
required to comply with this request.

But there are some web sites that do need to maintain an ongoing
relationship with a user -- DVD subscription services in which a
user maintains a movie queue, brokerage services where a user
trades online, airline accounts where a user purchases tickets and
accesses their frequent flier points, tax packages where users
prepare their taxes and where their records are maintained year
after year, to name a few.

3.2  Enhanced Username/Pwd Schemes
Browsers usually have a feature where they will remember, for
various sites, what the user’s username and password are, and fill
them in for the user. The problem with this is that then it becomes
even more likely the user will not remember his username and
password when he winds up needing to access the site from a
different machine, or discovers all that state irretrievably gone
when his computer dies and he needs to replace it. The less
frequently a user needs to type his username and password to a
site, the more likely it will be that the user will forget the
username and/or password when the user actually needs to
remember and type it.

The Local Password store approach requires no changes to
servers. Browsers typically have this feature “built-in” for storing
this information when HTTP authentication [8] is used, but there



are a growing collection of add-ons that support it for the more
common case where passwords are entered on a web page.

Examples include PwdHash[19], TrustBar[10],
PasswordVault[20], Pvault[5], Sxipper[23], and Passpet[29]. The
idea is that plug-in software installed on client machines notices
password prompts from servers and automatically satisfies them
(usually invisibly to the user except for a small delay). PwdHash
is a little different from the others. It does not keep a database of
passwords, and does not change the user experience at all (users
have to type in as many usernames and passwords as they ever
did). PwdHash improves security in the common case where a
user uses the same password at lots of sites. It hashes the
password typed by the user with the site name to get a unique
password for each site. This means that breaking into one site will
not enable impersonation of the user at other sites and breaks
phishing for passwords.

These systems are relatively straightforward conceptually, but in
practice involve a lot of fragile trickery dealing with the plug-in
architectures of the various browsers.

There is no standard password prompt that web pages display,
though they do have a lot in common. The password field usually
is configured to echo some special character rather than what the
user types in the field, and it is often called “password”. Figuring
out exactly how to recognize a password prompt page and
respond correctly for the great variety of existing web sites is a
continuing challenge for people who maintain this sort of
software.

This approach often has as a design goal that the user never sees
the actual password, and it is long and randomly chosen to make it
difficult to guess. That means that the software must also
recognize the account creation page and know what various site’s
rules are for acceptable passwords so it can fill in appropriate
ones. For sites that require periodic password changes, the
software can automatically change the password while the user is
doing something else.

A challenge with this approach is keeping the various password
databases synchronized if the user accesses the web from multiple
machines. Another is that the software (and database) must be
installed on any machine from which the user wants to access the
web, which may not be allowed in the case of kiosk or borrowed
machines.

Most of the add-on schemes either have some sort of roaming
built in or have some sort of export to a file capability to allow
such roaming to take place manually. They also generally allow
the roaming of other personal data like addresses, phone numbers,
and favorite web sites.

Measuring these add-on schemes against our design goals, they do
a good job at providing single sign-on. They typically depend on
third parties only to support roaming. Their support of roaming,
carrying additional user information, access privacy, and failure
recovery is potentially very good, though the details vary by
scheme. Dealing with shared accounts and users with multiple
accounts is a user interface challenge, since it conflicts with
seamless single sign-on, but these schemes have the potential to
do as well as is possible. The most interesting issue regards how
these schemes deal with phishing. They generally cite protection
from phishing as a major feature, since users don’t know the site
passwords and therefore can’t be tricked into revealing them.

While users don’t check the identity of a web page before entering
a password, the automation software will. The flip side is that the
credentials for the one single sign-on are much more valuable
than those of any particular web site, so if some phishing attack
(or getting the user to run hostile software on his machine) can
acquire that secret the damage is greater.

3.3  Identity Provider Federated Solutions

A variety of web-based schemes have been proposed (Liberty[25],
web services[26], Shibboleth[15][21]) in which a wuser
authenticates to an "identity provider", which provides the user
with a credential that identifies the user to a service provider. In
such systems, the service providers must be affiliated with the
identity provider in a trust relationship (in a previously arranged
"federation" arranged between the service provider and the
identity provider), and the user must "link" the identity at the
service provider with the user's identity at the identity provider.

As originally conceived, browsers were designed so that web sites
could not interact with one another except in specific limited
ways. A web site can store state associated with a user session —
or even a long term memory associated with the site — in the form
of a cookie on the user’s machine. The short term memory enables
users to log into a web site once rather than for each page viewed,
but it is forgotten when the user logs out (of either the site or the
browser), and not shared with other sites. The long term memory
survives reboots and allows web sites to know what user last
accessed the web site from a particular machine, but it’s generally
considered identification rather than authentication because
machines are frequently shared. And like the short term memory,
this is designed not to be shared with other web sites.

The cookie scheme works well for sessions within the pages of a
single web site, but an SSO scheme can’t create a cookie visible
to web sites whose DNS names (contained in the URL) are not
sufficiently similar to those of the sign-on site. The common
workaround for this involves HTTP/URL redirection. If I enter
the URL of a site into my browser, my browser will go to the site
whose DNS name is embedded in the URL, and try to retrieve the
data associated with the URL. A site can — if it chooses — provide
a different URL for my browser to fetch instead. The URL to
which I am “redirected” need not have any similarity to the
original URL, so by generating a URL that contains data, this
provides a mechanism for independent sites to interact. The
second site can — if it chooses — give my browser a third URL to
retrieve, with the chain extending indefinitely.

Most web SSO schemes work with some variant on the following:

1) When a web site that is part of a federation receives an
http request, it looks for authentication information
included as a session cookie or part of the URL. If there
is none (and there won’t be the first time through), it
redirects the browser to the IDP (identity provider) site
with a URL that begins with the name of the IDP site
but includes (as data) the URL in the request.

2) The IDP site looks for a cookie indicating that the user
is already “logged in”. If so, it redirects the user’s
browser again, pointing it back to the original URL, this
time adding the user’s authentication information.

3) Now back at the original web site, there is still no
cookie, but there is additional information in the URL
authenticating the user, so the web site creates a session



cookie and returns it along with the page associated
with the original request. In normal use, the two
redirects take place so quickly that the user doesn’t
notice that anything extra is going on. The
authentication takes place seamlessly.

If when the user reached step 2, he had not yet logged into the
identity provider (i.e. no cookie), then instead of redirecting the
user back to the original web site the identity provider
authenticates the user using any of a number of techniques that
could include username and password, but could also involve
smart cards or X.509 certificates. After the user authenticates, the
IDP sends the user’s browser a web sign-on cookie and then
redirects him back to the original web site.

This design requires no changes to the browser. Functionality put
in the browser for other purposes is exploited to do the
authentication. Web sites that want to join a federation and the
identity providers must carefully coordinate what they are doing,
but there could be many identity providers operating
independently with collections of web sites behind each of them.
They would not be aware of one another.

Several problems with this sort of approach are:

e  There are limits on the maximum size of a URL and of
cookies, and if applications are already running close to
those limits adding authentication information can push
them over. Remember though, that you can (with some
cost in performance) always substitute a URL, an
encryption key, and a cryptographic hash for an
arbitrary amount of information and then store the real
information at the URL encrypted with the key.

e A web site might want to affiliate itself with multiple
identity providers and allow the users logged into any
one of them to authenticate seamlessly. The problem is
that the site doesn’t know to which identity provider it
should redirect a user. If the identity providers
cooperate, there are ways of smoothing over this, but
without browser changes or configuration restrictions
there are no perfect solutions.

e  Similarly, a user might have many identity providers,
and might want to have accounts at many service
providers, where not all the service providers are
affiliated with the same identity providers. Currently
advocated schemes are largely silent on the issue of
dealing with multiple identity providers.

e Although in theory user authentication to the identity
provider can be done with any sort of technology, it is
usually deployed with a username and password. If it
were done with a stronger mechanism, say smart cards,
it would lose the benefit of being deployable on any
browser from any machine. Given the fragility of server
authentication to the user, if a user can be tricked into
typing the user’s identity provider username/password
to a site impersonating the identity provider to the user,
that evil site can then impersonate the user, not just at
the identity provider, but at any affiliated site.

e [f the identity provider is currently not reachable, there
is no way for the user to attach to any of the service
providers.

Identity Provider solutions do help the issue of service provider
impersonation (phishing), because the Identity Provider site is not
likely to have a relationship with the evil site, nor would the user
have given permission for any of the user's information to get
shared with the evil site. If the user has authenticated to the real
identity provider, the user will not be tricked by unaffiliated
service providers.

However, especially with user authentication based on username
and password, the Identity Provider approach is very vulnerable to
a user being spoofed by a site impersonating the Identity Provider,
especially because the user will often not type in the URL for the
Identity Provider, but instead be redirected to the page in which
the user is prompted for his username and password. And the
username/password at the Identity Provider is particularly
disastrous to divulge to an impostor site, because compromise of
that information compromises the user at all sites the user has
linked with that identity provider account.

Looking at how well this sort of solution meets the other design
goals, identity providers are unlikely to actually provide single
sign-on, but rather a reduced number of sign-ons. That’s because
it is unlikely that a single identity provider will sign up all of the
sites a user wants to access. Banks, brokers, and other particularly
sensitive sites will likely affiliate with no identity provider or only
with very specialized ones. These schemes are totally dependent
on third parties, introducing both security and availability issues.
They are likely not to work very well with shared accounts or
users with multiple accounts because the http redirection
technology is hard to make both flexible and transparent. They
handle roaming well. They handle carrying specific kinds of user
configuration information along like credit card numbers and
other authentication-related information, but they are unlikely to
deal with ad-hoc information like lists of favorite sites. They are
well qualified to carry information that requires attestation, like
age, memberships, and corporate affiliations, and can enhance
privacy by proving affiliations without identifying the individual
requestor to the web site. In principle, they should be able to do a
good job of credential changes because credentials need only be
revoked in one place (at the IDP). While -client-only
enhancements are largely transparent to web sites, Identity
Providers are often transparent to the client software. Web sites
can deploy them without requiring that users install any new
software on their machines (which is particularly important when
dealing with kiosks, specialized devices (like cell phones), and a
user base running a variety of types of browsers.

34 CardSpace

CardSpace [4] is a system that allows a user to select one of
several “cards” (signed assertions about various attributes of a
user) to present to a service provider. These cards might be signed
by an identity provider, in which case CardSpace becomes similar
functionally to the systems we described in section 3.3. It
improves on those schemes by having local storage for
remembering things like what credentials are associated with
which sites and by having the user be prompted with a difficult to
spoof UI asking what information the user would like to pass to
the web site. The cost of those security improvements is that it
requires additional software be installed on all clients as well as
all servers and it asks users lots of questions (breaking the
transparency of other single sign-on solutions).



CardSpace provides another mode of operation with self-issued
cards, which is like having a private identity provider on the
client. This eliminates the need for any initial user registration
with an identity provider, and the need to have another machine in
the authentication loop. With self-issued cards, CardSpace is
similar to one aspect of the scheme we propose in Section 4
(registering the user’s public key directly with the service provider
as a method of authenticating the user).

35 Controlling Access to User Information

Section 3.3 only discusses how the Identity Provider solution
addresses single sign-on. An enhancement to the Identity Provider
Federation solutions is to also store user information (such as
address, credit card, phone number, etc.) at some location. It
could be at the Identity Provider, or at another machine, or some
of the user’s information might be at one server, and some at
another. For simplicity, we will assume all the user information is
stored at the Identity Provider.

The vision is that the user can set policy on each item of personal
information, as to which information should be made available to
which web sites. Information that has been approved to be sent to
a site is sent automatically to that site when needed.

This might be a mechanism for keeping user personal information
more secure, because then the service provider would not need to
keep the user’s information in a database, and there would be
fewer databases on the web with personal information for the
user. Since each database has some probability of being broken
into, the fewer places that user information is stored, the more
likely it is that it will remain secure.

However, it is likely that service providers will keep the
information. They might use the identity provider to retrieve the
information when the user is first setting up an account, but it is in
the service provider’s interest (less bandwidth, latency, and work),
to store the user information on the service provider site so that in
subsequent interactions it would not need to be retrieved from the
identity provider.

3.6 Authenticated Attributes

Some attributes are intuitively ones that need more proof than just
having the user fill in fields on a form. Examples are:

e | am a member of an organization that is authorized to
use the services of this site, for free.

e Tamover 18.

e [ am not a citizen of one of the countries that the
company I am communicating with is barred from
allowing downloads to.

® My credit card number is X.
Other attributes seem like they would not need proof, such as:
e  Address
e  Telephone number
e  Email address

First, even attributes that seem like they would not need proof
might, in certain situations. It would seem as though the “rent out
my house for a week” service, or the “demolish my house” service
would need some sort of proof of address. And the “register my

telephone number to be called every time this stock changes
value” service ought to verify a phone number.

Email address is routinely verified by web sites, and they do this
by sending a token to the web site, which you have to return by
clicking on the link in the received email. This low tech solution
is secure enough in practice.

For authenticating the attributes listed above as needing to be
authenticated, there are only ad hoc and not very secure
mechanisms deployed. For downloading export-controlled code,
typically a check of IP address is made, with perhaps a form that
you have to click agreeing that you are not a citizen of one of the
frowned-upon countries. This does not prevent someone from
using a proxy site to disguise his IP address, or downloading it at
a public machine while visiting an approved country.

The identity provider solutions have a solution, in that identity
providers can sign the attributes. However, this implies that there
are sites out there that are trusted to assert all the needed attributes
for a user, that the user has some mechanism for authenticating to
those sites and requesting the signed attributes, and — perhaps
hardest of all — there is some infrastructure in place that enables
users to find them.

3.7  Strong Password Techniques

A strong password protocol solves the problem of doing mutual
authentication using a weak secret (such as a password) in such a
way that neither side in the exchange (client or server), or an
eavesdropper, can do a dictionary attack. This form of mutual
authentication might be a more reliable way of ensuring that the
user is not fooled by an imposter web site than TLS, or TLS
alone, because of the problems we mention in section 3.9.
Because this form of authentication is mutual, TLS authentication
is redundant except when establishing the shared secret initially.

The straightforward mechanism of sending a password does not
do mutual authentication. There are other protocols such as
CHAP[23] in which the password is used as a secret in a
challenge/response protocol. Variants of such protocols can be
used for either one-way authentication or mutual authentication.
However, these sorts of exchanges are subject to dictionary attack,
by at least one side in the exchange, and by an eavesdropper.

There are a number of cryptographic techniques for authenticating
with a weak secret (a password) in a cryptographically strong way.
The first of these was EKE[1], though there are others
SPEKE[13], SRP[28], PDM[18].

Roughly, these protocols weave a password into a Diffie-Hellman
exchange in such a way that someone impersonating either side
can only verify one password guess during an authentication, and
an eavesdropper cannot even verify a single password guess. A
strong password protocol provides mutual authentication. Both
the server and the user must know the password in order for
authentication to complete.

For usability, it would be desirable for the user to use a single
password at all the service providers. The obvious vulnerability
there is that all the service providers could then impersonate the
user at the other service providers (at which the user used the
same password). To solve this problem it has been suggested (e.g.,
in PDM[18]) that the password at a site named "X" be a hash of
the user's single password, and the string "X".



Problems with strong password solutions as currently advocated:

e  The user must first install a password in a secure way at
each service provider.

e If the user changes his password periodically, the user
will wind up with unsynchronized passwords, and be
confused about which passwords to use at which sites.

Strong password protocols might be useful as a mechanism of
authenticating to the Identity Provider in a way that is more secure
than sending the user’s password directly, or somewhat more
secure than doing a protocol such as CHAP in both directions.
However, it does require changing software at both client and
server machines.

3.8 Kerberos

Kerberos [16] is a secret key based system commonly used within
an enterprise to authenticate non-web based clients and servers.
There are a number of ways that it could be used for web
authentication with different side effects.

In Kerberos-based systems, a KDC stores a secret (or with the
PKINIT[30] enhancement, a public key) for each user, and a
secret for each server. Each time a user wants to connect to a
server, the user first contacts the KDC and obtains a (short-lived)
ticket to that server.

The KDC can impersonate the user at any server in the realm (as
can an Identity Provider), and although it is possible to do cross-
realm authentication, Kerberos is mainly practical within an
enterprise.

The initial authentication is usually done with a password, though
PKINIT is used in organizations in which all employees are
provided with smart cards.

A KDC is similar in some ways to an identity provider. However,
with Kerberos, the ticket provides a shared key between the user's
machine and the server, and a cryptographic mutual authentication
exchange is done between the user's machine and the server. In
contrast, with the http-based Identity Provider solutions such as
Shibboleth and Liberty, the client machine is given secret
information in a redirected URL, and the client machine sends
that information to the server. Given that it is possible despite
TLS, (for instance, by presenting a self-signed certificate claiming
to be the server name and having the user click “OK”) to
impersonate a server to the user’s machine, the Kerberos approach
is somewhat more secure than the Identity Provider approaches,
since the actual secret is not sent to a server.

One way to integrate Kerberos with web authentication is for an
Identity Provider to use Kerberos tickets as the secrets it sends to
servers. In this configuration, the browser client is unaware of the
use of Kerberos. The Identity Provider goes to the KDC to get
Kerberos tickets for the authenticated client to forward to the
service. In this configuration, the security properties are
essentially the same as with other Identity Provider schemes.

Another way to do the integration is for the client to authenticate
to the server using Kerberos as an HTTP authentication
mechanism within the TLS encrypted tunnel. This is most useful
in scenarios where the clients and servers are already provisioned
with Kerberos in support of other protocols. The security
properties resemble those of other intranet protocols.

The challenge in both cases is scalability. It is logistically difficult
to securely provision all of the components in the system with
secret keys, and Kerberos is designed for configurations where all
components are willing to fully trust a centrally managed service.

3.9  SSL Client Certificates

The SSL and TLS protocols provide for the ability to do mutual
authentication (user to server as well as vice versa), but as
deployed, authentication is almost always just server to user.

Public key based authentication of clients to servers eliminates the
straightforward man-in-the-middle (phishing) attacks because the
server learns nothing that would allow it to impersonate the user
to another server. But the UI problem remains that users are
unlikely to notice that they are connected to impostor web sites,
so if they enter confidential information on a web page, that
information might be given to an unauthorized server. Users can
be tricked by web sites for several reasons:

e  Confusion around server names, where a misspelled
name might not be noticed, or worse Yyet,
internationalized names can look identical to the
expected name

e  Confusion around URLs, where understandably users
might not know which part of the URL is the real DNS
name

e  Faulty trust anchors, in which an evil-doer manages to
trick any of the trust anchors into issuing a faulty
certificate

e Also, because there are so many cases in which the web
site the user wants to visit chooses to use a self-signed
certificate or an expired certificate rather than go
through the hassle and/or expense of obtaining a
certificate from one of the commonly configured trust
anchors, users have been trained to ignore security
warnings around certificates and accept anything.
Therefore, it would be relatively easy for a web site to
present itself as any server name, using a self-signed
certificate, and many users will merely accept the
certificate signed by the “unknown trust anchor”.

Client side PKI is not usually deployed for use between
unaffiliated clients and servers over the Internet. It is used within
organizations (where the user is an employee/student/etc. of the
organization operating the server). Nevertheless, use of
certificates between unaffiliated clients and servers is rare. There
is work on Bridge CAs that might enable PKI use across
organization boundaries, but it hasn’t penetrated the broad
population yet. There have been some CAs deployed to give users
certificates. A typical method of doing this is:

e the user contacts the CA and tells the CA the user's
email address and public key

e  The CA sends a token to the email address

e  The user, after receiving the email, sends the token to
the CA (proving that the user has access to the email
account)

e  The CA sends the client the certificate, which is stored
in the browser.



Why are client certificates not widely used in practice?
e [tis confusing for users to obtain a certificate.

e Some CAs, wanting to be able to provide more
assurance to their certificates, would require onerous
procedures such as mailing them a notarized letter. They
may also charge for certificates both initially and for
renewals.

e  Historically it has been hard to move certificates from
browser to browser (vendors believed they were making
certificate based authentication more secure by
introducing this inconvenience) making roaming
difficult.

e Users are likely to have different usernames with
different service providers, and today browsers don’t
remember which certificate to send to a particular web
site (the user must select it each time).

e  Certificates are generally issued to some name for the
user, for example, his email address, which might not be
the same as the account name at the server, and might
not even be stored as a property of the account, so it is
not necessarily straightforward for the server to know
which account is being accessed, based on the
certificate.

Another issue with currently deployed PKI-based solutions is that
TLS has no ability for the client to request a particular certificate
from the server. If there were many CAs in the world, and a
particular user chooses to trust only some subset of them, then
there is no way for the server to be able to guess which certificate
to send a user.

A fairly small change to TLS would enable this sort of
negotiation. Such a change is proposed in [11], and a usable
subset is specified in RFC4366 [2], but it has not been widely
deployed.

One big advantage of PKI over the other solutions is that the CA
need not be on-line, which is important for the reasons we gave in
section 2.3.

3.10 Obtaining the user’s private key

If user authentication is to be done using public keys, the first
challenge is obtaining the user's private key(s). Unlike a
password, it cannot be carried in the user's head (because user
memorable passwords are nearly always weak keys, and weak
private keys offer little value). Ideally a user would have a smart
card, but there are problems with smart cards that have prevented
them from being widely deployed:

e  Users lose them, and need a backup plan for when the
smart card is either not with the user, or permanently
lost.

e Not all machines have a method for attaching a smart
card.

If the user does not have a smart card, another approach is to store
{privipwd (the user's private key encrypted with the user's
password), in some location on the net (for instance a directory).
There are various means of downloading the private key to the
machine the user is using, using only a password.

e The simplest scheme is to have {priv}pwd be world-
readable. If the user's password were sufficiently strong
this would even be reasonably secure, but most users do
not choose passwords strong enough to withstand an
offline dictionary attack. Kerberos version 4 [14] was
deployed in this mode (anyone could request a
credential for the user which would enable an offline
dictionary attack).

e The next enhancement is to have a simple
challenge/response protocol (perhaps in a TLS-
protected exchange based on server-side authentication)
in which the user proves knowledge of her password
before the server sends {priv}pwd. This is similar to the
"pre-authentication" that was introduced in Kerberos
version 5[16]. Someone impersonating the server would
be able to do a dictionary attack, but others would only
be able to do an on-line attack. Without TLS protection,
an eavesdropper would also be able to launch a
dictionary attack. However, in practice, it is more
difficult to arrange to be eavesdropping on the private
key download exchange than merely to send a message
to the server requesting it to send {privipwd. When
used with TLS server-side authentication, this approach
would be quite deployable and quite secure today.
Various schemes for doing this have been proposed (for
example, Pvault [5] and SACRED [6]).

®  Another approach would be to use a strong password-
based credentials download protocol such as in [17].

Ultimately, of course, it would be desirable for users to have smart
cards. USB connections are nearly ubiquitous today, and there are
USB-based smart cards. Or phones can communicate with a work
station using bluetooth technology.

With strong password techniques, someone impersonating the
server or client can only do an on-line dictionary attack, and
someone eavesdropping gets no opportunity for a dictionary
attack. However, if someone were to steal the server database,
then one would be able to do an off-line attack, since the server
must store the user's private key encrypted with a password.

4. TOWARDS A USER-CENTRIC PKI

In this section we describe a number of ways of addressing, not
only the single sign-on problem, but also the issue of providing
user information in a way that is convenient, safe, and under
control of the user. One aspect of our approach, doing mutual
authentication without using 3" party CAs, is philosophically
similar to that used for email in [9], as well as to self-issued cards
in CardSpace. We also address other issues, though, including
one-stop revocation and switchover to a new user credential, that
have not been addressed before.

4.1 User Information/User ‘“Wallet”

Once a user has obtained a private key (either with a smart card or
having downloaded the private key from the net and decrypted it
with a password), we propose that information about a user be
available on the net. We will call this information the user’s
“wallet”. It can contain information such as the user’s credit card
number, address, and passport number. We will advocate that it
also carry information that can enable any machine to recreate the
environment of the user’s home machine, such as browser
bookmarks, preferences, and long-lived cookies.



This requires the installation of support software (perhaps a
browser plug-in) on the host machine, which should be easy for
the user’s own machine and could be constructed so as to be
safely installable on a kiosk machine.

The Liberty approach has user information stored at a server and
retrieved by other servers. The server that stores the user’s
information has access to all the user’s information at all times, so
if that server is broken into, all user information for all users can
be stolen.

Another approach is to store this information in the user’s
machine. The problem with this is that this information would not
be available if the user were working at a different machine.

We advocate that the user information be stored at a server in the
web, but that this information be encrypted with the user’s public
key. This information would therefore not be accessible to the
server on which it was stored. This greatly increases security for
the user.

We also claim that it will be easier for the user to reliably and
conveniently decide policy for which web sites should be allowed
to access which information than it would be if the user had to set
up the policy at a remote server.

The user’s machine should download and decrypt the user’s
wallet. When a web site requests information, the user’s machine
can let the user know what information is flowing, and the user
can make decisions such as “let anyone see this information”,
“don’t let anyone other than my machine access this information”,
“always let this web site see this information”. It might be a
burden if the user must make a yes/no decision for every piece of
information, every time, but it can be made quite convenient, for
instance, by having the wallet software fill in all the fields in a
form, and then let the user change or erase fields. Also, for fields
like “credit card number”, the user could select from a list of
credit cards.

This approach does require reaching a 3" party in order to
download the wallet (2.3) when logging in from a new client
platform. However, this access only needs to take place once per
login session (or once ever, from the user’s home machine), as
opposed to solutions such as those in section 3.3, which require
accessing the identity provider for a token every time a service
provider is accessed.

4.2  Least Privilege

Suppose a user is using a less trusted machine, and only wants to
unlock a subset of his personal information. For instance, he may
want his name and address book, but not credit card information.

If all information in the user’s wallet is unlocked simultaneously,
then there would be no way for the user to get enough information
to print a boarding pass at the machine in the hotel lobby without
also giving that machine credit card numbers and access to all the
confidential files which the user is authorized to access.

This problem can be solved by having some of the information in
the wallet be protected with an additional level of encryption,
most likely based on a password. It would be burdensome to have
every item of information separately locked, but it would be
practical to have some of the information directly unlocked by the
private key, and other information require an additional key to
unlock. Or to have separate wallets stored on the network, one for
low-risk information, and one for higher-risk information. The

user would separately authenticate and download the various
wallets, presumably with different credentials.

For instance, if it is desired to support authorization based on
which authentication method was used (as described in section
2.5), there might be a wallet that is unlockable with a password,
and more secure information might be only unlockable with the
private key in the user’s activated smart card.

4.3  Establishing a relationship with a

service provider

So far the user has a private key, and no certificates. Certificates
are not strictly necessary for public key authentication. We
propose instead a scheme where each server either certifies or
stores the user’s public key.

A user establishes an account with a web site through the
following steps:

e The client machine makes an initial contact with the
server, using current server-side authentication to be
reasonably certain the user has reached the correct
server.

e  The user creates an account. The account is given a
username, through some mechanism such as is done
today. The account name on that server is stored in the
user’s wallet. If the user creates multiple accounts on
the same server, the wallet keeps track of all the
usernames, and software allows the user to select from
these when the user visits that service provider.

e The user’s machine sends the server machine the user’s
public key. The server either stores this information
with the user’s account, or certifies the public key and
sends the client machine the resulting certificate, which
the user stores in the user’s wallet.

e The server sends its public key to the client machine.
The client either stores the merchant’s public key in the
user’s wallet, or certifies the public key and sends the
server the resulting certificate.

4.4 Connecting to a service provider

Now assume that a user already has an account with a service
provider. The user’s machine has first downloaded the user’s
wallet. The user asks to connect to a service provider. The wallet
software finds the account names for that user at that service
provider, and if there is more than one, asks the user to select one.
The user’s machine and the server perform mutual authentication
based on the server’s and user’s public keys.

Mutual authentication will be done with public keys. Either each
side will have stored the other side’s public key, and there is no
need for certificates, or one or both sides can instead store a
certificate signed by the other side, and present that certificate
during subsequent visits.

When would it be the case that the service provider would sign a
certificate for the user’s key (and have the user store this
certificate and present it during future authentications), rather than
simply storing the user’s public key with the account? A good use
case for this is when the service provider might not store any
information associated with the account, but instead sign a
certificate authorizing use of the account to a particular public



key. For instance, a user might pay a site that stores information a
monthly subscription fee, allowing unlimited free downloads
during that month. The user might pay the site with anonymous
cash, and create a public key (which the user keeps in her wallet)
for use at that site, along with the certificate from the site which
authorizes that public key to use the service for a specified time.

When might it make sense for the service provider to send the
client machine a certificate (signed by the user), rather than
having the user store the server’s public key in the user’s wallet?
A possible reason for this is to keep the user’s wallet smaller.

4.5 Unlinkable Accounts

A user might want it to be difficult (or preferably impossible) for
two web sites to compare accounts and discover which accounts
are for the same identity. If the user uses the same public key at
different sites, it is evident that the accounts belong to the same
user.

For this reason, a user might want to use different public keys to
authenticate to different sites. This can be accomplished by using
the “main” private key (the one stored in the user’s smart card),
for unlocking the user’s wallet, and storing other public key pairs,
and the sites on which each public key is to be used, in the user’s
wallet.

CardSpace automatically creates a different public key for signing
self-issued cards, for each service provider.

4.6  Revocation of the user credentials
Suppose the user’s smart card were stolen, and he wishes to
change his private key. With our scheme, there is direct
authentication between the user and a server. The user is acting as
his own CA, and therefore there needs to be some sort of
revocation mechanism. In CardSpace, in the mode where the user
is his own identity provider, revocation would need to be done
manually, with the user remembering every site with which he’d
registered with the stolen credential, and having some method of
authenticating, (without the stolen credential) to assert the
authority to revoke the old credential.

This model is impractical, both because the user will not
remember all the sites, and because the process of individually
revoking the old credential at each of those sites would be
onerous.

We advocate a one-stop revocation mechanism by use of a
“revocation service”. Such a service is trusted to inform servers
about revocation status of a user’s public key.

If a user needs to revoke his public key, he contacts the revocation
service, authenticating with some sort of method other than using
his private key (because he likely does not have access to his
private key when he needs to revoke it). This might be with a
phone call in which they call his home phone back, or through an
email interaction similar to what is done today for password
resets. This need not be super secure because the threat is a denial
of service threat, not an impersonation threat, and the user has to
go through the same sort of procedure as he would have needed to
do in order to establish the account with revocation service in the
first place.

In our scheme, when the user registers with a web site (see section
4.3), in addition to telling the web site his public key, he also tells
the site the URL for the user’s revocation service.

There are several possible ways in which a site can find out about
the revocation status of a user’s public key:

e  Each web site can check the revocation status of each
user account, communicating with that user’s revocation
server periodically, or each time the user logs in.

e The web site can register with the revocation service
when the user creates the account, so that the revocation
service will notify each of the user’s web sites if the
user’s key has been revoked.

There is a potential privacy issue. The user might not want the
revocation service to know all the web sites that the user is
registered with. However, if he uses different keys for different
sites, and possibly even different revocation servers for the
different public keys, this will help. All revocation schemes face
painful performance vs. timeliness trade-offs.

4.7  Key Rollover

Although section 4.6 addresses the problem of informing all the
relevant service providers of the invalidity of the user’s old public
key, the user will want to be able to resume use of his account
with a new public key.

One method of doing this is as follows:

e  Before the user’s current public key becomes unusable,
the user creates a “next” public key pair.

e He certifies the next public key with his current private
key. Call this certificate the “next key” certificate.

e He escrows the “next” private key by breaking it into n
shares, with a quorum of k [22], encrypts each share
with the public key of an escrow agent, and stores all
the encrypted pieces in his wallet, or at some trusted
storage location on the net, along with the certificate
signed by his current private key that delegates to the
next public key.

e If he needs to revoke his key, he obtains the escrowed
“next” private key (through some out of band method of
authenticating to the site that is storing the escrowed
pieces, or authenticating to the escrow agents), and
stores the “next key” certificate at the revocation service
URL.

A web site that is checking for the user’s key validity will either
retrieve from the revocation service URL in the user’s account a
status of “public key is P”, or one or more “next key” certificates.

If a web site has not checked the validity of the user’s public key
recently, it might encounter a string of “next key” certificates. The
web site might be storing P for the user, and the revocation
service URL might contain “P”, “next key is P1” (signed by P),
“next key is P2” (signed by P1), and so forth.

While the reassembly of the “next key” and revocation of the
previous one can be automated, the process by which a user
chooses escrow agents and later authenticates to them cannot. It’s
intended that the genuine user can complete this procedure while
the person who has stolen the user’s credentials cannot; that
makes it inherently messy and fragile. Making the user experience
straightforward, secure, and robust will be a real challenge.



4.8  Preventing Loss of the Wallet

Information

If the user loses his smart card, and the user’s wallet is only stored
encrypted with the key in the smart card, the user will lose all this
important state.

For this reason, it would be valuable to escrow the user’s private
key, or escrow some other key with which the user’s wallet
information is encrypted, if the user would not like to share
knowledge of his private key with the escrow agent.

Escrow of a key can be done quite securely. The key can be
broken into shares using a quorum scheme [22] such that k out of
n shares can recover the secret. Each of the shares is then
encrypted with the public key of each of n escrow agents, and
stored someplace safe. The encrypted pieces need not be given to
the escrow agents until the key needs to be recovered.

4.9 Authenticated Attributes

Some of the systems we covered in section 3, (e.g., Shibboleth)
have some capability for authenticated attributes, such as proving
membership in an organization whose members are allowed to use
the service for free. In theory a user could acquire signed
credentials, by someone authorized to assert such attributes, and
present them to a service provider when required to access a
service. These credentials could be acquired at time of access to
the service (as in Shibboleth), or collected and stored in the user’s
wallet as certificates (asserting the attribute to a public key owned
by the user). If acceptable to the service, the user’s privacy could
be protected by only proving the required attribute and not
revealing the user’s identity. There are issues, as we discussed in
section 3.6, such as how a user finds a site that is trusted by the
service provider to assert the attribute. In theory there might be a
single site that is completely trusted by a service provider to make
decisions about all user attributes. This attribute assertion site
could make complex decisions about all the attributes, in
whatever way is appropriate for each, and then simply make
assertions to the service provider.

A fully general solution to authenticated attributes has not been
proposed or deployed, and is largely orthogonal to what we
propose here. If solved, it could be added to the authentication,
revocation, and credential rollover solutions we propose here.

S. CONCLUSIONS

In our solution there is no need for federations of identity
providers and service providers. Also, no traditional PKI is
needed, except for initial contact by a user with a service provider
as provided with TLS today (and which would be a necessary step
in an Identity Provider solution as well).

The basic ideas are:

e  The user carries his private key around on a smart card,
or downloads it from a server.

®  Once the user obtains his private key, he downloads the
rest of his “wallet” information from a server, which
stores it encrypted with the user’s public key.

e When a user wishes to enroll with a web site, the user’s
machine exchanges public keys with the server, and
either certifies the server’s key with the user’s private
key, or stores the server’s public key in the user’s

wallet. Likewise, the server either stores the user’s
public key, or certifies the user’s key and gives the
user’s machine the certificate to store and present on
future visits.

e Authentication to a server with which the user has an
ongoing relationship is done using public keys.

e When the user creates an account at a service provider,
in addition to telling the service provider the user’s
public key, the client also tells the service provider an
associated revocation service.

e The service provider registers with the revocation
service if it wishes to be notified when the user revokes
his public key. (or else, the service provider checks
periodically).

e If the service provider registers with the revocation
service, the revocation service informs the service
provider if the user’s key has been revoked.

Properties of this approach:

e  The user has the perception of single sign-on, which is
done when the user activates and inserts his smart card,
or downloads her private key from a server (goal 2.1).

e Authentication to web sites is strong, so no credentials
can be compromised by phishing (goal 2.2).

e Contact between a user and a server can be done
directly. There is no need for redirection to and from
identity providers. This is more efficient (goal 2.3)

e  Contact between a user and a server works even if no
other machines other than that server are currently
reachable (goal 2.3).

e  User information is still available from anywhere on the
web, but encrypted, so that the user’s information is safe
and directly under the user’s control (goals 2.3, 2.5, and
2.6).

e There is no on-line trusted service whose compromise
can enable user impersonation (goal 2.3).

e  There is no on-line trusted service whose compromise
can leak private information for large numbers of users
(goal 2.3).

e  Credential backup through a quorum of backup agents
safely protects against credential loss (goal 2.7)

These enhancements do require changes to both clients and
servers (failing to meet goal 2.8), but they can be deployed
incrementally with benefits accruing with each step.
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