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The information below was extracted from the current draft Higher Education Bridge CA Certificate Policy.  It defines the requirements and criteria for issuance and management of PKI certificates asserting 5 distinct Levels of Assurance as advice to any Relying Party.

Not included in this summary are data collection and archiving requirements for the operational CA.  In general, these are minimal for Rudimentary LOA and consistently complete for Basic through High LOAs.

The Section numbering is the same as the CP Section numbering. The paragraph numbering is not related to the CP paragraph numbering.

1.  INTRODUCTION

This CP defines five certificate policy Object Identifiers (CP OIDs) for use by the Higher Education Bridge Certification Authority (HEBCA) representing five different degrees of trustworthiness that might be assumed by a Relying Party.  This distinction is intended to facilitate interoperability among PKI domains recognized by the HEBCA and with the HEBCA.  The five policy OIDS refer to four different assurance levels (Rudimentary, Basic, Medium, and High) for public key digital certificates, plus one assurance level used strictly for testing purposes (Test).  The word “assurance” used in this CP refers to how well a Relying Party can be certain of the identity binding between the certificate public key and the individual or entity referenced in the subject name in the certificate.  It also reflects the level of security of the system used to produce the key pairs and certificate and how well the Relying Party can be certain that the subject of the certificate is in sole control of the use of the private key that is associated with the public key in the certificate.

The certificate levels of assurance contained in this CP are set forth below, as well as a brief description of the applicability for applications suited to each level.

	Assurance Level
	Applicability

	Test
	This level is used for interoperability testing between the HEBCA and Principal CAs.  It is solely used for this purpose and conveys no assurance information.

	Rudimentary
	This level provides the lowest degree of assurance concerning identity of the individual.  One of the primary functions of this level is to provide data integrity to the information being signed.  This level is relevant to environments in which the risk of malicious activity is considered to be low.  It is not suitable for transactions requiring authentication, and is generally insufficient for transactions requiring confidentiality, but may be used for the latter where certificates having higher levels of assurance are unavailable.

	Basic
	This level provides a basic level of assurance relevant to environments where there are risks and consequences of data compromise, but they are not considered to be of major significance.  It is assumed at this security level that users are not likely to be malicious.

	Medium
	This level is relevant to environments where risks and consequences of data compromise are moderate.  This may include transactions having substantial monetary value or risk of fraud.

	High
	This level is appropriate for use where the threats to data are high, or the consequences of the failure of security services are high.  This may include very high value transactions or high levels of fraud risk.


1.1 Factors in determining usage

The Relying Party must first determine the level of assurance required for an application, and then select the certificate appropriate for meeting the needs of that application.  This will be determined by various risk factors including the value of the information, the threat environment, and the existing protection of the information environment.  These determinations are made by the Relying Party and are not controlled by the HEBCA PA or the HEBCA OA.  Nonetheless, this CP contains some helpful guidance, set forth below, which Relying Parties may consider in making their decisions.

2.  General Provisions

2.1 Frequency of Entity Compliance Audit

The HEBCA, PKI domain Principal CAs and their subordinate CAs shall be subject to a periodic compliance audit which is no less frequent than once per year for High and Medium Assurance, and no less than once every two years for Basic Assurance.  There is no audit requirement for CAs and RAs operating at the Rudimentary or Test levels of assurance.

2.2 Types of names

The HEBCA (and where required, PKI domain CAs) shall be able to generate and sign certificates that contain an X.500 Distinguished Name (DN); the X.500 DN may also contain domain component elements.  Certificates issued to PKI domain CAs and RAs shall use the DN form, and have an assurance level equal to, or greater than, the highest level of assurance of the certificates the CA issues to subscribers or other CAs.  Where DNs are required, subscribers shall have them assigned through their organizations, in accordance with a naming authority.  Certificates may additionally assert an alternate name form subject to requirements set forth below intended to ensure name uniqueness.  The table below describes the naming requirements that apply to each level of assurance. 

	Test
	To be established in the MOA (will depend upon testing circumstances)

	Rudimentary
	Non-Null Subject Name, or Null Subject Name if Alternative Subject Name is populated and marked critical

	Basic
	Non-Null Subject Name, and optional Alternative Subject Name if marked non-critical

	Medium
	X.500 Distinguished Name, and optional Alternative Subject Name if marked non-critical

	High
	X.500 Distinguished Name, and optional Alternative Subject Name if marked non-critical


3.  IDENTIFICATION AND AUTHENTICATION

3.1 Authentication of individual identity

For Subscribers, the HEBCA or PKI domain CA shall ensure that the applicant’s identity information is verified in accordance with the applicable CP and CPS.  The HEBCA, PKI domain CAs and/or RAs shall ensure that the applicant’s identity information and public key are properly bound.  Additionally, the HEBCA, PKI domain CAs and/or RAs shall record the process that was followed for issuance of each certificate.  Process information shall depend upon the certificate level of assurance and shall be addressed in the HEBCA or PKI domain CPS.  The process documentation and authentication requirements shall include the following depending upon the level of assurance (as set forth below):

· The identity of the person performing the identification;

· A signed declaration by that person that he or she verified the identity of the Subscriber as required by the applicable certificate policy which may be meet by establishing how the applicant is known to the verifier as required by this certificate policy;

· A unique identifying number from the ID of the verifier and, if in-person identity proofing is done, from the ID of the applicant;

· The date and time of the verification; and

(
A declaration of identity signed by the applicant using a handwritten signature.  If in-person identity proofing is done, this shall be performed in the presence of the person performing the identity authentication.

For All Levels: If an Applicant is unable to perform face-to-face registration alone (e.g., a network device), the applicant shall be represented by a trusted person already issued a digital certificate by the PKI domain.  The trusted person will present information sufficient for registration at the level of the certificate being requested, for both himself/herself and the applicant who the trusted person is representing.

The table below summarizes the identification requirements for each level of assurance.

	Assurance Level
	Identification Requirements

	Test
	To be established in the MOA with the PKI domain (will depend upon test circumstances)

	Rudimentary
	No identification requirement; applicant may apply and receive a certificate by providing his or her e-mail address

	Basic
	Identity may be established by in-person proofing before a Registration Authority or Trusted Agent; or comparison with trusted information in a data base of user-supplied information (obtained and/or checked electronically, through other trusted means (such as the U.S. mail), or in-person); or by attestation of a supervisor, or administrative or information security officer, or a person certified by a State or Federal entity as being authorized to confirm identities (such as notaries public).

	Medium
	Identity shall be established by in-person proofing before the Registration Authority, Trusted Agent or an entity certified by a State or Federal entity as being authorized to confirm identities (such as notaries public); information provided shall be verified to ensure legitimacy.  A trust relationship between the Trusted Agent and the applicant which is based on an in-person antecedent may suffice as meeting the in-person identity proofing requirement.

Credentials required are either one Federal Government-issued Picture I.D., or two Non-Federal Government I.D.s, one of which shall be a photo I.D. (e.g., Drivers License)

	High
	Identity established by in-person appearance before the Registration Authority or Trusted Agent; information provided shall be checked to ensure legitimacy

Credentials required are either one Federal Government-issued Picture I.D., or two Non-Federal Government I.D.s, one of which shall be a photo I.D. (e.g., Drivers License)


3.2 Certificate Re-key 

The longer and more often a key is used, the more susceptible it is to loss or discovery.  Therefore, it is important that a Subscriber periodically obtains new keys and re-establishes its identity.  Re-keying a certificate means that a new certificate is created that has the same characteristics and level as the old one, except that the new certificate has a new, different public key (corresponding to a new, different private key); a different serial number; and may be assigned a different validity period.

New certificates will need to be issued to PKI domain Principal CAs by the HEBCA when the HEBCA re-keys, and when PKI domain Principal CAs re-key.  Upon re-key of either of these components, the HEBCA shall identify and authenticate PKI domain Principal CAs either by: 

(a) Performing the initial registration identification process defined in Section___, or

(b) If it has been less than three years since a PKI domain Principal CA was identified as required in Section___, using the currently valid certificate issued to the PKI domain Principal CA by the HEBCA. 

Subscribers of PKI domain CAs shall identify themselves for purpose of re-keying as required in table below.

	Assurance Level
	Routine Rekey Identity Requirements for Subscriber Signature and Encryption Certificates

	Test
	To be determined in the MOA with the PKI domain PA

	Rudimentary
	Identity may be established through use of current signature key

	Basic
	Identity may be established through use of current signature key, except that identity shall be reestablished through initial registration process at least once every 15 years from the time of initial registration

	Medium
	Identity may be established through use of current signature key, except that identity shall  be established through initial registration process at least once every nine years from the time of initial registration

	High
	Identity may be established through use of current signature key, except that identity shall  be established through initial registration process at least once every three years from the time of initial registration


4.  OPERATIONAL REQUIREMENTS

4.1 Delivery of public key for certificate issuance

Public keys must be delivered for certificate issuance in a way that binds the applicant’s verified identification to the public key.  For all levels of assurance, this binding may be accomplished using cryptography.  If cryptography is used, it must be at least as strong as that employed in certificate issuance.  Additionally, for Medium and Basic Assurance, this binding may also be accomplished using non-cryptographic physical and procedural mechanisms.  These mechanisms may include, but are not limited to, floppy disk (or other storage medium) sent via registered mail or courier, or by delivery of a hardware or software cryptographic module to a certificate issuer for local key generation at the point of certificate issuance or request.  For Rudimentary Assurance, no trusted delivery mechanism is required.  For Test Assurance, the mechanism shall be set forth in the MOA.  In all cases, the method used for public key delivery shall be set forth in a CPS.

4.2 CERTIFICATE ACCEPTANCE
The MOA shall set forth responsibilities of respective PKI domains and the HEBCA PA before the HEBCA PA authorizes issuance of an HEBCA certificate to the PKI domain Principal CA.  Once that certificate has been issued, its acceptance by the PKI domain commences interoperability with the HEBCA and thus triggers its obligations under the MOA and hence this CP.

For Medium and High Assurance levels, a Subscriber shall be required to sign a document containing the requirements the Subscriber shall meet respecting protection of the private key and use of the certificate before being issued the certificate.  For Basic Assurance level, the Subscriber shall be required to acknowledge his or her obligations respecting protection of the private key and use of the certificate before being issued the certificate.  For Rudimentary Assurance level, there are no requirements.  For Test Assurance level, the requirements shall be as set forth in the MOA.

5.  PHYSICAL, PROCEDURAL AND PERSONNEL SECURITY CONTROLS
5.1 Physical access

The HEBCA and PKI domain CA equipment shall always be protected from unauthorized access, especially while the cryptographic module is installed and activated.  Physical access controls shall be implemented to reduce the risk of equipment tampering even when the cryptographic module is not installed and activated.  

These security mechanisms shall be commensurate with the level of threat in the equipment environment.  Since the HEBCA must plan to issue certificates at all levels of assurance, it shall be operated and controlled on the presumption that it will be issuing at least one High Assurance certificate. 

The physical security requirements pertaining to CAs that issue Basic Assurance certificates are intended to:

( Ensure no unauthorized access to the hardware is permitted

( Ensure all removable media and paper containing sensitive plain-text information is stored in secure containers

In addition to those requirements, the following requirements shall apply to CAs that issue Medium or High assurance certificates:

· Be manually or electronically monitored for unauthorized intrusion at all times

· Ensure an access log is maintained and inspected periodically

· Require two‑person physical access control to both the cryptographic module and computer system

Physical security requirements pertaining to CAs at the Test Assurance level shall be as set forth in the MOA.

Removable cryptographic modules shall be inactivated prior to storage. When not in use, removable cryptographic modules, activation information used to access or enable cryptographic modules, HEBCA and PKI domain CA equipment shall be placed in secure containers.  Activation data shall either be memorized, or recorded and stored in a manner commensurate with the security afforded the cryptographic module, and shall not be stored with the cryptographic module.

A security check of the facility housing the HEBCA or PKI domain CA equipment (operating at the Basic Assurance level or higher) shall occur if the facility is to be left unattended.  At a minimum, the check shall verify the following:

· The equipment is in a state appropriate to the current mode of operation (e.g., that cryptographic modules are in place when “open”, and secured when “closed”; and for the HEBCA, that all equipment other than the repository is shut down);

· Any security containers are properly secured;

· Physical security systems (e.g., door locks, vent covers) are functioning properly; and

· The area is secured against unauthorized access. 

A person or group of persons shall be made explicitly responsible for making such checks.  When a group of persons is responsible, a log identifying the person performing a check at each instance shall be maintained.  If the facility is not continuously attended, the last person to depart shall initial a sign-out sheet that indicates the date and time, and asserts that all necessary physical protection mechanisms are in place and activated.

5.2 Electrical Power

The HEBCA and PKI domain CAs (operating at the Basic Assurance level or higher) shall have backup capability sufficient to automatically lockout input, finish any pending actions, and record the state of the equipment before lack of power or air conditioning causes a shutdown. 

5.3 Off-site backup

For the HEBCA and PKI domain CAs (operating at the Basic Assurance level or higher), system backups, sufficient to recover from system failure, shall be made on a periodic schedule, described in the respective CPS.  Backups are to be performed and stored off-site not less than once per week.  At least one backup copy shall be stored at an offsite location (separate from the HEBCA and PKI domain CA equipment).  Only the latest backup need be retained.  The backup shall be stored at a site with physical and procedural controls commensurate to that of the operational HEBCA and PKI domain CA.

5.4 PROCEDURAL CONTROLS FOR THE HEBCA AND PKI DOMAIN CA
5.4.1 Trusted Roles

A trusted role is one whose incumbent performs functions that can introduce security problems if not carried out properly, whether accidentally or maliciously.  The people selected to fill these roles must be extraordinarily responsible or the integrity of the CA is weakened.  The functions performed in these roles form the basis of trust for all uses of the HEBCA or a PKI domain CA.  Two approaches are taken to increase the likelihood that these roles can be successfully carried out.  The first ensures that the person filling the role is trustworthy and properly trained.  The second distributes the functions among more than one person, so that any malicious activity would require collusion.

The HEBCA may encompass CA products from several vendors, and PKI domain CAs may also use products from different vendors.  Different commercial products support somewhat different roles, and use different mechanisms for registering or enrolling subscribers and issuing certificates.  The requirements of this policy are therefore drawn in terms or four, somewhat abstract, roles:

1. Administrator – authorized to install, configure, and maintain the CA; establish and maintain user accounts; configure profiles and audit parameters; and generate component keys.

2. Officer – authorized to request or approve certificates or certificate revocations.

3.  Auditor – authorized to view and maintain audit logs.

4. Operator – authorized to perform system backup and recovery.

5.4.1.1 Administrator

The administrator role is responsible for:

· installation, configuration, and maintenance of  the CA;

· establishing and maintaining CA system accounts; 

· configuring certificate profiles or templates and audit parameters, and;

· generating and backing up CA keys.  

Administrators do not issue certificates to subscribers.

5.4.1.2 Officer

The officer role is responsible for issuing certificates, that is:

· registering new subscribers and requesting the issuance of certificates;

· verifying the identity of subscribers and accuracy of information included in certificates;

· approving the issuance of certificates;

· requesting or approving the revocation of certificates.

5.4.1.3 Auditor

The auditor role is responsible for:

· reviewing, maintaining, and archiving audit logs;

· performing or overseeing internal compliance audits to ensure that the HEBCA or PKI domain CA is operating in accordance with its CPS;

5.4.1.4 Operator

The operator role is responsible for the routine operation of the CA equipment and operations such as system backups and recovery or changing recording media;

5.4.1.5 Separation of Roles

Role separation may be enforced either by the CA equipment, or procedurally, or by both means.

The separation of roles for the HEBCA and PKI domain CAs shall be as follows:

	Assurance Level
	Role Separation Rules

	Test
	As set forth in the MOA.

	Rudimentary 
	No stipulation.

	Basic
	Individual CA personnel shall be specifically designated to the four roles defined in Section 5.4.1 above.  Individuals may assume more than one role, however, no one individual shall assume both the Officer and Administrator roles. This may be enforced procedurally.

	Medium
	Individual CA personnel shall be specifically designated to the four roles defined in Section 5.4.1 above.  Individuals may assume more than one role, however, individuals who assume an Officer role may not assume an Administrator or Auditor role.  The CA system shall identify and authenticate its users and shall ensure that no user identity can assume both an Administrator and an Officer role, or an Auditor and an Officer role.  No individual shall be assigned more than one identity.

	High
	Individual CA personnel shall be specifically designated to the four roles defined in Section 5.4.1 above.  Individuals may assume only one of the Officer, Administrator, and Auditor roles, but any individual may assume the Operator role.  The CA system shall identify and authenticate its users and shall ensure that no user identity can:

· Assume both the Administrator and Officer roles

· Assume both the Administrator and Auditor roles

· Assume both the Auditor and Officer roles.

No individual shall have more than one identity.


6.  TECHNICAL SECURITY CONTROLS

6.1 KEY PAIR GENERATION AND INSTALLATION
6.1.1 HEBCA and CA  key pair generation

Cryptographic keying material for certificates issued by the HEBCA or PKI domain CAs shall be generated in FIPS 140 validated cryptographic modules.  For the HEBCA, the modules shall meet or exceed Security Level 3.  For PKI domain CAs, the modules shall meet or exceed Security Level 1 (for Rudimentary), Security Level 2 (for Basic or Medium), or Security Level 3 (for High).  Requirements for Test Assurance shall be set forth in the MOA.

The FBCA and Entity CAs must document their key generation procedure in their CPSs, and generate auditable evidence that the documented procedures were followed.  For all levels of assurance, the documentation of the procedure must be detailed enough to show that appropriate role separation was used.  For High and Medium Assurance the process shall be validated by an independent third party.

6.1.2 Hardware/Software Subscriber key generation

For subscribers, software or hardware shall be used to generate pseudo-random numbers, key pairs and symmetric keys, as set forth in the table below.  Any pseudo-random numbers used for key generation material shall be generated by a FIPS approved method.

	Assurance Level
	Key Generation Mechanism

	Test
	As set forth in the MOA

	Rudimentary
	Software or Hardware

	Basic
	Software or Hardware

	Medium
	Software or Hardware

	High
	Hardware only


6.1.3 Key usage purposes (as per X.509 v3 key usage field)

Public keys that are bound into certificates shall be certified for use in signing or encrypting, but not both, except as specified below.  The use of a specific key is determined by the key usage extension in the X.509 certificate.  In particular, certificates to be used for digital signatures (including authentication) shall set the digitalsignature and nonrepudiation bits.  Certificates to be used for data encryption shall set the dataencryption bit.  HEBCA certificates shall set two key usage bits: cRLSign and CertSign.  This restriction is not intended to prohibit use of protocols (like the Secure Sockets Layer) that provide authenticated connections using key management certificates.

Test, Rudimentary, Basic and Medium Assurance Level certificates may include a single key for use with encryption and signature in support of legacy Secure Multipurpose Internet Mail Extensions (S/MIME) applications.  Such "dual-use" certificates shall be generated and managed in accordance with their respective signature certificate requirements, except where otherwise noted in this CP.   Such "dual-use" certificates shall never assert the non-repudiation key usage bit, and shall not be used for authenticating data which will be verified on the basis of the dual-use certificate at a future time.  PKI domains are encouraged at all levels of assurance to issue Subscribers two key pairs, one for data encryption and one for digital signature and authentication.

6.2 PRIVATE KEY PROTECTION
6.2.1 Standards for cryptographic module

The relevant standard for cryptographic modules is FIPS PUB 140‑1 Security Requirements for Cryptographic Module.  The HEBCA PA may determine that other comparable validation, certification, or verification standards are sufficient.  These standards will be made available to HEBCA member PKI domains by the HEBCA PA.  Cryptographic modules shall be validated to the FIPS 140‑1 level identified in this section, or validated, certified, or verified to requirements published by the HEBCA PA.

The table below summarizes the requirements for cryptographic modules.

	Assurance Level
	Latest version of FIPS 140 series
	Higher Education Bridge Certification Authority
	Certification
Authority
	Subscriber
	Registration Authority

	Test
	MOA
	MOA
	MOA
	MOA
	MOA

	Rudimentary
	N/A
	Level 3
(Hardware)
	(Software)
	N/A
	Level 1
(Hardware or Software)

	Basic
	Required
	Level 3
(Hardware))
	Level 2
(Hardware or Software)
	Level 1
(Hardware or Software)
	Level 1
(Hardware or Software)

	Medium
	Required
	Level 3
(Hardware)
	Level 2
(Hardware)
	Level 1
(Hardware or Software)
	Level 2
(Hardware)

	High
	Required
	Level 3
(Hardware)
	Level 3
(Hardware)
	Level 2
(Hardware)
	Level 2
(Hardware)


6.2.1.1 Backup of subscriber private signature key

Subscriber private signature keys whose corresponding public key is contained in a certificate asserting the HEBCA mediumAssurance, basicAssurance, or rudimentaryAssurance policies (or an entity policy which maps to these policies) may be backed up or copied, but must be held in the Subscriber’s control.

Subscriber private signature keys whose corresponding public key is contained in a certificate asserting the FBCA highAssurance policy, or an entity policy which maps to the FBCA highAssurance policy may not be backed up or copied.

6.2.2 Activation data generation and installation

The activation data used to unlock HEBCA, PKI domain CA or subscriber private keys, in conjunction with any other access control, shall have an appropriate level of strength for the keys or data to be protected.  For Rudimentary, Basic, and Medium assurance levels, activation data may be user selected.  For the High assurance level, it shall either entail the use of biometric data or satisfy the policy enforced at/by the cryptographic module.  Where passwords are used as activation data, the password data shall be generated in conformance with FIPS-112.  If the activation data must be transmitted, it shall be via an appropriately protected channel, and distinct in time and place from the associated cryptographic module.

6.2.3 System development controls
The System Development Controls for the HEBCA and PKI domain CAs operating at the Basic Assurance level and above are as follows:

· Use software that has been designed and developed under a formal, documented development methodology.

· Hardware and software procured to operate the CA shall be purchased in a fashion to reduce the likelihood that any particular component was tampered with (e.g., by ensuring the equipment was randomly selected at time of purchase).

· Hardware and software specifically developed for the CA shall be developed in a controlled environment, and the development process shall be defined and documented.  This requirement does not apply to commercial off‑the‑shelf hardware or software.

· All hardware must be shipped or delivered via controlled methods that provide a continuous chain of accountability, from the purchase location to the CA physical location.

· The CA hardware and software shall be dedicated to performing one task: the CA.  There shall be no other applications, hardware devices, network connections, or component software installed which are not part of the CA operation.

· Proper care shall be taken to prevent malicious software from being loaded onto the CA equipment.  Only applications required to perform the operation of the CA shall be obtained from sources authorized by local policy.  RA hardware and software shall be scanned for malicious code on first use and periodically thereafter.
· Hardware and software updates shall be purchased or developed in the same manner as original equipment, and be installed by trusted and trained personnel in a defined manner.
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