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Introduction

Discussions within the Higher Education PKI community and with others working in the field suggest that one of the reasons for the slow rate of deployment of PKI is the relatively high overhead associated with building a Certification Authority (CA).  While the technical aspects of a full-featured PKI may be complex, they are usually dwarfed by some of the policy and operational constraints often imposed on a PKI designed to support high assurance financial and legal transactions.  PKI-Lite focuses on employing PKI technology for standard assurance applications that already have known and implemented policies for initial user authentication and overall system security.   For example, a use for PKI-Lite may be to improve the security of a password-based application by using PKI for authentication instead of passwords.  The application’s existing process for system security would be used and its practice for identifying the user before creating their password would be replicated in the PKI environment.  PKI-Lite can also enable standard assurance implementations of newer services such as S/MIME enhanced email.  HE-PKI-Lite is the deployment of PKI technology using existing standard campus mechanisms for identifying users and securing systems.

Requirements

Institutions issuing HE-PKI-Lite X.509 certificates agree that they will make reasonable efforts to adhere to this policy but assume no liability for policy violations, either accidental or deliberate.  Parties relying on certificates issued by a HE-PKI-Lite CA should study this policy and the CA’s Practices Statement to determine if the assurance level and operational practices are sufficient for the needs of their application.


1) User Identity
HE-PKI-Lite certification authorities agree to use existing campus practice for identifying the user before issuing the certificate.


a) People identified in HE-PKI-Lite certificates are authenticated using standard university practices for identifying people for other applications such as issuing userids and passwords for on-campus systems.


b) Subject names must uniquely map to the individual for the validity period of the certificate.  Furthermore, it is strongly recommended that subject names uniquely map to the individual in perpetuity regardless of the certificate’s validity period.


2) Certificate Revocation
HE-PKI-Lite certification authorities are not required to be able to revoke certificates.  However, if a CA issues certificates containing a Certificate Revocation List (CRL) distribution point extension, then the CA is obligated to issue CRLs and must update the CRLs as specified in the Next Update field of the CRL.


3) Private Key Protection
Operators of HE-PKI-Lite certification authorities must understand the significance of the CA’s private key(s) and take action to protect the key(s) appropriately.  On-line CAs are specifically permitted in the PKI-Lite framework to help make user certificates easy to obtain.  The operator of the CA is expected to take reasonable precautions to protect the private key(s) and must publish an outline of these measures in their CPS.


4) Certificate Profile
HE-PKI-Lite certification authorities must issue certificates that follow the HE-PKI-Lite Certificate Profile.


5) Certification Practice Statement (CPS)
Operators of HE-PKI-Lite certification authorities must either edit the HE-PKI-Lite CPS Template as needed or develop their own CPS and publish their practices statement.  A URI pointing to this statement must be included in the certificate’s CPS pointer extension.  In the spirit of PKI-Lite, the CPS should be a brief document that conveys sufficient information such that a PKI-knowledgeable person at another institution of higher education could use the document to understand if they can rely on the CA to meet the needs of their application.
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