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PKI Starter Proposal:  Packaging openCA

A perceived impediment to adoption of PKI is the difficulty of implementing a local PKI for the campus and the cost of acquiring commercial PKI services.  Many of the required components for a locally run PKI exist but no single, straight forward packaging of these components exists.  

We propose developing for distribution by Internet2 a complete set of software needed to create a campus CA.  The package will likely start with open source software, add to it management tools to simplify operation of the CA, and include documentation to help a technically knowledgeable person install and configure a basic campus CA/RA with little more than “> make CA” plus a few parameters.

The package will not include an identity management system nor a person registry DB.  It is assumed that a campus interested in PKI already has such a system.

Open source components might include:

• FIPS-140 certified openSSL
http://oss-institute.org/

• openCA
http://www.openca.org

• openLDAP
http://www.openldap.org

• openCA OCSP Responder
(see openCA)

The above assumes that these 4 are integrated and accommodate certificate store and CRL handling.

Other options include the use of some of the CA software developed by HEPKI campuses.

Software development that may be needed:

1. Separate the RA front end and provide a default, simple example HTML module
• allow for multiple cert profiles and Subject selection
• separate the “person registry” data access from the basic RA function but provide a simple example LDAP access module

2. Separate the crypto functions and provide a default SW module and example HSM interface module

3. CA configuration tool(s)

• Create a self-signed root cert or create a CSR and import CA authority cert

• Certificate Profile generator

4. Create a certificate revocation request front-end module

Platforms to be Supported
Supported platforms will include Sun(xxx?), Apple Mac OS/X Server, Redhat Linux.

Documentation

Documentation will be provided to describe the capabilities and functionality of the components included in the package, and how to instantiate a functioning CA using the package.  A basic set of “best practices” for running a CA will be identified.  A short white paper discussing the pros and cons of being part of a larger PKI hierarchy and/or bridging to other PKI hierarchies will be provided.
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