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1. Pre-assessment or readiness study

     The Johns Hopkins University and Health System are undergoing a re-organization to consolidate various infrastructure divisions and departments (Information Technology Services & Audits & Management Services) into a more centralized structure in order to facilitate economies of scale.  At the same time, an IT needs analysis is revealing the shortcomings of our current systems.  Over the next several years, many of our major systems will either be reworked or replaced, with an emphasis on the latter.

     For these two reasons, the climate is right for the discussions and necessary buy-in to take place that are critical for the deployment of a successful enterprise directory at John Hopkins.

2. Project background information

2.1. History

The Johns Hopkins University, founded in Baltimore in 1876, was the first modern research university in the United States, emphasizing research and the advancement of knowledge along with teaching of students. Its establishment began a revolution in U.S. higher education.

Today, the university enrolls more than 18,000 full-time and part-time students on three major campuses in Baltimore, one in Washington D.C., and facilities throughout the Baltimore-Washington area and in China, Italy and Singapore.

The university's academic divisions are the Krieger School of Arts and                 Sciences, the Whiting School of Engineering, and the School of              Professional Studies in Business and Education, all on the Homewood                 campus in Baltimore; the School of Medicine, the School of Hygiene and                 Public Health, and the School of Nursing in East Baltimore; the Peabody                 Institute, a music conservatory in downtown Baltimore; and the Nitze                 School of Advanced International Studies in Washington, D.C. The                 Applied Physics Laboratory, a research and development unit located                 between Baltimore and Washington.

The university employs nearly 25,000 people in full-time, part-time and                 temporary positions. It is one of Maryland's five largest private employers.

     The Johns Hopkins Institutions - - the university and the Johns Hopkins Health System, a separate corporation -- together constitute the state's largest private employer. In fiscal 1999, spending by the university, the Health System and their affiliates generated -- directly and indirectly -- an estimated $5 billion of income in Maryland, roughly one of every 33 dollars in the state's economy.

     Johns Hopkins ranks first among U.S. universities in receipt of federal                 research and development funds. The School of Medicine ranks first                 among medical schools in extramural awards from the National Institutes                 of Health. The School of Hygiene and Public Health ranks first among all                 public health schools in research support from the federal government.

     In January of 1999, the first generation directory server at Hopkins, named JHWorld, was brought online.  JHWorld was a homegrown, proprietary directory that quickly proved to be very difficult to maintain and support.  This first attempt at a directory, integrated several applications into the same server and taught us many valuable lessons as we work to move to the next level.  The shortcomings of this first directory highlighted the need for extensive preplanning and political buy-in from the various stakeholders within the university.  As a result, a team has been assembled to work on the next generation directory project.  

2.2. Motivating factors and drivers

Over a period of two years, the medical campus has invested over $10m in its network infrastructure.  Emerging technologies such as DHCP (dynamic host configuration protocol), VLAN (virtual local area network), DEN (directory enabled network) and WAP (wireless access protocol) are moving into the forefront of network services, requiring a centralized directory from which to draw information about network users.  As more and more applications are being built, a need for a central authentication source was also becoming vital to our network.  Remote users needing access to library resources and restricted web sites drove home the need to us that a truly enterprise solution should be built that everyone could tap into, providing economies of scale for network administrators and a much higher level of security on our network.

2.3. Justification and consequences

The consequences of not having a centralized directory are the justification.  In a decentralized environment, many system administrators create and maintain 

user accounts in order that users may access the thousands of resources that are available on our network.  Very often, our users will function in multiple roles within the organization, such as an employee that is also a student. 

These dynamic relationships within the institution cause several accounts to be created and administered in isolation of the other systems each user has access to.  This requires repetitive tasking for system administrators, which effectively raises the cost per user by the number of relationships they maintain at the institution.  If a central repository existed, which registered each user and their multiple relationships with the institution, economies of scale would be possible for the creation and maintenance of these accounts, as well as an improved security model for the closure of user accounts as their relationships changed or terminated.

2.4. Connect to other institutional priorities or mission(s) 

As one of the leading research universities in the nation, Hopkins is very interested in collaborating with peer institutions in many fields of science.  The ability to leverage Internet2 as the communication vehicle underscores the need for a common authentication method that can work inter-institutionally.

In order to better support the mission of the university, this enterprise directory will offer intra-institutional collaboration opportunities that will support teaching, research and eventually patient care. 

3. Project statement or goal

The goal of this initiative is to design and implement an enterprise wide directory service solution that will be used across the Johns Hopkins Institutions as a foundation for faculty, staff, students, alumni and e-visitors to access information and electronic resources, based on policy driven requirements.

3.1. Short-range strategy (6 months)

Within the first six months of the project, our objectives are:

· To communicate our intentions to the various IT departments/divisions/offices across the organization

· Solicit buy-in from directors, managers and stakeholders

· Establishment of policies surrounding the new directory (participation, data ownership, security)

· Product selection

· Hardware and software procurement

· Develop the schema utilizing inetorgperson, eduperson and hopkinseduperson

· Develop the loading and updating methodologies based on business rules

· Implement assignment of unique id as each new user joins the organization requiring enterprise user id management.

3.2. Medium-range strategy (12 months)

· Continue the education process, bringing it to the masses via campus publications and other mediums.

· Bulk loading of data from feeder systems and subsequent refreshing of data

· Develop user interface to the directory for self service updates (build vs. buy)

· Supersede the Groupwise LDAP server as the authoritative source of E-mail addressing information on the East Baltimore campus.

· Migrate authentication services of JHWorld to new directory server.

· Integrate new consolidated Unix based mail system into directory

· Develop standards for others to follow when directory enabling their applications

· Establish central office for users to visit to obtain ID cards and new accounts or network the existing badging offices, implementing new policies and numbering assignments.

3.3. Long-range strategy (1-3years)

· Establish real-time updating of directory data using triggered events

· Provide QOS, VLAN, WAP and other network access privileges based on user information

· Migrate user profile information from mainframes to the directory in order to allow web-based authentication and authorization services for web-front interfacing to mainframe data.

3.4. Stakeholders or constituents

The stakeholders of the directory are; first and foremost the institution itself, since our people are our most valuable resource.  Other stakeholders include the registrars of each school (Arts & Sciences, Engineering, SAIS, SPSBE, School of Medicine, School of Nursing, School of Public Health and Peabody), the Human Resource divisions within the university, health system and the Alumni Services group.

Constituents of the directory include faculty, students and staff, groups (i.e.: Department of Physiology), other universities, the federal and state governments and the general public.

4. Phasing or staging

Phase I

Phase I will consist of several items that will lay the groundwork for the project.

· Communication to stakeholders, constituents of the new directory service project

· Education to the IT community about the benefits of a centralized directory or “What does this mean to me?”

· Solicitation of buy-in from everyone, including non-IT senior management.

· Initial design and requirements documents

· Solicitation of funding and resource allocations

Phase II

     Phase II will consist of product selection, the assembly of the team and the initial contacts with each feeder system and the creation and population of the person registry.

· Product evaluation and selection

· Hardware/software procurement

· Staffing – building the team

· Project manager

· Project Lead – developer/directory architect

· Oracle DBA

· Oracle PL/SQL programmer

· Cold Fusion/Perl developer(s)

· Identification of primary/secondary data feeds for registry

· Owners - point of contact

· File/record layouts, frequency, automation

· Policy development

· Business rules for joining data

· Unique ID assignment (badging systems)

Phase III

     Phase III will focus on the directory itself; design, bulk loads, user and application interfacing.

· Schema design (inetorg, edu persons)

· Bulk loading processes of the directory

· Establishment of application interface standards doc

· Application authentication requirements

· Unique ID Generation (sign on id)

· Computer Account and Billing System

· E-mail Alias Generator

· Etc., Etc.

· Scope and visibility requirements of directory data

Phase IV

     Phase IV is the phase where we begin to reap the benefits of our efforts and realize the benefit of centralization of our “people” information.

· Maintenance of data feeds

· Provision of directory data to constituents, stakeholders

· Self service ability for users, administrators to update directory data

· Changes in directory data fed back to primary feeder systems.

· Real time links to feeder systems established as allowed.

5. Key deliverables and/or features

· LDAP Servers for E-mail relays 8/31/00

· Establishment of a RDBMS registry server schema. Scripts and triggers to load and update the data.  Exports to the directory periodically. 12/31/00

· Primary USIS, Payroll (JHU, JHH, APL), Alumni and secondary (Horizon, Jcard, JHMI Badging system, RACF, E-mail servers) update procedures established

· Implementation of assignment of unique id to each registry entry. 12/31/00

· Replacement of JHWorld for authentication services 1/31/01

· Administrative support for directory users 1/1/01

· Standards document for application developers to follow when directory enabling applications 12/31/00

· Integration with other I2 Early Adopter directories 3/31/01

6. Evaluation or comparison of competing solutions

See the Johns Hopkins Institutions Enterprise Directory Services Proposal.

7. Boundaries and constraints

· Only data that is commonly shared among systems will populate the directory

· Policies for PKI need to be developed before digital certificates should be issued.

· The existing JHWorld directory migration should be as transparent as possible to end-users.

8. Role of external specialists or consultants

A core team of directory savvy systems engineers and developers has been assembled, made up of employees and contractors.  The contractors may stay on as permanent employees once their contracts have expired.  

Additionally, experts from the Early Adopter Initiative were utilized since many were somewhat ahead of our institution in their directory service deployment and had already established “best practices”.

9. Key issues and risk assessment

· Buy-in from IT community

· Buy-in from users

· Service and support of hardware and software (i.e.: Netscape technical support has been deemed as not as reliable as it should be.) 

10. Contingency plan and mitigation measures

· Communicate our plan publicly and encourage participation in the development

· Insure user interface is easy, reliable and fast

· Encourage in-house iPlanet “experts” and build fully redundant servers and network links.

11. Resources

11.1. Human

     In the spring of 2000, a group of system engineers and developers at Hopkins was created, to deal with the development and support of enterprise network services, such as DNS, DHCP, e-mail relays and messaging, security and the development of the second generation directory.  A project manager and project lead were named, with team members added as required.  While several team members are not fulltime on the project, they provide system support as needed by the developers.  We have 3 full-time and 2 part-time developers with skills in Oracle (DBA, PL/SQL), Cold Fusion, Perl, Apache and Solaris.

A transition team exists to migrate from the old directory server, JHWorld to the new consisting of developers and managers.  As the old directory requirements are superseded by the new directory requirements, the JHWorld administrative person will be moved from supporting the old to the new.

Additionally, the identification badge issuing offices and mainframe security offices on each campus will begin to play a role in the issuance of account ids/passwords and will begin to service a wider audience.

A stakeholder committee exists to provide ongoing feedback to the development team concerning data ownership policies, business rules for data joins and address directory related issues as they arise.

11.2. Capital

An initial project budget totaling $ 325,000 and an ongoing five year capital and operating budget was developed, identifying hardware, software, PKI, operating expenses and other components required for an enterprise directory deployment.  Prioritization of this project was high since it was identified as a critical component to deploying DEN and other campus network initiatives.  Approval was received for this budget in the summer of 2000.

11.3. Space

     Off-campus office space was utilized for the group.

12. Primary contact person or liaison

Louise Miller-Finn (lmiller@jhmi.edu)

Manager, Enterprise Network Services Group

Johns Hopkins University – Hopkins Information Technology Services

2701 N. Charles Street, 5th floor

Baltimore, MD  21218

(410) 516-3335

13. Project champion or sponsor (typically CIO, Provost, Vice-President)

Michael McCarty (mmccart@jhmi.edu)

Chief Network Officer

Johns Hopkins University and Johns Hopkins Health Systems

2024 E. Monument Street

Baltimore, MD  21205

(410) 614-3608

14. Communication Plan

Progress and status reports are delivered monthly to the CIO Technical Council, the FASAC JHWorld Directory Committee, the ICSC group, the NETCOM group and various meetings as requested by interested parties. 

Additionally, announcements will be made via websites, broadcast e-mailings and newsletter articles.


