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Project Background

Dartmouth College is participating in the Early Adopters project to investigate providing advanced Identification, Authorization and Directory middleware (IAD) for Dartmouth College. A Public Key Infrastructure (PKI) is becoming an accepted standard for secure network enable applications.  IAD middleware is recognized as being vital components of new applications being developed and considered for deployment in Administrative and Library applications at Dartmouth College.  By working with the other Early Adopters participants, we are benefiting from access to a broad range of information and experience including the information needed to enable our systems to inter-operate with other I2 institutions.

History

Dartmouth has a long history of developing innovative networked services and effectively deploying them across the entire campus. Examples relevant to IAD include the Dartmouth Name Directory (circa 1986 campus-wide white pages and authentication directory), Kerberos (an MIT developed authentication system) and the IDAP systems developed for the Dartmouth College Information System, DCIS (circa 1991 campus-wide client-server information “dashboard”).  These middleware services have given us first hand experience on developing and supporting networked applications that depend on user authentication and authorization based on campus wide directories.

Existing Technical Infrastructure 

Dartmouth College, Dartmouth Hitchcock Medical Center and Valley Net (a local non-profit Internet Service Provider) currently share and support a distributed multi-institution directory system based on multiple instances of the Dartmouth Name Directory (DND).  The directory system supports authentication and authorization for many local applications including e-mail, web and file servers, academic and library resources and administrative applications.  The system identifies all human members of the various institutions and also represents organizational entities like departmental offices and institutional functions.

Kerberos software has been layered on top of the directory systems to allow different applications to share the same client credential, eliminate the use of cleartext passwords for telnet applications and in some applications to provide data transfer security.  Kerberos software is used to control access to web, mail and database services.  For this we use the KClient and Sidecar software originally developed at Cornell.  Dartmouth has contributed a number of enhancements to the KClient and Sidecar software.

In 1991 the DCIS group implemented a distributed authentication and authorization protocol to share information resources among multiple campuses.  Several institutions jointly license database resources that were mounted on servers at Dartmouth College. The Inter-Domain Access Protocol (IDAP) allowed each institution to independently control which users would have access to the shared resources.  IDAP is still used successfully among Middlebury College, Dartmouth Hitchcock Medical Center, the participating hospitals and clinics of the Hitchcock Alliance, and Dartmouth College. The IDAP system is also used internally at Dartmouth College to authorize limited groups of individuals to access specialized applications (eg. students enrolled in art classes or staff members of a particular department).

Electronic Payroll Authorization Project at Dartmouth College

Most recently a pilot workflow system is being implemented to support basic Human Resources actions involved in processes to hire, promote, transfer, terminate, and adjust the salary or account attributes of college employees.  This system was built with Shana Corporation's "Informed" forms development tools, data stored in an Oracle database, and the use of Entrust's PKI software (Entrust Authority, Directory and Entelligence products) for electronic signatures (digital certificates).  The current hardware environment includes the Entrust PKI system serving certificates from Windows NT, the Oracle DBMS running on OpenVMS (soon to be ported to Unix), and the Shana forms being accessible from client Wintel or Macintosh computers.   Our locally developed e-mail system, BlitzMail, is being used as the transport vehicle to forward completed forms for approval.  (BlitzMail was created at Dartmouth and complies with POP, SMTP and MIME standards using TCP/IP communications protocols.)

The first portion of this system with 100 active users is implemented. These users are supervisors, clerical staff, fiscal officers, plus HR and Payroll Office employees.  Thus far we have set up 60 users with the Entrust digital certificates.  

Full user acceptance will require additional comfort with the system before users fully let go of paper.  Additional software development of some of the more complex payroll authorization forms will be required to encourage further acceptance of the system.  This pilot has been successful enough to consider other applications.

Justification -- Campus Needs

Many current administrative and library applications require the identification of the specific individual user or membership of the user in a specific group.  For example, most databases licensed from publishers by the library must limit network access to members of the institution. The endowment fund management system (locally known as Funkhouser) allows database access only to the assigned manager of a fund.  The Art History slide collection is limited to use by students enrolled in art classes.  Students looking up their grades or fund balances need to be positively identified and limited to their records.  Dartmouth's Tuck Business School has implemented an intranet system which customizes it's presentation according to the user's identity.  These applications are currently supported at Dartmouth with various combinations of DND, Kerberos and IDAP software mentioned previously.  The combinations provide an authenticated web page access, authentication proxy servers or linkages between application databases and the name directories.

At present we find that the current adhoc nature of determining specific user attributes limits the development of additional applications.  Another other major issue is the need for clearance through other institution’s firewalls as these protocols are not widely understood and supported. We are also finding that commercial groupware applications like calendaring require IAD middleware (in this example specifically an LDAP directory) to function.  Other necessary middleware would include certificate authority arrangements and software toolkits to add encryption to date storage and transfer.

Next Administrative PKI Steps

Assuming that the pilot PKI architecture and products continue to be satisfactory, we expect to expand further the population of users of the Electronic Payroll Authorization System.  Other possible applications would be workflow applications involving the routing and authorization of grant proposals requiring electronic signatures.  We will have to comply with the same federal requirements for electronic signature for grant proposals, as we do for grant funded payroll authorizations.  Another possible application is Travel & Expense Reimbursements.

Library PKI Interest

The Library anticipates applications of this same infrastructure in the inter-mediation of access to vendor supplied information products.  Dartmouth faculty and students travel for extended periods and need to be able to continue access to library information from remote locations.  Library participation in efforts like the UCOP/Columbia/OCLC/JSTOR project is likely in the near term. This would in general allow revisiting various vendor agreements controlling content and provide the option to use PKI instead of IP address checking.  Encrypted data transmission would protect intellectual property distribution.  The existence of suitable IAD middleware would also enable the development of a Library Intranet that would adapt its presentation and behavior based on demographic or identity information available from the end user.

Consequences of Dartmouth IAD Project

The deployment of a PKI supports the Dartmouth College "business plan" – to increase the number of business transactions conducted on the network in a secure manner.  The objectives here are to improve service by reducing the time for action completion and reduce costs by reducing the need for additional administrative personnel.  A campus wide supported security infrastructure should in turn simplify application development and its costs.

Improved network based administrative services will meet “customer” expectations for the availability of self-service applications and allow location independence as faculty and students are frequently off campus.  Secondarily a PKI should reduce the "time to market" for new purchased directory enabled applications by providing standard compatible interfaces to authentication and authorization services.

These types of services are competitive advantages for attracting staff and students.  They will also be necessary to comply with mandated changes envisioned by the Federal Govt. for Student Loans and Grants and Contracts applications and processing.  The lack of an interoperable PKI would exclude the College from participating in applications requiring it.

Uniqueness

The technology for many parts of a PKI infrastructure is commercially available from multiple vendors, for example LDAP directory servers and Certificate Authority and Management.   However some of it is also very expensive at present.  Open-Source solutions may become available now that the RSA patents have expired.  We will prefer to buy what we can at present, developing missing pieces as needed.

Project Statement – Goals

The successful completion of this project will scale up the pilot PKI infrastructure at Dartmouth College to support multiple demonstration applications and develop a plan to deploy the PKI infrastructure on campus wide basis. The pilot PKI should be capable of authenticating system users, assisting in determining authorization rights, encrypting data transmissions, securing documents and inter-operating with external institutions. The project will research various commercial product offerings, select and install the most promising and detail the steps and resources needed scale to it to the whole community which numbers around 20,000 individuals. Working out compatible data definitions for operation between institutions, defining the needed policies and procedures and local operational details are the major challenges of this project.

It is our expectation that LDAP directory services will replace the DND.  The primary drivers are the need for the LDAP standard interface and the cost of maintaining multiple systems.  Bridge support for DND based applications will be needed.  PKI could also replace Dartmouth’s Kerberos infrastructure.  Application changes would be needed in a number of systems.

Dartmouth College was awarded a PKI Lab grant in Sept. 2000.  This program will provide some grant resources to support PKI research by Computer Science and the Dartmouth Institute for Security Technology Studies (ISTS).  Computing Technical Services will be providing PKI development, deployment and support for the research projects.

Costs

The major costs are server hardware for the directory and Certificate Authority and management systems, software license fees and staff support.  Dartmouth already has around $50,000 invested in the pilot PKI system.  Campus wide expansion of the system could run in the order of  $500,000.

Time Frame

LDAP directory development and DND bridge support are underway.  Further deployment of the Corporate Time calendaring system is being gated by LDAP directory support and is a current need.  The Payroll Authorization pilot is planned to reach production status in January 2001.  Its initial success is increasing interest in additional applications.  The PKI Lab research efforts will probably require a PKI testbed by Q4 2000.

Performance Issues

Initially a PKI will needs to gain end user acceptance at reasonable cost.  Performance factors to consider will include:


Load on directory server


Key encrypt/decrypt services


Trust relationship chain look up


Infrastructure availability guarantee

Deliverables

The following list includes the outputs we currently envision for the project.

LDAP directory for Dartmouth College


Interoperable White pages


LDAP local schema designed to:

Incorporate Eduperson attributes



Define group membership and authorization links

Automated data feeds from data sources

Tools for maintaining LDAP entries and group lists

Dartmouth Certificate Authority

Join cross institution Certificate Authority

User desktop software


Web browsers that contain certificate use features


Form packages with security integration


Support End user Key storage

Application Developer Services


Code libraries to incorporate key decoding and rights lookup

Plans and Specifications for application authors

Training materials for end users/ consultants/ developers

Development of operational management group


Suggestions for Policies and Procedures


Identification of staff members operating security systems



Directory maintenance



Certificate creation and revocation

Progress and Status Reports

Limitations

The initial goal is to support the same population served by the Dartmouth College name directory.  We realize however that the broader community (DHMC, alumni and valley.net) will be factors in these systems since many individuals we serve are members of several of these groups.  We may either support the broader community in a later expansion of the PKI or support the various entities with multiple installations incorporating the necessary trust relationships.

Key Issues & Risks

PKI too difficult to use

Acceptance by end users is essential, yet there are some significant problems to solve regarding passwords, key storage and key recovery.

PKI too costly

Acquiring the funds needed to deploy these systems on a universal scale may take a substantial time to justify. 

Key Revocation Issues

The need and methods for checking for key revocation are a complex tradeoff between risk and performance. 

Availability of Applications

Client applications interfacing to essential network systems and servers need to incorporate PKI features.  These may not be readily available or provide needed cross platform support.

Incompatible application demands on LDAP schema

The complexities of the LDAP schema are substantial.  It is desirable to use common definitions to support interoperation.  Individual applications (which may be added later) may have conflicting requirements.

LDAP maintenance feeds

Feeds of data elements from multiple “systems of record” need to be merged into the LDAP directory.  This will be complicated to synchronize and the operational considerations are not yet known.

Migration from DND to LDAP

Dartmouth has deployed a number of applications that rely on the DND.  All of the issues involved in the bridging strategy are not completely resolved.

Development of Policy

There are a number of substantial policy issues to address and these take time to resolve with the various stakeholders in an academic institution.

PKI Operations Procedures and Staffing

All the issues of operating the PKI are not known.  Operations are an ongoing administrative process that will need to be transitioned from development to production with appropriate staffing.

Contingency Plans

PKI too difficult to use

Attention will be focussed on this issue in further trials.  Modifications of plans and systems may be required to attain proper and wide-spread use.  Hardware for personal key storage may be needed.

PKI too costly

It is not clear how many keys an individual will require (and what lifetimes are associated).  It may be possible to segment use in ways that do not require the most costly levels of security for all keys.

Key Revocation Issues

Different applications may require different strategies.

Availability of Applications
The usual risks with vendors and product development may delay or limit the universal availability of some services.

Incompatible application demands on LDAP schema

This problem is the focus of a number of research and standardization efforts.  Hopefully this will be less of problem as more systems are deployed and experience is gained.  Total integration of directory systems may not be practical.

LDAP maintenance feeds

Tradeoffs may need to be made possible sacrificing the frequency of maintenance or requiring the development of interchange tools. The security of LDAP maintenance is a recognized concern, which must be addressed.

Migration from DND to LDAP

Parallel operation of the DND systems maybe required for an extended time.

Development of Policy

Significant efforts will be needed to involve and inform the various stakeholders.  Resolution of the issues may delay or limit the universal availability of some services.
PKI Operations Procedures and Staffing

Sharing experiences and possibly contracting outside consulting maybe used to work out practical procedures.  The importance and number of dependent applications will need to justify the required staff support.  

Customer Support Requirements

Pilot testing of a PKI will requirement the participation of the staff of the various computing consulting units and user communications.  Some of the items needed will include:

Training for staff computing consultants

Handout documentation

Communications program to inform community


University Registrar involvement

Operations support from the systems managers will be needed to run the prototype PKI servers and install and maintain the software packages.
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