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History

The University of Tennessee Health Science Center, Memphis (UTHSC)(formerly the University of Tennessee, Memphis) has utilized directory services delivered by several methods for numerous years.  The bulk of this service has been in support of email systems and for phone directory services.  The tools used have included proprietary directories, databases and in the last three years, a small LDAP server.

In addition to the phone directory and email directories, a password-based authentication/authorization has been developed for authentication of database users.  When this system was developed, it took into account the eventual availability of an enterprise directory facility.

Motivating Factors and Drivers

UTHSC is currently undergoing significant infrastructure changes including a major network upgrade, a complete restructuring of its administrative and academic database interface, a wholesale change in its legacy hardware, operating system, and server infrastructure, and a revamping of the University-wide administrative structure. As a result, there is a need both for campus-wide and for inter-institutional availability of identification, routing, and authorization information easily available to users and to systems. The existing sources of such information, although adequate in the central host-based world, have been recognized as inadequate in the new distributed, multi-server world. The need for securely sharing individuals’ email, authorization and authentication information with other systems and with members of the campus community and similar with other campuses, especially other University of Tennessee campuses, is becoming a priority. Replacing a few central hosts with many distributed servers will increase the need to locate shared services such as printers. The increased insecurity of intranets as well as wans and the internet itself demands available security features like public certificates. These argue strongly for an enterprise directory facility.

It is clear that the individual, and in several cases proprietary, directories put in service in years past are no longer adequate to address the needs faced. Enterprise-wide and coordinated solutions to directory services, to security services, and to authentication/authorization services must be researched and developed with the widest possible campus input.  The resulting consensus should be implemented as soon as feasible.

Justification and Consequences

The University of Tennessee system has recently been reorganized from five autonomous administrative units into two autonomous campuses with the remaining three research campuses, Knoxville, Memphis and Tullahoma sharing a central administrative structure.  While each campus will maintain its own computing network and voice infrastructure, the core administrative system will be housed at the Knoxville campus with other campuses accessing this resource over a state wide network.  The new administration has also chosen to provide a common internet presence for all faculty and staff through the establishment of a new zone name with every person being accessible from addresses showing either the campus zone name or the University-wide zone name.  Other “University-wide” identification mandates are likely to be proposed and accepted. Quite aside from the numerous reasons for a local campus enterprise directory, the need to resolve University-wide information argues strongly for compatible and complementary directory structures at each campus. The justification for developing a comprehensive directory at the UTHSC campus can stand alone on these mandates. The consequences of failing to respond adequately to them are unacceptable.

Connection to Other Institutional Priorities or Mission(s)

Concerns for the disposition and management of patient information at the Health Science Center require additional care. The impending HIPAA mandate formalizes these concerns and codifies them. The campus must adhere to these mandates, and the directory structure must support them.

Joint programs between UTHSC and the University of Memphis present additional needs. Communication between and among students and faculty on the two campuses can require more stringent demands than routine communication. Information transfers among appropriate members of each institution require the ability to discriminate among the communicators, the information, or the computer resources being requested.

Project Statement or Goal

The primary goal of the current project is to provide a standards-based directory structure to maintain and make accessible selected University resources and organized information about members of the University community to other members of the community and to  persons outside the community as deemed appropriate by the University.

Project Methodology

Short –range Strategy (First Six Months)

· Appoint a Steering Committee to coordinate and oversee the project.

· Identify an administrative champion for the project.

· Identify and assign implementation teams to focus on specific tasks as assigned by the Steering Committee.

· Begin evaluation of appropriate software and hardware products.

· Identify and meet with key people in the University community that will have a stake in the resulting structure. Begin solicitation of input from specified liaison groups within the University.

· With the help of the Steering Committee and selected members of liasion groups, generate a tentative schema and policy statement.

· Share the schema with the Liaison Groups and solicit input and comment with the goal of defining the parameters to be implemented in the Phase I prototype.

· Begin the Phase I pilot project implementation a schema and features agreed on by the implementation staff and the Liaison Groups.

· Solicit feedback from Liaison Groups, other Early Adopter sites, and other appropriate persons.

Medium-range Strategy (Six Months – One Year)

· Utilize the results from the Phase I pilot project, the input and assistance of the implementation teams, and feedback from the Liaison Groups to plan a Phase II pilot project that includes considerations of attributes, processes, maintenance and management of the resulting system, the inclusion of additional or the removal of existing features and/or capabilities.

· Develop with appropriate persons an institutional policy concerning the duration of an ID and the scope of persons who will be eligible for inclusion in the University’s directory.

· Develop the mechanisms for securing and developing the procedures to provide data feeds from authoritative sources to the directory structure.

· Recruit appropriate staff, faculty, administrators and students to begin tests of features and to provide feedback.

· Activate a Phase II implementation team to explore modification of selected applications to utilize directory features.

· Begin the focus on incorporation of authentication/authorization/role/privacy/security features in day-to-day directory use.

· Solicit feedback from Liaison Groups, other Early Adopter sites, and other appropriate persons.

Long-range Strategy

· Focus on correct person identity assignments for all additions to the directory data base i.e. assure that each entry is for a unique person. Other data cleansing needs are to be explored at this time.

· Appoint institutional security and privacy officers and establish their duties and administrative reporting structure(s). 

· Utilizing the results of the Phase II pilot project, the input and assistance of the implementation teams, and feedback from the Liaison Groups, plan a Phase III pilot project paying particular attention to the maintainability of the system and to identifying any necessary attributes that were not identified earlier as needing attention.

· The Phase III pilot project will be expected to become, after a test period, a fully populated production system utilizing strong authentication, real time or near time data feeds from authoritative sources, integration into properly prepared local applications, replication capabilities with other University-wide campus directories.

Stakeholders or Constituents

Constituents will include the current faculty, staff and student population of the campus. Others may be added, but those plans and policies have not yet been developed. Specifically, whether those doing business with the University including patients being cared for as a part of its clinical practice are stakeholders is yet to be established.

Phasing or Staging

As described in the short-range, medium-range and long-range strategies, each will constitute a phase. Phase I will populate a subset of the chosen schema for what will likely be a subset of the population. The key goal in this phase will be to duplicate the email routing and alias system currently supported by existing directories, to test a part of the existing white pages functions and to implement an authorization scheme for access to administrative data base systems.

Phase II will include a test of PKI and of real time or near time data updates from authoritative sources. This phase will a much more complete set of campus population.

Phase III and Phase IV are intended to be the per-production and the production phases. The full description of the final two phases’ feature sets are not yet defined.

Evaluation or Comparison of Competing Solutions

UTHSC is currently running production LDAP directories or database directories using IDDS from Innosoft and using Oracle for data base implementations. Equipment in both cases are Compaq Alpha servers. IDDS runs under TRU64 and Oracle under VMS. Open LDAP is running in a prototype configuration on an Alpha Linux server. The Oracle LDAP directory has not yet been tested but will be in the next six months. A platform for that test has not yet been chosen.

Boundaries and Constraints

One constraint faced by the project at UTHSC is a shortage of staff.  People assigned to this project will have shared responsibilities. A person who will have a large time commitment dedicated to the directory project, however, will join the staff in mid November, and another is being sought.

Role of External Specialists or Consultants

There has not been any commitment to an external consultant, but an informal relationship does exist with a former employee who helped develop the first working LDAP directory at UTHSC. The assistance that the middleware group has offered such as 

the best practices document from the I2 Middleware Initiative and the excellent  “A Recipe for Configuring and Operating LDAP Directories” developed by Michael Gettes have been very helpful. It is hoped that continued interaction with other Early Adopter institutions will also be helpful especially as the project develops.

Key Issues and Risk Assessment

The key issues and risks, money and people, are rather straight forward. At the current time, sufficient resources exist to accomplish Phase I and probably well into Phase II without undue concern. If the evaluation of software and hardware shows the costs to be exceedingly high for both these items, it might strain resources during this fiscal year which ends June 2001.

At this point, due to the infancy of the project, a specific budget has not been defined. Additional funds, therefore, have not been requested. The potential exists for funding problems driven by the state economy, though this is not anticipated.

Contingency Plan and Mitigation Measures

In the event that money or personnel becomes a problem, sharing existing resources could be possible for several months. In the event of administrative difficulties, the schema design could continue but some attributes might not be populated as soon as expected or desired. We fully plan for all appropriate parties be given an adequate opportunity to participate in the planning process and that the benefit to their operation be fully communicated thus alleviating these concerns.

Human Resources

2 FTE 

Capital Resources

Approximately $85,000.00 over two years

Space Resources

Adequate space is allocated for all staff, prototype work space and server space.

Primary Contact Person or Liaison

Jack Buchanan

Director of Research Computing

Computing and Telecommunications

The University of Tennessee Health Science Center, Memphis

877 Madison Avenue, Room 789

Memphis, TN   38163

JBUCHANAN@UTMEM.EDU
John Baxter

Director of Technology Development

Computing and Telecommunications

The University of Tennessee Health Science Center, Memphis

877 Madison Avenue, Room 789

Memphis, TN   38163

JBAXTER@UTMEM.EDU
Project Champion or Sponsor

Karen Fox 

Executive Director and CIO

Computing and Telecommunications

The University of Tennessee Health Science Center, Memphis

877 Madison Avenue, Room 789

Memphis, TN   38163

KFOX@UTMEM.EDU
Communication Plan

· Status updates will be given by implementation groups to the Director who will report to the Executive Director’s weekly staff meeting.

· A biweekly progress report will be submitted to the Steering Committee by the Director.

· Status updates will be presented to Liaison Group(s) every second month.

