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Project background information

History

The University of Memphis has long recognized the strategic and operational importance of a comprehensive and ubiquitous enterprise directory service. In 1992 we began to use the CSO nameservice (aka Ph) for SMTP routing, dialup authentication and access control, and white pages. At that time we broached and resolved the major policy hurdles for incorporating student and faculty-staff data into the online directory. Since then we have converted the entire campus to a unified account namespace, added NDS and iPlanet directory servers into the enterprise directory service (and developed custom programs to keep all three directories in synchrony), developed an automated finite-state machine driven process for managing each account on all centrally operated systems from birth to death, deployed card-swipe stations around the campus for self-service account management, and have added more applications to the directory service, including authenticated proxy access to remote library databases, IMAP and POP based email, authenticated SMTP message submission from off-campus, authentication and access control for various web-hosted applications, and a web-based directory-enabled DHCP-integrated auto-registration process for student computers in the ResNet. 

Motivating factors and drivers

UoM is the lead institution in the Tennessee Board of Regents system of higher education, which has for many years been one of the poorest funded state systems in the nation. Although few institutions do not perceive funding to be a leading issue, we chronically face comparatively severe and firm resource barriers. The organizational culture at UoM has responded to this situation by being determined that it should find ways to do the most with, even excel, with what resources it has. The institution has determined that its IT infrastructure is a key to its long-term strategy and must receive adequate funding. This need has been expressed in part by the implementation of an effective system of ongoing IT planning and governance that has substantial participation and support by all parts of the University. We in the central IT organization are responsible for ensuring that the resources given us are used to achieve the best possible results for the University as a whole. 

Justification and consequences

Investing some of our limited resources in middleware has proven to be very enabling and the technologies themselves fairly inexpensive to operate. Our total IT infrastructure requires a smaller skill set to operate than it would without heavy reliance on middleware, and therefore its operation can be undertaken by a smaller staff. The twin virtues of efficient and enabling are both the justification and the consequence of this approach. Participation in Internet2 and in the Early Adopters Project helps to ensure that we have the best information with which to plan the continued evolution of our IT infrastructure.

Connect to other institutional priorities or mission(s) 

The central IT organization has been tasked to build an extensive group messaging facility to enhance internal administrative and programmatic communications. We will leverage our middleware to accomplish this. We also have other institutional objectives with a less than one year due date that will be enabled in part by our middleware, including several to do with online learning and another that addresses PINs for accessing web front ends to administrative systems.

Project statement or goal

There are two goals. The first is to redesign and reengineer our fundamental middleware architecture to eliminate older technologies, increase performance, and incorporate a broader set of data to support an increasingly diverse set of applications. We intend to position our middleware infrastructure to be ready for two future significant enhancements: PKI, and role-based operation, i.e., automatic provisioning of authorization profiles based on the roles and relationships that individuals have with the University.

The second goal is to enhance administrative and academic processes by integrating an extensive set of automatically maintained lists with several standard communications media, including email, discussion groups, and web.

Short-range strategy (first 6-9 month period)

· Gain approval and resource commitments to undertake the project.

· Replace or reengineer applications depending directly on the Ph directory with others that integrate with an LDAP directory service.

· Evaluate off the shelf metadirectory products for potential use.

· Begin the process of designing the new metadirectory and new registry functionality, and the transition process to take us to these from our current implementation.

· Enhance existing data feeds from administrative systems to include organizationally related data and additional student and instructor information.

· Create and automatically maintain “easy win” LDAP group objects to support messaging and authorization. These include large top-down lists and lists for each course section.

· Gain buyin for proposed new policies and procedures concerning establishment of identity.

Medium-range strategy (second 6-9 month period)

· Implement metadirectory solution.

· Implement new registry process.

· Incorporate new organizationally related objectclasses into a new branch of our directory information tree to represent organizational structure information in the directory.

· Create and automatically maintain a suite of LDAP group objects corresponding to each node in the University’s organizational hierarchy.

· Implement new policies and procedures for establishment of identity.

· Commence institutional discussion of priorities for potential applications of PKI.

Long-range strategy (1 to 3 years)

These developments are outside the scope of the project detailed throughout this document, but they indicate the directions we expect to facilitate with successful completion of this project.

· Implement PKI.

· Gain buyin for and institute an ongoing University wide process to identify the roles and relationships that individuals may have with the University, how this information should be maintained, and what authorizations attend each.

Stakeholders or constituents

Since the directory provides authentication and/or authorization services for a range of widely used applications, all persons and groups represented within it are stakeholders, as well as potential users or groups, if any, who may fail to be currently represented in the directory and so are denied access to resources. However, several parties can be identified who have a significant interest beyond that baseline. These include:

· The Registrar and the head of the Human Relations department, who are concerned about the accuracy of directory data and access control information on directory entries, and who also now recognize it as a tool to be used in the context of the administrative processes for which they are responsible. It is expected that the head of Accounting (the administrative unit) will share similar interests before long.

· Legal Counsel, who have realized that PKI will require their extensive involvement.

· Helpdesk staff and Local Support Providers, the frontline technical support people employed by Colleges and Divisions, who rely on special interfaces to the directory to help them in their work.

· The CIO, key operational managers, and technical staff in central IT, who understand its fundamental role in operational systems and the impact on staffing and standard practices.

Phasing or staging

Please refer to the “Project statement or goal” section above.

Key deliverables and/or features

1. New Registry process

Integrates feeds from administrative databases and other fundamental sources of directory information. Embodies the finite state machine logic that governs the status of all accounts as well as transformations of source data before inclusion in the directory. Replaces the existing “Ph rebuild” process.

2. Change dispatcher

A facility for representing, serializing, logging, and dispatching all updates to directory attributes occurring from changes in systems of record. 

3. Various update channels

Processes that propagate changes of directory information to or from directory servers and other producers or consumers of directory information. These are envisioned to be object oriented modules implementing methods such as “give me all changes since change number N”,  “initialize me”, and “record the following changes”. Channels will be created for the Registry, Account Maintenance website, iPlanet directory server, Novell Directory Service, Active Directory, and a variety of special purpose applications.

4. LDAP based SMTP routing

Replace use of the phquery program, used by sendmail to route email based on Ph, with the LDAP map capability in sendmail.

5. LDAP backed RADIUS AAA system for remote & wireless access systems

Replace use of homegrown Ph backed remote access AAA system with an off the shelf product and expand its coverage to new wireless access points.

6. Group messaging & group authorization facilities

Provide distribution list, list serve, and discussion group style communications to and among automatically maintained groups. Groups include 14 large “top down” lists, hundreds of organizationally determined groups, and thousands of per-section groups. All LDAP group objects are also available for authorizing access to web hosted resources.

7. New account maintenance facilities & practices

The current basis for identification of a UoM citizen for account maintenance purposes is possession of a university ID card or knowledge of birth date and social security number. The former is used at dozens of account maintenance card swipe stations emplaced around the main and remote campuses, and the latter are used over the telephone. We intend to replace the card swipe systems with a web based service for both clients and support personnel and augment the set of information that must be known to prove identity in non face-to-face situations.

8. Training materials & seminars

9. Statements of policies & procedures

Interesting areas for P&P’s include use of the group messaging facilities and adoption of new standards for identification of UoM citizens. Also, as use of LDAP group objects increases, it is likely that the membership of some may be questioned, potentially leading to interesting policy areas concerning the processes used to maintain core administrative systems.

10. Shibboleth participation

11. Early Adopter liaison activities

12. Progress & status reports

Evaluation or comparison of competing solutions

UoM has operated Novell’s NDS for several years to support NOS, computer lab, and desktop management, and it will soon also begin to use Active Directory for similar purposes. At the end of this project we hope to have gained sufficient experience to determine whether continued use of NDS will be required.

In 1998 UoM selected Netscape to provide a suite of messaging technologies, and consequently implemented the iPlanet directory server as its primary enterprise directory.

This project has significant metadirectory deliverables. We intend to evaluate the role that the newly developed Architech product may have in providing those deliverables. 

Boundaries and constraints

Staffing resources constrain the rate at which we can progress. We are unable to afford to allocate staff dedicated only to this project – it is being managed as a work team whose members belong to more than one such. 

Role of external specialists or consultants

While not directly advising this project, we are using the area experts and peer institutions available through the Internet2 Early Adopter Project to improve our understanding of our task.

Key issues and risk assessment

The chief risk lies in staffing – loss of even a single contributor to the project will cause significant delay since all members of our small systems support group with sufficient skills will contribute. The type of person we are likely to successfully recruit will require at least several months of collateral experience before they could fill a gap in the work team for this project. Also, the cycle time to hire new staff within the Tennessee Board of Regents system can be long.

Adequate ongoing funding for hardware and software has been established in a way that presents little risk of changing. 

The set of hosting servers are reliable and architected in a fault-tolerant way.

Contingency plan and mitigation measures

Hire new staff and communicate delayed timelines in the event of a loss in project staff.

Resources

Human

Approximately 2 FTE spread among 7 people.

Capital

It is difficult to break out precise costs for server hardware, maintenance, and software license fees just for middleware from the mix of services hosted and licensed – we purchase hosting capacity to accommodate the anticipated suite of all services, and our unique iPlanet licensing agreement also encompasses non-middleware products. However, it is probably fair to say that the total cost is significantly less than the cost of 1 FTE.

Space

No additional space is required.

Primary contact person or liaison

Dr. Tom Barton, tbarton@memphis.edu
Director, IT Infrastructure

The University of Memphis

105 Administration

Memphis, TN 38152

901-678-2527

Project champion or sponsor 

Dr. Jim Penrod, jpenrod@memphis.edu
VP-IS & CIO

The University of Memphis

377 Administration

Memphis, TN 38152

901-678-8324

Communication Plan

Monthly progress reports are presented to the Information Technology Policy & Planning Council. Weekly updates are presented to the Information Systems Server Team, which coordinates infrastructure issues among several IS departments.

Customer support requirements

· Development of customer documentation in the use of the new facilities for account maintenance and for group messaging. 

· In-service training for customer support staff to provide orientation to how the new infrastructure relates to provisioning of services.
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