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A. Technical

The core technologies of middleware include identifiers, authentication, 

directories, and, increasingly, PKI. The use of these technologies at an 

institution depends on a number of critical factors: embedded base, tolerance 

for risk, funding, peer patterns, etc.

A1. Are there unified name spaces for key identifiers, such as email addresses, 

netids, etc.? Are there policies for revocation and reuse of identifiers? A 

separate identifier mapping worksheet will be provided in a subsequent 

message. Please use it in your analysis here and comment on how it might be 

improved. 

UM has a unifed name space for netIDs and email addresses called UNIQNAME.  

We also have DNS, AFS, NDS, and LDAP.  There are policies about use including

Conditions of Use.  We do not reuse human NetIDs and have affirmed that policy is 

important to future applications, e.g.  inclusion of Alumni/ “uniqname for life”. 

These policies are available from the UM website:.http://www.umich.edu/~policies/

A2. What are the current methodologies for enterprise-wide authentication on 

campus? (If separate colleges or schools have other schemes, please list them.)

Kerberos is campus-wide for most applications.   The MIT K5 distribution comes 

with K4 support built in. We made modifications so that the K4 code would function 

more like an AFS kaserver which we are migrating from. We also made modifications 

to allow "real-time" replication of individual entries to slave KDCs. The MIT 

code uses propagation of the entire database, which was not feasible 

with the size of our database. (Approximately 180K entries.)

Other authentication schemes are as follows:

We have a large Netware installation which uses NDS 

authentication. 

The new administrative data systems are currently using Peoplesoft 

and Oracle authentication. .

The legacy administrative data systems are using TopSecret 

with SecurID  The Libraries still use IP authentication in some areas.

These constitute the primary group of non-Kerberos applications.

Many web applications use cookie technology with Kerberos

We are initiating a pilot with X.509 certificates for web 

authentication

A3. On what types of platforms (eg Unix on Sun servers, VMS on alpha boxes, 

Novell on PC-class systems, Linux) are current enterprise-wide services built 

(DNS and DHCP, Email, web, etc.)? (If separate colleges or schools have other 

schemes, please list them.) 

The majority of the academic services (defined as University of Michigan 

Computing Environment, or UMCE, on campus) run on 

Solaris.  Kerberos runs on AIX. Netware and NT runs on 

PC-class systems. Other schools and colleges use any combination 

of hardware platforms and operating systems. 

A4. What products do you use or are you looking at for directories?

Currently the directory runs on OpenLDAP v2. We are looking at 

replication and integration with Active Directory. We are running 

Netscape in test. We run NDS for 40,000.

A5. Is there an enterprise-wide LAN? (i.e. a service that provides file 

sharing, printing, etc.) If so, what product is used? If not, what are the 

most prevalent LAN technologies in use and how extensive is their campus-wide 

coordination? Does the campus have a statement of direction in this area?

The UMCE functions as an enterprise-wide LAN with AFS file sharing and 

Unix printing. We also run Netware primarily for departments, faculty, 

staff, and the medical center. Students are mainly served via the Unix 

environment. Many faculty and staff also choose to participate in that 

environment. UM had a LAN statement several years ago, and is currently 

considering options for an Active Directory Win2K implementation. Efforts 

are in the direction of providing an integrated infrastructure. 

We have discovered that we have an issue with the MS Win2K implementation 

of Kerberos.

A6. What applications will be the first to be directory-enabled? Why were 

they chosen?

The first application that was directory enabled was mail routing. It 

processes 500,000-750,000 per day (more weekdays and less on weekends), 

and constitutes 80-85% of the inquiries.  The second application that was implemented 

was a homepage gateway. It is temporarily disabled for revision.  Mail was chosen first 

as mail provided the impetus for creation of the directory.

A7. For “Source systems” (Student Information Systems, Personnel, etc.), which 

provide data *to* the directory? Which will allow data to be updated *from* the 

directory? What are the guidelines for this data exchange? 

The Student and Personnel information systems feed the directory. It is 

not a goal of the directory to feed the authoritative systems.

A8. Do you have a person registry? If so, is it thin (an identifier resolution 

service) or thick (a database that holds a significant amount of individual 

information, and for which the directory may serve as a queriable 

expression)? An object registry (i.e. a database that holds information about 

servers, printers, groups, etc.)? What function(s) do these registries play 

within your architecture?

UM’s UNIQNAME system is thin, but the LDAP is thick. NDS provides 

significant object registry, and LDAP stores groups.

.

B. Political - 

Ownership and control of information are major issues within most campuses. 

Ownership of data is often fuzzy, distributed within multicampus systems, 

departmental authorities, etc. Access rights, for viewing or updating 

information, are unclear. The building of middleware infrastructure requires 

leadership and advocacy, consideration of legal issues, and collaboration among 

political powers and major IT players.

B1. Briefly describe your campus environment (single/multicampus, medical 

school, role and mission, extenuating circumstances). In general, what 

determines whether services are centralized or distributed?

UM is a large public research university with approximately 52,000 students on three 

campuses, the main campus in Ann Arbor and branch campuses in Flint and Dearborn.  

The Ann Arbor campus, with 37,000 students, consists of 19 schools and colleges,

including Medical, Law, and Dental schools.  Of these 37,000 students, about 17,000 are graduate 

students.  U-M research expenditures (more than $491 million in fiscal year 1998) are the highest

among public universities in the United States and second largest of all U.S.universities. 

The schools and colleges have a tremendous amount of autonomy so many services are distributed.  

Central services are provided and encouraged where appropriate, but are rarely mandatory.

Mission Statement

                  The mission of the University of Michigan is to serve the

                  people of Michigan and the world through preeminence in

                  creating, communicating, preserving and applying

                  knowledge, art, and academic values, and in developing

                  leaders and citizens who will challenge the present and

                  enrich the future.

B2. Briefly describe the organization of the IT functions on campus 

(Telecommunications, Administrative Computing, Academic Computing, academic 

department technical staff reporting lines, Libraries, etc.)

IT functions exist both centrally and departmentally.  Many university-wide functions

are centralized under the CIO including Telecommunications, Administrative Computing, 

UMCE infrastructure/middleware functions which include email, directory services, 

authentication/authorization, printing, LAN/NOS support, file servers, web production,

 etc., and Customer Relationship and Support functions such as computer sites, helpdesk, 

contract services, etc.    Application support for instructional computing is provided centrally 

via the Media Union    Libraries are separate from both of these. All three report to the Provost.

Virtually all of the schools and colleges have IT “organizations”.  Several schools/colleges/units 

provide their own computing sites and support groups, and some, like the College of Engineering  

and the Medical Center, provide their own network for their students, faculty, and staff.

Most have unit-specific applications they develop and support.

An effort is currently underway to review IT functions campus-wide and to recommend 

which should be provided centrally vs departmentally.

B3. Are there clear institutional policies or guidelines on who owns and who 

can access student information? If so, can you supply a pointer to them? Who 

enforces the guidelines and how?

B4. Are there clear institutional guidelines on who owns and accesses 

personnel data? Alumni records? Medical and patient records (if applicable)? 

Library materials? Who enforces the guidelines and how

In May 1994, an “Institutional Data Resource Management Policy” was adopted and incorporated into the UM Standard Practice Guide.  This policy sets forth the precept that the University of Michigan’s institutional data resource, by definition, practice, and intent, is a University asset.  The corresponding “Data Administration Guidelines for Institutional data Resources” established the roles and responsibilities for the management of institutional data at the University.   A list of institutional subject areas based on current electronic datasets and corresponding data stewards and data mangers was developed and approved, and is periodically reviewed and revised   This policy 

includes student, personnel, alumni, medical patient records, and library datasets.

The role of data steward is assigned to specific senior University officials who have planning and policy level responsibilities for data in their functional areas.  The data stewards or their designees, as a group, are responsible for recommending policies, and establishing procedures and guidelines for University wide data administration activities.

The role of data manger is defined as “University staff who have operational level responsibility for information management activities related to the capture, maintenance, and dissemination of data in their functional areas.” 

The policy is currently available online via the UM Standard Practice Guide at:  www.umich.edu/~spgonlin/600/ 

and via the EDUCAUSE information resources website.   The guidelines can be requested from the UM Data 

Administration unit.

 B5. Are there clear institutional guidelines on who can have email accounts, 

have access to modem pools, etc.?

Yes, access to all UMCE services (see www.itd.umich.edu for details) is given to all 

considered to have a relationship with the University based on the definition 

used by the UM Benefits Office.  The basic computing package of UMCE services is 

provided to all faculty, permanent staff, and registered students at no charge.  Students 

continue to receive services at no charge for one term after their last registration.  

Temporary staff are funded at the discretion of their department.   Access is available

for a fee to alumni, alumni spouse or same sex domestic partner, parent or legal guardian 

of current student, retired faculty or staff, spouse or same sex domestic partner of current 

faculty, staff or student, spouse or same sex domestic partner of retired faculty or staff

B6. Have you given thought to the trust models that might be used for PKI 

within campus? If so, please explain.

We purchase VeriSign Onsite PKI service and are investigating Thawte for server certificates.  

There is no agreed upon mechanism for distributing trust at this time.   While we currently

have no plans for persistent user certificates, we have designed and are implementing a 

system for distributing short term X.509 user certificates through an authentication mechanism 

which uses our existing Kerberos infrastructure.  There is a major issue with issuing and 

revoking credentials for authorization.

B7. Are there policies or standards on naming objects (eg printers and file 

servers) and naming groups (eg mail lists)?

It depends on the type of server.  Most standards are localized to the unit that administers them.   

NDS and AFS have very structured naming schemes.   IP addresses and names are standard.  

There are policies for DNS and for data management that can be found online in the UM Standard 

Practice Guide.  Data naming standards are used for the administrative systems servers.

B8. Who is the campus champion for the effort? Why?

Dr. Jose Marie Griffiths, U-M Chief Information Officer and Executive Director of the Information 

Technology Division. 

B9. Are there key players outside the IT department who are behind your 

efforts? If so, what departments are they in? What support do they offer 

(financial, technical resources, political, etc.)?

Yes, all the schools and colleges and major units have requirements and consider themselves

key players.  There has been interest in this specific project expressed by the College of Engineering, 

the Electrical Engineering and Computing Science department, the Media Union, the Medical Center, 

the Medical School, the Library, the Registrar and others todate, but there has not been discussion about 

types of support yet.

C. Financial - 

There are real costs (in time and in money), and real savings, associated with 

deploying an enterprise-wide coherent middleware infrastructure. These 

financial impacts affect both central IT organizations and departmental level 

resources. Monetary costs include systems and software, design and engineering 

the middleware infrastructure, operating costs, interfaces with legacy systems, 

and provisioning clients. Time costs include leadership, technical design 

staff, operating staff, and user support. Cost savings occur in reduced data 

entry, easier data administration, quicker application development, and lower 

user complexity issues. 

C1. How has the campus traditionally funded infrastructural improvements? Are 

one-time and continuing costs handled differently?

Components of the middleware are costed and affiliates who purchase accounts pay 

their portion.   Annual budget requests are made for the other continuing costs 

and for those improvements that can be identified during the budget creation cycle.  

C2. How does the campus intend to fund the out-of-pocket expenses associated 

with middleware?

Special funding requests

C3. How will the campus address the time commitments required at the 

departmental level?

Departments will undoubtedly be expected to bear the cost of their participation

unless a special funding request is made.

C4. Will the campus make an effort to recover the cost savings? If so, how?


Since we already have a distributed middleware infrastructure, the effort will be in the

evolution of that infrastructure so it is not clear there will be any additional cost savings. 

