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A. Technical

The core technologies of middleware include identifiers, authentication,

directories, and, increasingly, PKI.  The use of these technologies at an

institution depends on a number of critical factors: embedded base, tolerance

for risk, funding, peer patterns, etc.

A1. Are there unified name spaces for key identifiers, such as email addresses,

netids, etc.?  Are there policies for revocation and reuse of identifiers?  A

separate identifier mapping worksheet will be provided in a subsequent

message.  Please use it in your analysis here and comment on how it might be

improved.  

The most prevalent unified namespace in use today at Hopkins is within e-mail.  A single LDAP server has over 10,000 entries, including 85% of the medical campus and 50% of the university campus.  We have strongly urged all email users to obtain and use an alias, which is advertised in LDAP as their address.  We have several domain names, jhu.edu, jhmi.edu, jhsph.edu, apl.edu.  

We have used the “Identifier Questionnaire” to poll all our data sources that use identifiers.  The results are in the process of being compiled.

A2. What are the current methodologies for enterprise-wide authentication on

campus? (If separate colleges or schools have other schemes, please list them.)

The vast majority of campus authentication is done using userid and password.  Many systems also incorporate the use of a PIN or partial SSN.  Our libraries assign a barcode number, which is required during the login process.  Our university mainframe also incorporates a "runtime" password which is generated just prior to logging in.  The algorithm uses a pre-assigned PIN and the date and time. 

A3.  On what types of platforms (eg Unix on Sun servers, VMS on alpha boxes,

Novell on PC-class systems, Linux)  are current enterprise-wide services built

(DNS and DHCP, Email, web, etc.)? (If separate colleges or schools have other

schemes, please list them.) 

Enterprise services are built predominately on Sun Servers (Email, DNS, DHCP).  The legacy VMS systems (Email) are in the process of being replaced with Suns.

A4.  What products do you use or are you looking at for directories?

We currently use Novell NDS very extensively and are in the process of tree consolidations into a single master tree.  We are reorganizing the master tree into containers such as People, Groups, Resources, Identifiers.

We are questioning the scalability of NDS into a true enterprise solution and so are considering Sun iPlanet and Netscape DS also.  

A5.  Is there an enterprise-wide LAN?  (i.e. a service that provides file

sharing, printing, etc.)  If so, what product is used?  If not, what are the

most prevalent LAN technologies in use and how extensive is their campus-wide

coordination?  Does the campus have a statement of direction in this area?

 Novell Netware, Microsoft NT, Linux, Solaris and Irix all run on the campus LANs, with NDS being the tie that binds a majority of the departments/divisions together.  With this strong presence of NDS, we also have a heavy installed base of Groupwise users (approximately 10,000).  LAN and Desktop Services across the major campuses are in the process of being merged into a single unit, which provides a single source for support.  This also enables centralized management of the NDS tree, which will ensure stability and reliability.  An Enterprise Services Group has been formed to oversee "middleware technologies".  Directory Services will be moved into the responsibility if this group, who will also support DNS, DHCP, PKI, Proxy, Authentication/Authorization and network security.  Currently this group is faced with the decision of scaling NDS to the enterprise, or bringing in a meta-directory product.

A6.  What applications will be the first to be directory-enabled?  Why were

they chosen?

Email address lookups (using LDAP server), employee benefit enrollments and student grade reporting are all directory enabled today.  Proxy/Authentication service for accessing library resources from off-campus, which was driven by the agreement with a commercial ISP to provide remote access to all faculty, students and staff is in the process of bring directory enabled.  We are also piloting DEN (Cisco gear) in our new Cancer Research Building this spring.

A7. For “Source systems” (Student Information Systems, Personnel, etc.), which

provide data *to* the directory? Which will allow data to be updated *from* the

directory? What are the guidelines for this data exchange?

Currently, we are receiving feeds from the university payroll system, health system human resource system, student registration, and the library patron db (Horizon).  We allow department administrators to modify/create records.  Editable fields are address, title, phone, affiliations, education.  Users are allowed to modify their home address, email address, affiliations and chose whether or not their personal info will be published in the institution white pages.  These updates by user and administrator are not uploaded to the source systems.  

The timing of each feed has been driven in the past by the application using it (i.e.: student registration, once a semester).  Since we will be using the directory for many more applications, we are increasing our feeds to daily.  We have not tackled the issue of uploading changes to the source systems yet, since policies will need to be negotiated with each data source owner.

A8. Do you have a person registry?  If so, is it thin (an identifier resolution

service) or  thick (a database that holds a significant amount of individual

information, and for which the directory may serve as a queriable

expression)?   An object registry (i.e. a database that holds information about

servers, printers, groups, etc.)? What function(s) do these registries play

within your architecture?

Yes, our first generation DS, called JHWorld.  It is "thick" containing  information such as individual information, business and personal, credentials, affiliations, student info, classes registered for, grades, GPA.  We print our institutional directory from this information each year.  This system is written in MUMPS and runs on an NT server.  We have had support and performance issues.  We have learned from our mistakes.

B.  Political - 

Ownership and control of information are major issues within most campuses. 

Ownership of data is often fuzzy, distributed within multicampus systems,

departmental authorities, etc.  Access rights, for viewing or updating

information, are unclear.  The building of middleware infrastructure requires

leadership and advocacy, consideration of legal issues, and collaboration among

political powers and major IT players.

B1. Briefly describe your campus environment (single/multicampus, medical

school, role and mission, extenuating circumstances).  In general, what

determines whether services are centralized or distributed?

Johns Hopkins is a multi-campus environment, with most of the university's schools and the administration on one campus (Homewood) and the medical schools and hospital on two other campuses (East Baltimore and Bayview).  In addition, we have a fourth major campus, The Applied Physics Lab (APL).  Until this past year, each campus was very decentralized, with very little collaboration of the various IT organizations across campuses and political boundaries.  However, that is changing rapidly under the leadership of our new CIO, Stephanie Reel. 

Ms. Reel is in the process of a massive consolidation of IT support groups into a single cohesive unit that is able to take advantage of economies of scale and leverage our strengths to move Hopkins into a more strategic and competitive position for the 21st century.

Middleware issues have become critical in leveraging the investment we have made in our network infrastructure.  A Directory is central to these issues and therefore what started last fall as a DS Committee to "explore the possibilities", has turned into a full-blown "Enterprise Service Group" of 25 people, dedicated to the deployment of a directory and all the services that plug into it.  We have full commitment from the top down to develop and grow these services within our infrastructure.

B2. Briefly describe the organization of the IT functions on campus

(Telecommunications, Administrative Computing, Academic Computing, academic

department technical staff reporting lines, Libraries, etc.)
Under our new model, we have a single organization that manages all IT needs for three of the four major campuses.  This includes mainframe applications developers and operations group, networking services, LAN and desktop services, enterprise services and telecommunications.  Everyone in the organization falls under the Office of the CIO.

Each library maintains a small IT support organization, as do the medical schools.  This provides a higher level of support and service to various constituencies whose needs are somewhat different.  These groups report to a director, who in turn has a dual reporting responsibility, one to the CIO the other to their school deans/directors.

Monthly meetings involving LAN administrators, network managers, and department directors across all campuses are held to communicate IT directions and strategies from the CIO/CNO offices downward.

B3.  Are there clear institutional policies or guidelines on who owns and who

can access student information? If so, can you supply a pointer to them? Who

enforces the guidelines and how?

These policies are implicit and enforced by the owners of the data.  Because of strong support and backing by the CIO and CNO of the university, these owners are now cooperating with our Directory Services initiatives and allowing access to their data.  Confidentiality must be maintained.

B4.  Are there clear institutional guidelines on who owns and accesses

personnel data?  Alumni records?  Medical and patient records (if applicable)?

Library materials? Who enforces the guidelines and how

Again, these policies are not written anywhere, but strongly enforced by the owners of the data.  Medical and patient records are especially sensitive and are the most restricted of all data we use.  We are not currently including any medical or patient records in our directory service initiative.   

We have two applications that could easily be directory enabled.  HIP 2.0 (Host Interface Program) a middleware and data communications application that is used by approximately 5000 users on the medical campus.  HIP provides single button access and interception of userid and password prompts for a wide range of systems.

The second application is EPR98 (Electronic Patient Record) which currently uses RACF on the mainframe for authentication.

Alumni records are owned by our Alumni and Development Office.  They are interested in providing a feed into the directory, however will not accept updates in return.  They will manage their user records exclusively.  This is due to be nature of their donor relationships and required confidentiality.

B5.  Are there clear institutional guidelines on who can have email accounts,

have access to modem pools, etc.?

Yes, the requestor must either be a verified student, employee or alumni.

B6.  Have you given thought to the trust models that might be used for PKI

within campus?  If so, please explain.

No.

B7.  Are there policies or standards on naming objects (eg printers and file

servers) and naming groups (eg mail lists)?

Yes, there are loosely followed standards, but they are different across each campus.  This has been more of a cultural issue in the past, which will need to be more closely regulated as we move forward.

B8.  Who is the campus champion for the effort?  Why?

Our middleware champion is the CNO of the university, Michael McCarty.  Over the last three years, our backbone network has evolved into a high speed, fault tolerant, low maintenance machine that now requires middleware services in order to leverage our investment.  Many others in senior management would like to implement directory enabled applications and therefore are also strong supporters.

B9.  Are there key players outside the IT department who are behind your

efforts?  If so, what departments are they in? What support do they offer

(financial, technical resources, political, etc.)?

Yes!  We are fully supported and partially funded by the Libraries for technical resources.  Also, we will be working with a senior management level steering committee for the ongoing work of directory services.  This will ensure all departmental/divisional needs are met as we design and deploy our directory.

.  Financial - 

There are real costs (in time and in money), and real savings, associated with

deploying an enterprise-wide coherent middleware infrastructure. These

financial impacts affect both central IT organizations and departmental level

resources.  Monetary costs include systems and software, design and engineering

the middleware infrastructure, operating costs, interfaces with legacy systems,

and provisioning clients.  Time costs include leadership, technical design

staff, operating staff, and user support.  Cost savings occur in reduced data

entry, easier data administration, quicker application development, and lower

user complexity issues.  

C1. How has the campus traditionally funded infrastructural improvements?  Are

one-time and continuing costs handled differently?

These have historically been handled differently based upon policies at different campuses.  However, we have recognized the need to fund these types of initiatives as part of the infrastructure and will be budgeting so in the future.  The method for funding is a regular monthly charge to departments for network related efforts.  

Large, capital or one-time expenses are occasionally handled differently when an alternative method is available.  Some alternative methods include donations, grants and lease arrangements.

C2.  How does the campus intend to fund the out-of-pocket expenses associated

with middleware?

These costs are being estimated and included as part of the operating budget and then funded as was described in C-1 (through departmental charges).

C3.  How will the campus address the time commitments required at the

departmental level?

Cross departmental committees have already been formed and there is agreement with this direction.  The benefits are clear and each department has agreed to provide support.  Certainly, there will have to be some juggling of schedules in order to prevent issues with other priorities causing delays in critical projects.

C4.  Will the campus make an effort to recover the cost savings?  If so, how?

The savings will be incurred in various areas and will be difficult to quantify and to recover.  A selling point for gaining departmental support is longer-term expense savings.  The plan is to allow each department to use funds recovered as part of savings for other departmental efforts.

