Dartmouth College Profile Information 

April 2000  

A. Technical

The core technologies of middleware include identifiers, authentication, 

directories, and, increasingly, PKI. The use of these technologies at an 

institution depends on a number of critical factors: embedded base, tolerance 

for risk, funding, peer patterns, etc.

A1. Are there unified name spaces for key identifiers, such as email addresses, 

netids, etc.? Are there policies for revocation and reuse of identifiers? A 

separate identifier mapping worksheet will be provided in a subsequent message. 

Please use it in your analysis here and comment on how it might be improved. 

Dartmouth's name space is defined by our name resolution database (DND). User 

names are looked up in the DND and it's associated logic in order to provide a 

nicknames feature. E-mail addresses are created by from the individuals given 

first name, middle initial, last name and then apply further rules to guarantee 

uniqueness in the current database. Each entry is then assigned a unique 

number. This number is stored by some applications when a unique key is needed. 

Other applications that use the DND for name lookup are written to deal with the 

possibility of multiple matches in the DND caused by the nicknames or partial 

duplication (eg. same first and last names, different middle initial). For 

example, the mail client offers the match list to the end user and who needs to 

choose an individual. Authentication programs report an error and require re- 

entry of the name in a uniquely recognizable form. The name space also includes 

entries for departments and administrative offices.

The procedure for Windows network ids is separate and more manually controlled. 

Names are based by given name and controlled for uniqueness when adding new 

entries.

There are policies for revocation. Actionable misbehavior can result in removal 

from the DND. Students graduating are moved to the alumni directory. Faculty 

and staff terminating employment are removed from the directory. Names can be 

reused by a new individual is the prior owner has been removed.

See answer to A8 for printer and server names.

A2. What are the current methodologies for enterprise-wide authentication on 

campus? (If separate colleges or schools have other schemes, please list them.)

Dartmouth College, Dartmouth Hitchcock Medical Center and Valley Net (a local 

non-profit Internet Service Provider) currently share and support a distributed 

multi-institution human directory system called the Dartmouth Name Directory 

(DND) (described above in A1). The directory system supports authentication and 

authorization for many local applications including e-mail, web and file 

servers, academic and library resources and administrative applications. 

Dartmouth's professional schools make use of the same infrastructure.

Kerberos software (version 4) has been layered on top of the directory systems 

to allow different applications to share the same client credential, eliminate 

the use of clear-text passwords for telnet applications and in some applications 

to provide data transfer security. Kerberos software is used to control access 

to web, mail and database services. For this we use the KClient and Sidecar 

software originally developed at Cornell and developed further at Dartmouth.

A3. On what types of platforms (eg Unix on Sun servers, VMS on alpha boxes, 

Novell on PC-class systems, Linux) are current enterprise-wide services built 

(DNS and DHCP, Email, web, etc.)? (If separate colleges or schools have other 

schemes, please list them.) 

UNIX systems, primarily from Compaq/Digital are the platforms supporting most 

enterprise-wide services. The Oracle database system is the primary database 

system underlying most enterprise-wide services. Oracle running on VMS is the 

current platform for most Administrative application. Migration of the VMS 

systems to Sun servers is in progress.

A4. What products do you use or are you looking at for directories?

Looking at using LDAP directories, possibly from Netscape or public domain 

sources.

A5. Is there an enterprise-wide LAN? (i.e. a service that provides file 

sharing, printing, etc.) If so, what product is used? If not, what are the 

most prevalent LAN technologies in use and how extensive is their campus-wide 

coordination? Does the campus have a statement of direction in this area?

The campus network backbone is TCP/IP based. AppleTalk and MS Windows NT LAN 

protocols are also supported. There is a locally developed file server 

(Potlatch) which supports AppleShare and FTP. Centrally maintained NT servers 

provide file sharing and print spooling for Wintel computers. Many departments 

and offices deploy local file servers and printers.

A6. What applications will be the first to be directory-enabled? Why were they 

chosen?

The mail system and public file servers have been "directory-enabled" since 

their inception because their functions require it. Library database 

authorization was one of the next applications to make use of the name 

authentication services. This fulfills the license agreements in a manner that 

is easy for end users and provides location independence for them (they can be 

on the network anywhere in the world). The first PKI application was to route 

payroll authorizations. This was chosen as a pilot since it was frequently 

requested and the key new element is a digital signature. The next PKI 

application will probably be an extension of Library database authorization 

intended to provide the location independence lacking in schemes based on IP 

address and with the business to business interface defined by PKI standards. 

Adapting other applications to use PKI will make them more secure and require 

end users to deal with fewer software extensions on their machine and fewer 

names and passwords to remember.

A7. For "Source systems" (Student Information Systems, Personnel, etc.), which 

provide data *to* the directory? Which will allow data to be updated *from* the 

directory? What are the guidelines for this data exchange?

The person directories are maintained primarily by feeds from the institutional 

Human Resources, Student Information, and Alumni Information systems. None of 

the "source systems" currently allow data to be back-fed from the person 

directories. 

A8. Do you have a person registry? If so, is it thin (an identifier resolution 

service) or thick (a database that holds a significant amount of individual 

information, and for which the directory may serve as a queriable expression)? 

An object registry (i.e. a database that holds information about servers, 

printers, groups, etc.)? What function(s) do these registries play within your 

architecture?

The DND described in A1 is Dartmouth's person registry. It is a query-able 

database that holds a small amount of individual information.

Dartmouth does not have an object registry. Information about servers, printers 

and groups is available to end-users by using the AppleTalk or MS Networking 

features of their desktop Operating System.

The "people registry" is used as a standard identity for local network services. 

The main application is e-mail, but it is also used for web and database access 

controls, an authentication proxy server, the Business school intranet and 

student information access.

B. Political - 

Ownership and control of information are major issues within most campuses. 

Ownership of data is often fuzzy, distributed within multicampus systems, 

departmental authorities, etc. Access rights, for viewing or updating 

information, are unclear. The building of middleware infrastructure requires 

leadership and advocacy, consideration of legal issues, and collaboration among 

political powers and major IT players.

B1. Briefly describe your campus environment (single/multicampus, medical 

school, role and mission, extenuating circumstances). In general, what 

determines whether services are centralized or distributed?

Dartmouth College is a relatively small single campus providing a liberal arts 

education to about 4000 undergraduates students. Dartmouth also includes 3 

professional schools in business, engineering and medicine with about 1100 

graduate students. The medical school is closely aligned with the 

Dartmouth-Hitchcock Medical Center which includes a large regional teaching 

hospital and clinic, combined with a broad association of affiliated clinics and 

smaller hospitals spanning the northern New England states of Vermont, New 

Hampshire and Maine.

Dartmouth's central computing organization, Computing Services, is charged with 

a university-wide IT environment purview. Accordingly, Dartmouth College's 

various units (see B2) work collaboratively toward technology goals. The 

Dartmouth Libraries and Computing Services also coordinate their services 

closely with the operations of the Dartmouth-Hitchcock Medical Center. 

Centrally provided services delivered to the entire organization are the 

preferred model for reasons of cost and better service. Decentralized services 

are generally limited to applications extremely specific to a particular area.

Dartmouth College currently has two online directories: one for students, 

faculty and staff (13,000 active entries) and one for alumni/ae (55,000 

entries). These directories are maintained primarily by feeds from the 

institutional Human Resources, Student Information, and Alumni Information 

systems. The data owners (Registrar, Director of Human Resources, and Director 

of Alumni Relations) worked closely with Computing Services to establish and 

maintain these directories and they are fully committed to their continued 

maintenance and existence. The various units are also now participating in a 

single institution-wide student information system.

B2. Briefly describe the organization of the IT functions on campus 

(Telecommunications, Administrative Computing, Academic Computing, academic 

department technical staff reporting lines, Libraries, etc.)

Dartmouth's central computing organization, Computing Services, reports to the 

Provost as does the College Library. Computing Services combines the units 

responsible for Administrative Computing, Academic Computing, Instructional 

Services (multimedia materials and CATV system), Telephone Services, Network 

Services, Information Systems (jointly operated with the Library) and Computer 

Sales and Service. This organization emphasizes a university-wide IT 

environment purview.

Dartmouth's three professional schools - engineering, business, and medicine, 

computer science, various science departments, humanities and social science 

computing organizations also support decentralized IT personnel. The Libraries' 

IT support is provided by Information Systems. The professional school 

libraries also have close associations with their local IT personnel.

B3. Are there clear institutional policies or guidelines on who owns and who 

can access student information? If so, can you supply a pointer to them? Who 

enforces the guidelines and how?

There are no written guidelines but the ownership policy is straightforward. A 

number of offices own subsets of student data: registrar, admissions, financial 

aid, and bursar. In addition to those divisions student record ownership is 

spread across undergraduate, graduate and 3 professional schools. The 

Administrative Computing division of Computing Services provides online access 

to student data. Access policies are set by the owner and implemented by Admin 

Computing.

B4. Are there clear institutional guidelines on who owns and accesses personnel 

data? Alumni records? Medical and patient records (if applicable)? Library 

materials? Who enforces the guidelines and how

The policies and access control for personnel and alumni records are similar to 

student data except that HR and Alumni Affairs set the access policies. 

Medical/patient records are owned by an unaffiliated hospital. The College 

Librarian owns and sets access policies for library materials. Similarly, the 

Director of the Museum owns and sets policy for online access to records of 

museum artifacts.

B5. Are there clear institutional guidelines on who can have email accounts, 

have access to modem pools, etc.?

The policy is that all affiliated people have access to basic services like 

email, modem pools, library resources, etc. An unaffiliated person can be 

sponsored by an affiliated person and with the signature of a senior officer can 

get access to email and modem pool only.

B6. Have you given thought to the trust models that might be used for PKI 

within campus? If so, please explain.

Not really.

B7. Are there policies or standards on naming objects (eg printers and file 

servers) and naming groups (eg mail lists)?

There are neither policies nor standards. Printers are usually named for either 

the group or the location (building and room number) but that is not required. 

There are network objects with whimsical or nonsense names.

B8. Who is the campus champion for the effort? Why?

The campus champions are the Director of Computing and 3 Asst Directors: 

Technical Services, Admin Computing, and Library Information Systems. We want 

to champion this because the issues that the EA program is pursuing are the same 

issues that we see Dartmouth facing in the very near future. These champions 

are part of the campus computing culture. There is not a big push from outside 

this core group as yet.

B9. Are there key players outside the IT department who are behind your 

efforts? If so, what departments are they in? What support do they offer 

(financial, technical resources, political, etc.)?

A few offices have already encountered the need for standards-based 

authentication, PKI, etc. Foremost is Payroll for which we implemented a PKI to 

authenticate and provide digital signatures in a project to automate payroll 

changes. Grants & Contracts is close behind in the need for a PKI. Most campus 

offices are only vaguely aware of PKIs, digital signatures, digital 

certificates, etc but will follow Computing Services lead once those facilities 

are a supported part of our infrastructure.

C. Financial - 

There are real costs (in time and in money), and real savings, associated with 

deploying an enterprise-wide coherent middleware infrastructure. These financial 

impacts affect both central IT organizations and departmental level resources. 

Monetary costs include systems and software, design and engineering the 

middleware infrastructure, operating costs, interfaces with legacy systems, and 

provisioning clients. Time costs include leadership, technical design staff, 

operating staff, and user support. Cost savings occur in reduced data entry, 

easier data administration, quicker application development, and lower user 

complexity issues. 

C1. How has the campus traditionally funded infrastructural improvements? Are 

one-time and continuing costs handled differently?

Projects that have mid-to-high 6-figure, or 7-figure, costs are funded by the 

senior financial officer (Vice President). One-time and continuing costs are 

handled differently but are all bundled into the project prospectus and approved 

at the same time. Lead time to get a large project approved at the VP level is 

months to a year. The Director of Computing has discretionary funds for 

projects in the low 6-figure range.

C2. How does the campus intend to fund the out-of-pocket expenses associated 

with middleware?

This may be very naive but we see the incremental costs as a low 6-figure 

project, so funding is expected to come mostly from the Director of Computing.

C3. How will the campus address the time commitments required at the 

departmental level?

For the most part staff assignments will be changed to allocate time for these 

middleware projects, ie staff will be assigned pieces of the project and other 

responsibilities will be removed or relegated to lower priority.

C4. Will the campus make an effort to recover the cost savings? If so, how?

Dartmouth does not cross-charge departments for most centralized computing

expenses so there is unlikely to be cost recovery. 

