University of Tenn, HSC Profile Information

A. Technical

A1. Are there unified name spaces for key identifiers, such as email addresses, netids, etc.?  Are there policies for revocation and reuse of identifiers?

The only name spaces currently used are the normal login facilities of various servers or the email directory service using an LDAP server. A locally developed authentication , authorization, and role assigning system for controlling access to Oracle applications is currently being tested. 

A2. What are the current methodologies for enterprise-wide authentication on campus? 

We have no enterprise-wide authentication system other than what is listed in A1. Those we have are the normal user-name/password facilities in servers that allow user login, tacacs-plus and radius systems for some remote access systems, and the Oracle system mentioned in A1.

A3. On what platforms are current enterprise-wide services built? 

Enterprise-wide services currently run on a combination of platforms including an alpha VMS cluster, alpha Tru64 Unix boxes, Intel Linux boxes, alpha Linux boxes and Intel NT boxes. The “production” LDAP runs on the VMS cluster although there are test instances on Tru64 and Linux systems.

A4. What products do you use or are you looking at for directories?

We are looking at the Innosoft IDDS, the Netscape directory server and Open LDAP.

A5. Is there an enterprise LAN? If so, what product is used?

There is a campus wide LAN that is in the process of being completely rebuilt. It is built around Cisco components (6500, 4000, 3500) and has a redundant gigabit fiber backbone with fiber 

building risers and CAT5e horizontal cable.

A6. What applications will be the first to be directory enabled? Why were these chosen?

The email directory is currently in place but not universally implemented. The authentication facility being developed for Oracle applications is written in the anticipation of the availability of a directory server.

A7. For “source systems”, which provide data “to” the directory? Which will allow data to be updated “from” the directory? What are the guidelines for this data exchange?

The only “source system” providing data to the directory is the email system. There are no systems that will allow data to be updated from the directory.

A8. Do you have a person registry? If so, is it thin or thick? An object registry? What functions do these registries play within your architecture?

There are no registries in use at UTMEM. There are only the usual legacy database systems.

B. Political

B1. Briefly describe your campus environment. In general, what determines whether services are centralized or distributed?

The Memphis campus of the University of Tennessee is the medical campus. It houses the Colleges of Medicine, Nursing, Dentistry, Pharmacy, and Allied Health, the School of Biomedical Engineering, one branch of the School of Social Work, and the Graduate School of Health Sciences. Services that provide functions for limited audiences are usually distributed while those providing enterprise wide functions for many people, groups or departments and functions that constitute infrastructure roles are usually centralized.

B2. Briefly describe the organization of the IT functions on campus.

Telecommunications, network services, administrative computing, applications development, technology services (user services, student labs, help desk, desktop support, etc.), systems and operations are sections in Computing and Telecommunications. While there is no separate academic computing center, there are some resources including hardware, data bases, data reduction software, statistical packages, reporting facilities, etc., provided out of C&T. Most laboratory and research hardware and software are provided in departments and individual laboratories. Staff involved in computing at departmental levels report along the normal departmental lines.

B3. B4. Are there clear institutional policies or guidelines on who owns and who can access student information? … Are there clear institutional guidelines on who owns and accesses personnel data? Alumni records? Medical and patient records? Library materials? Who enforces the guidelines and how?

Since there is no shared directory service at this time, these questions have not been broached. Each class of data mentioned exists in legacy data bases and it is well established as to who has access to these databases. The data base authentication/authorization facilities enforce these rules. The head administrators in each of the areas decides who can access what.

B5. Are there clear institutional guidelines on who can have email accounts, can have access to modem pools, etc.?

Everyone in the University community is eligible for these types of service. Since remote access has been outsourced and therefore has a price, the burden of paying for this service often falls on the individual.

B6. Have you given thought to the trust models that might be used for PKI within campus? If so, please explain.

This has only been touched on to date.

B7. Are there policies or standards on naming objects and naming groups?

What “standards” there are date from time-share days and will need to be revisited.

B8. Who is the campus champion for the effort? Why?

The Executive Director of Computing and Telecommunications and the Chief Operating Officer and Vice-President for Health Affairs.

 B9.  Are there key players outside the IT department who are behind your efforts?

The persons supporting this effort are primarily in the office of the Vice President for Health Affairs and the CIO.

C1-4. Financial

Traditionally information technology and infrastructure improvements have been met by one time appropriations or end of year monies. The funding formula is being revised and additional funds for information technology is one of the new University president’s priorities. Within the Memphis campus, directory middleware service is a priority. Funds and personnel time for this project will be a local priority. In the next fiscal year central support of the project is expected. Since the new funding formula will attempt to minimize recovery as a significant funding source,

there will be no attempt to recover real dollars from the directory server. Any cost savings that are realized as a result of deploying directory services will help assure continued funding of middleware development.

