Organization: University of Maryland, Baltimore County (UMBC)

UMBC is a public research university of 10,500 students, 8500 undergraduates and 2000 graduate students serving Baltimore and the State. Our research focus is in the sciences, engineering, information technology, and public policy. We expect to be classified as an R2 institution in the next Carnegie classification. 

Profile Information

A. Technical

The core technologies of middleware include identifiers, authentication,

directories, and, increasingly, PKI.  The use of these technologies at an

institution depends on a number of critical factors: embedded base, tolerance

for risk, funding, peer patterns, etc.

A1. Are there unified name spaces for key identifiers, such as email addresses,

netids, etc.?  Are there policies for revocation and reuse of identifiers?  A

separate identifier mapping worksheet will be provided in a subsequent

message.  Please use it in your analysis here and comment on how it might be

improved.  

Yes, we have policies for creating accounts and have unique usernames and UID's. In general, we have policies for the revocation but we haven't implemented automated processes to enforce those policies. As such, we haven't been proactive in deleting accounts.

A2. What are the current methodologies for enterprise-wide authentication on

campus? (If separate colleges or schools have other schemes, please list them.)

Our enterprise-wide authentiation is built on Kerberos5, however, we do have a substantial installed base of Novell, which is currently using NDS for authentication/authorization.  Recently, we have began to plan on replacing Novell with Win2000, which would remove the extra authenticator (NDS) and replace it with an "extended" kerberos authentication system.

A3.  On what types of platforms (eg Unix on Sun servers, VMS on alpha boxes,

Novell on PC-class systems, Linux)  are current enterprise-wide services built

(DNS and DHCP, Email, web, etc.)? (If separate colleges or schools have other

schemes, please list them.) 

Our current infrastucture is highly dependant on Sun/Solaris systems for running our DHCP/DNS and Email services.  Our file services are built using AFS, serviced by Sun, SGI, and Linux fileservers.  Email is currently being handled primarly with Sun equipment, and web services are being handled by a variety

of Sun and SGI platforms.  Novell is currently in use providing file service and web service for departmental PC users, as well as application file service to our Windows NT labs.

For computation we utilize Multi-processor SGI systems and run Linux.

For instructional labs we utilize NT, supporting kerberos/AFS.  In addition, we support a number of macintosh labs using kerberos/afs as well.

A4.  What products do you use or are you looking at for directories?

Our current campus directory service (if you can call it that) is built off of a CSO/PH database, which is replicated into an Netscape Directory Server (non-replicated) LDAP service.  For our "bigger and better" directory service we are looking at products including (but not limited to) OpenLDAP, the newer versions of the Netsape Directory Server, NDS, Oracle Directory, and Innosoft's directory server product.  Key features that interest us are cost, no limits on entries, distributability/redundancy, and programmablity (plugins, triggers, etc), SSL encrypting, and Kerberos-based authentication.

A5.  Is there an enterprise-wide LAN?  (i.e. a service that provides file

sharing, printing, etc.)  If so, what product is used?  If not, what are the

most prevalent LAN technologies in use and how extensive is their campus-wide

coordination?  Does the campus have a statement of direction in this area?
Yes. Novell is currently being used to provide these services to most faculty and staff PC platforms, while AFS is being used as the preferred distributed file system for Unix platforms and for student file space in our PC/Mac/Unix labs. Over the next 18 months we are planning to move our LAN environment from Novell to Win2000.

A6.  What applications will be the first to be directory-enabled?  Why were

they chosen?

UNIX Account managment: because it is currently working off our existing directory infrastructure that this will be replacing. Email Redirection: same as above

While Pages Service:  An easy win -- white pages information will be the first data that our directory will be housing, making it the easiest application to bring on-line.

CourseWare account management:  Immediate need!

A7. For ^Source systems^ (Student Information Systems, Personnel, etc.), which

provide data *to* the directory? Which will allow data to be updated *from* the

directory? What are the guidelines for this data exchange?
Both SIS & HR systems will be the primary data sources for person

information in our people directory.

As a technical exercise, our design is planning to allow

bi-directional data transfer between any external data source,

however, whether to use this or not will be a matter that still

will need to be worked out with our data owners.

A8. Do you have a person registry?  If so, is it thin (an identifier resolution

service) or thick (a database that holds a significant amount of individual

information, and for which the directory may serve as a queriable

expression)?   An object registry (i.e. a database that holds information about

servers, printers, groups, etc.)? What function(s) do these registries play

within your architecture?

Our current person registry is thin containing basic information about the user needed to support email, phone directory, and calendaring.

An object registry? Currently do not have one, however, one may work it's way into our directory service as it evolves.

Our person registry is currently being used specifically for email redirection and account management. Calendaring is our one deployed application using LDAP.

B.  Political - 

Ownership and control of information are major issues within most campuses. 

Ownership of data is often fuzzy, distributed within multicampus systems,

departmental authorities, etc.  Access rights, for viewing or updating

information, are unclear.  The building of middleware infrastructure requires

leadership and advocacy, consideration of legal issues, and collaboration among

political powers and major IT players.

B1. Briefly describe your campus environment (single/multicampus, medical

school, role and mission, extenuating circumstances).  In general, what

determines whether services are centralized or distributed?

UMBC is a public research university that is part of a multi-campus state system. 

Most services, especially IT, are centralized. Being a young institution, 34 years old, we have seen most of our growth take place the last 10 years. As a result, most functions are more centralized and interdisciplinary than in other universities.

B2. Briefly describe the organization of the IT functions on campus

(Telecommunications, Administrative Computing, Academic Computing, academic

department technical staff reporting lines, Libraries, etc.)
Telecommunications (communications services is responsible for voice communications and reports to the Vice President of Administration.

University Computing Services and the Office of Instructional Technology will report to the CIO. The CIO will report to the Provost Office.

The Library reports to the Associate Provost.

IT policy is coordinated through an IT Steering Committee headed by

the Associate Provost but which includes key line managers (AVP for Enrollment Management, AVP for Graduate Research, AVP for Administrative Services, faculty who head IT related oversight committees, Director of Institutional Research, CIO, Director of the Library, Director of Communication Services

B3.  Are there clear institutional policies or guidelines on who owns and who

can access student information? If so, can you supply a pointer to them? Who

enforces the guidelines and how?

No written guidelines per se, the consensus is that data should be broadly available for read access. The IT Steering Committee is adopting that strategy into our IT strategic plan to be released this spring.

B4.  Are there clear institutional guidelines on who owns and accesses

personnel data?  Alumni records?  Medical and patient records (if applicable)?

Library materials? Who enforces the guidelines and how

Library materials have a policy governed by the USM Libraries and State law. Personnel data is owned by HR. Data considered part of the public record is considered available for access by others.

B5.  Are there clear institutional guidelines on who can have email accounts,

have access to modem pools, etc.?

Generally yes. All services on campus presently require a valid kerberos principal and password.

B6.  Have you given thought to the trust models that might be used for PKI

within campus?  If so, please explain.

Only in the most preliminary of stages. We are looking at the possibility of providing limited duration certificates, probably good for a subset of a  semester, that identify your username on campus. This certificate would be used with our campus web portal to provide you with customized content that the user selected based on their campus profile (what groups the person belongs to on campus such as student, alumni, prospective student, faculty, staff, etc.). For access to sensitive information, the user would be required to provide additional security credentials (e.g. kerberos password, student id, pin number) based on what function was requested.

B7.  Are there policies or standards on naming objects (eg printers and file

servers) and naming groups (eg mail lists)?

Generally no for servers. We are working on one for mailing lists to facilitate

automated mailing list creation for courses. We do have centralized printer management and some naming standards.

B8.  Who is the campus champion for the effort?  Why?

Director of University Computing. For a number of years UMBC has been moving to create a single login environment and create a unified people directory. This unified people  directory is critical to our plans to extend our web portal, myUMBC, to others, such as prospective students and alumni.

B9.  Are there key players outside the IT department who are behind your

efforts?  If so, what departments are they in? What support do they offer

(financial, technical resources, political, etc.)?

The AVP for Enrollment Services is a strong backer as is Institutional Development and the VP for Administrative Services. We have demonstrated the importance of unified authentication and authorization in the deployment of our web portal, myUMBC. Through myUMBC, people are able to perform such diverse services as update HR demographic information, perform course based transactions (registration, add/drop, course permission), do financial inquiry, and update procurement card transactions. The benefit of a common interface and authentication process can't be underestimated in application deployment.

C.  Financial - 

There are real costs (in time and in money), and real savings, associated with

deploying an enterprise-wide coherent middleware infrastructure. These

financial impacts affect both central IT organizations and departmental level

resources.  Monetary costs include systems and software, design and engineering

the middleware infrastructure, operating costs, interfaces with legacy systems,

and provisioning clients.  Time costs include leadership, technical design

staff, operating staff, and user support.  Cost savings occur in reduced data

entry, easier data administration, quicker application development, and lower

user complexity issues.  

C1. How has the campus traditionally funded infrastructural improvements?  Are

one-time and continuing costs handled differently?

One time costs are often handled through one-time funding streams (capital budgets, lease purchase, state paygo). There are many different ways and funding sources available based on what is being done. In the case of UMBC, we have made a strong institutional commitment to fund technology infrastructure.

C2.  How does the campus intend to fund the out-of-pocket expenses associated

with middleware?

Most of the cost for infrastructure deployment will be borne by Computing. 

However, UMBC has already committed funds for the Microsoft Enterprise agreement, this provides us with software for our LAN initiative for Win2000. 

In addition, as part of our Administrative Services software upgrade we have purchased the Oracle CampusWide license, providing unlimited use of Oracle database products. We are presently implementing a new financial system and have an RFP on the street for a new HR systems. Finally, UMBC  is participating in a multi-campus project with Oracle to develop a new SIS product.  We see tremendous benefit in leveraging the middleware initiative with our SIS and 

HR initiatives.

C3.  How will the campus address the time commitments required at the

departmental level?

We expect that much of this work will be integrated into existing administrative

projects that are now underway or just starting. The campus is adding staff in 

departments for development and this will facilitate deployment.

C4.  Will the campus make an effort to recover the cost savings?  If so, how?

No cost savings is planned though we have made the case that e-business will allow us to provide services beyond the traditional window of staffing without greatly expanding staff. 

