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What’s a Virtual Organization?

A set of collaborators bound together by a 
project of common interest

very large scale science projects eg: Teragrid
Half a dozen or so collaborators in a funded 
multidisciplinary project
Physicians at 60 cancer centers wanting to share clinical 
data to increase N or focus on special sub-populations
An Internet2 Working Group; a conference planning 
committee.

In general, VO members are from different 
institutions
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Problem

What system architecture is required to 
support cross-domain single sign-on for 
Virtual Organizations?

IDENTITY
How many separate logins for services on the 
Internet do you have?
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Approaches to Cross-Domain AAA: 
Grid Computing and Federations

Grids (Foster, Kesselman) 
Purpose: to support research VO’s
Implementation: NMI GRIDS Globus Toolkit
PKI based security infrastructure uses X.509 Certificate (ITU-T, 
IETF standard)

Contains some Distinguished Name
Keys distributed to each end user

Authorization will be dealt with later
Federations (SAML, Shibboleth, WS-Security)

Purpose: mostly business driven B2B
EDIT approach uses Assertions XML, digitally signed assertions, 
bindings to services eg: SOAP 
Implementation: NMI EDIT eduPerson, Shibboleth
Authorization cannot be done without Authentication (attribute 
assertions)

Security Assertion Markup Language (XML) : Highly flexible assertion 
content
Server Level X.509 Certs used for secure communication channels 
and assertion signatures
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Don’t These Solutions Provide What Is 
Needed by VO’s?  No!

Single Domain solutions inadequate
Most collaboration tools accessed by web 
browser (not client software w. certificate) 
Essential VO (Group) Membership 
information not provided consistently by 
either one
VO-based Federation
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What does Shibboleth bring to the table?

A large (and growing) international 
installed base
A standards-based, open source 
implementation
Working SAML 1.1 code
A standard attribute vocabulary 
(eduPerson)
A well-developed, federated identity 
management infrastructure has sprung up 
around Shibboleth 
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Introduction to Shibboleth

Identity
Provider

Service 
Provider

WAYF?
Start here
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Introduction to Shibboleth

Identity
Provider

Service 
Provider

WAYF?

1 Access w. 
browser

AuthN

3 
<Identity, Attributes>

4 AuthZ

Browser 
Redirects2

SP2

SP3

IdP2

IdP3
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Motivations

Leverage distributed identity mgt. 
infrastructure
ATTRIBUTE based access control AT 
RESOURCE PROVIDER
The most important attribute for VOs is: 
“member of VO-XYZ”

Who is authoritative for VO attributes?
How are VO attributes created?
Where are VO attributes stored?
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myVocs : my VO Collaboration System 
lets you create and manage VOs

What is a collaboration system?
It depends on who’s collaborating
Therefore, modularity is key

“Typical” Tools
Mailing List (Sympa)
File Sharing (WebInsta)
Wiki (Joint content creation)
PHPWiki
CMS (drupal)
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A Look Inside myVocs

VO Attribute Authority

Users VO
Roles

VO
Memb

ers
VOs

AppMail
List

Your
AppCMSWiki

VO IdP

VO SPVO SP VO SPVO SP
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myVocs

A Look Inside myVocs

VO Attribute Authority

AppMail
List

Your
AppCMSWiki

VO IdP

VO SPVO SP VO SPVO SP

VO Space

Shibboleth SP

UAB
IdP

UIUC
IdP

openidp.org
IdP

U. Chicago
IdP



16

myVocs automatically provisons

Application Instances
(one set per VO)

Accounts
Based on VO membership and roles
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openidp.org
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What is GridShib?

GridShib enables secure attribute sharing
among Grid virtual organizations and 
higher-educational institutions
The goal of GridShib is to integrate the 
Globus Toolkit® with Shibboleth®
GridShib adds attribute-based 
authorization to Globus Toolkit
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myVocs-GridShib Integration

GridShib enables secure attribute sharing
among Grid virtual organizations and 
higher-educational institutions
The goal of GridShib is to integrate the 
Globus Toolkit® with Shibboleth®
GridShib adds attribute-based 
authorization to Globus Toolkit
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User Registers with myVocs

Identity

Auth
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VO Admin Adds User to VO
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Grid Logon

Identity

Auth

Identity

Grid Creds.

Grid Id
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Grid Service Invocation

VO
Attributes

Grid Creds.

Grid Id
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Inside myVocs
Attribute Aggregation
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Questions?

Jill Gemmill
jgemmill@uab.edu




