© 2000 State of Washington 

November 3, 2000

Certificate Policy

© 2000 State of Washington 

November 3, 2000

Certificate Policy


Certificate Policy

for the 

State of Washington

Public Key Infrastructure


Appendix A

Certificate Profiles

1Certificate Policy

for the
1
State of Washington
1
Public Key Infrastructure
1
Appendix A
1
Certificate Profiles
1
1 Document Information
3
1.1 Purpose
3
1.2 Acronyms
3
1.3 Scope
3
2. State of Washington PKI Certificate Profiles
3
2.1 Digital Signature Trust Co. Root CA X4 Certificate Profile
4
2.2 Washington State Off-line CA Certificate Profile
5
2.3 State of Washington Subordinate CA Certificate Profile for (Browser certificates)
7
2.4 State of Washington Subordinate CA Certificate Profile for (Enterprise Certificates)
10
2.5 State of Washington Subscriber Signature Certificate Profile
13
2.6 State of Washington Subscriber Confidentiality Certificate Profile
17


1 Document Information

1.1 Purpose

The purpose of this document is to define the certificate profiles for the various types of certificates issued by the State of Washington Public Key Infrastructure (PKI).  There are six types of certificates that can be issued by the State of Washington PKI:

· Root Certification Authority (CA) 

· Subordinate Certification Authorities (CA)

· Browser based Signing certificates  (High, Intermediate, and Standard)

· Browser based Confidentiality certificates (High, Intermediate, and Standard)

· Enterprise Signing Certificates (High, and Intermediate)

· Enterprise Confidentiality certificates (High, and Intermediate)

1.2 Acronyms 

CA

Certification Authority

CONOP
Concept of Operations

CP

Certificate Policy

CRL

Certificate Revocation List

PKI

Public Key Infrastructure

RFC

Request for Comment

1.3 Scope

The profiles defined in this document are limited to those X.509 V3 certificates that are issued by the State of Washington PKI.  The profile for X.509 V2 Certificate Revocation Lists (CRLs) is defined in RFC 2459, and is not included in this document.

2. State of Washington PKI Certificate Profiles

The following profiles define the certificate types and layouts for the State of Washington PKI. It is provided to facilitate the integration of the PKI and various applications, including the Transact Washington Project. 

2.1 Digital Signature Trust Co. Root CA X4 Certificate Profile

This is a pre-existing off-line root certificate authority that is operated by Digital Signature Trust Co.

to sign subordinate roots for other PKIs.  

Note: This CA certificate, CRL and ARL will be published to both the DST (ldap.digsigtrust.com and ldapsow.digsigtrust.com directories.)

Subject DN: o=Digital Signature Trust Co.,cn=DST Root CA X4

Root CA Certificate Attribute/Extension
Value/Information

Version
version 3, which is INTEGER 2

SerialNumber
INTEGER

Signature
sha-1WithRSAEncryption

OID = 1.2.840.113549.1.1.5

Issuer
cn=DST Root CA X4, o=Digital Signature Trust Co.

Validity
20 years

Subject
cn=DST Root CA X4, o=Digital Signature Trust Co.

subjectPublicKeyInfo
RSAEncryption

OID = 1.2.840.113549.1.1.1

parameters field present with NULL value

RSA public key is a 2048 bit public key.

RSA public key shall be encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {

    modulus            INTEGER, -- n

    publicExponent     INTEGER  -- e -- }

where modulus is the modulus n, and publicExponent is the public exponent e.  The DER encoded RSAPublicKey is the value of the BIT STRING subjectPublicKey.

issuerUniqueIdentifier
Not Present

subjectUniqueIdentifier
Not Present

Extensions


authorityKeyIdentifier
Not Present!

subjectKeyIdentifier
Present and not critical

keyIdentifier is SHA-1 hash of subjectPublicKey

KeyUsage 
Not Present

extKeyUsage
Not Present

privateKeyUsagePeriod
Not Present

certificatePolicies
Not Present

policyMappings
Not Present

subjectAltName
Not Present

issuerAltName
Not Present

subjectDirectoryAttributes
Not Present

basicConstraints
Present and critical

cA=TRUE

pathLenConstraint not present

NameConstraints
Not Present

policyConstraints
Not Present

AuthorityInfoAccess
 Not Present 



cRLDistributionPoints
 Not Present 



Digital Signature Trust DST RootCA X4 V3 Certificate Profile

2.2 Washington State Off-line CA Certificate Profile

This CA is utilized to issue a subordinate sub CA that is utilized as production CA for issuing end entity certificates for the Washington State. This CA will be an offline CA meaning that the Key material will only be utilized to issue the CA certificate for the subordinate CA.

Note: This CA certificate, CRL and ARL will be published to both the DST (ldap.digsigtrust.com and ldapsow.digsigtrust.com directories.)

Subject DN: c=US,o= State of Washington PKI,cn= Washington State CA A1 

Root CA Certificate Attribute/Extension
Value/Information

Version
version 3, which is INTEGER 2

SerialNumber
INTEGER

Signature
sha-1WithRSAEncryption

OID = 1.2.840.113549.1.1.5

Issuer
cn=DST Root CA X4, o=Digital Signature Trust Co.

Validity
10 years offline

Subject
cn=Washington State CA A1, o=State of Washington PKI,c=US 

subjectPublicKeyInfo
RSAEncryption

OID = 1.2.840.113549.1.1.1

parameters field present with NULL value

RSA public key is a 2048 bit public key.

RSA public key shall be encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {

    modulus            INTEGER, -- n

    publicExponent     INTEGER  -- e -- }

where modulus is the modulus n, and publicExponent is the public exponent e.  The DER encoded RSAPublicKey is the value of the BIT STRING subjectPublicKey.

issuerUniqueIdentifier
Not Present

subjectUniqueIdentifier
Not Present

Extensions


authorityKeyIdentifier
Present and not critical 

keyIdentifier is SHA-1 hash of  the issuers subjectPublicKey

subjectKeyIdentifier
Present and not critical

keyIdentifier is SHA-1 hash of subjectPublicKey

KeyUsage 
Not Present

extKeyUsage
Not Present

privateKeyUsagePeriod
Not Present

certificatePolicies
Not Present

policyMappings
Not Present

subjectAltName
Not Present

issuerAltName
Not Present

subjectDirectoryAttributes
Not Present

basicConstraints
Present and critical

cA=TRUE

pathLenConstraint not present

NameConstraints
Not Present

policyConstraints
Not Present

AuthorityInfoAccess
 Present and Non critical

accessMethod ::={1.3.6.1.5.5.7.48.2}

accessLocation ::= {

 ldap://ldap.digsigtrust.com/cn=DST Root CA X4, o=Digital Signature Trust Co.?cACertificate;binary }

cRLDistributionPoints
 Present and Non-critical 

DistributionPoint field is present and populated with pointer to CRL issued by Superior CA

 (e.g., URL  ldap://ldap.digsigtrust.com/cn=DST Root CA X4,o=Digital Signature Trust Co.?certificateRevocationList;binary)

Washington State Off-line Root CA Certificate Profile

2.3 State of Washington Subordinate CA Certificate Profile for (Browser certificates)

This PKI infrastructure utilizes a Certificate Authority product for Browser certificates. This profile details the browser certificate subordinate CA.  

· Sub CA issuing End Entity certificates for Signature and Confidentiality within “Browsers” subject Subject DN: c=US, o= State of Washington PKI, ou=State of Washington CA, cn= Washington State CA B1

Certificate Attribute/Extension
Value/Information

Version
version 3, which is INTEGER 2

SerialNumber
INTEGER

Signature
sha-1WithRSAEncryption

OID = 1.2.840.113549.1.1.5

Issuer
cn=Washington State CA A1,o=State of Washington PKI,c=US 

Validity
Valid for 5 years

Subject
cn= Washington State CA B1, ou= State of Washington CA, o=State of Washington PKI, c=US

The naming scheme for additional CAs is the common name will contain the following sequence xy where x is an alphabetic character (A-Z) and defines the level within the CA hierarchy and y is an incremental integer from 1 to 9999 of the CA within this level.

SubjectPublicKeyInfo
rSAEncryption

OID = 1.2.840.113549.1.1.1

parameters field present with NULL value

RSA public key is a 2048 bit public key.

RSA public key shall be encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {

    modulus            INTEGER, -- n

    publicExponent     INTEGER  -- e -- }

where modulus is the modulus n, and publicExponent is the public exponent e.  The DER encoded RSAPublicKey is the value of the BIT STRING subjectPublicKey.

IssuerUniqueIdentifier
Not Present

SubjectUniqueIdentifier
Not Present

Extensions


AuthorityKeyIdentifier
Present and not critical     
keyIdentifier is the identifier defined in the subjectKeyIdentifier extension of the Root CA certificate

SubjectKeyIdentifier
Present and not critical     

keyIdentifier is SHA-1 hash of subjectPublicKey

keyUsage
Present and critical     
digitalSignature = 1 

nonRepudiation = 1 
dataEncipherment = 0

keyEncipherment = 0

keyAgreement = 0

keyCertSign = 1

cRLSign = 1

encipherOnly = 0

decipherOnly = 0

ExtKeyUsage
Not Present

PrivateKeyUsagePeriod
Not Present

CertificatePolicies

 
Present and not critical

All applicable certificate policies are defined in this certificate in the policyIdentifier field.  That is, this certificate extension defines the policy OIDs for the High, Intermediate, and Standard brand certificates as defined in the CP.

id-State of Washington  ID:: id-cp 4 ( 2.16.840.1.113839.0.4 State of Washington  ARC 5/31/2000

End Entity CA OIDs

High Assurance Level Certificate 

 id-HighAssuranceLevel  ID::= {id-Stateofwashington 1 } ( 2.16.840.1.113839.0.4.1

Intermediate Assurance Level Certificate

id-IntermediateAssuranceLevel  ID::= { id-Stateofwashington 2} (2.16.840.1.113839.0.4.2

Standard Assurance Level Certificate 

id-StandardAssuranceLevel ID::= { id-Stateofwashington 3 } (2.16.840.1.113839.0.4.3

PolicyQualifier
 present

PolicyQualifierInfo ::= SEQUENCE {

       PolicyQualifierId  id-qt-unotice

       qualifier        ANY DEFINED BY policyQualifierId }

-- user notice qualifier

UserNotice ::= SEQUENCE {

     explicitText     = {

HIGH USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$50,000.00”

INTERMEDIATE USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$10,000.00”

STANDARD USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it.  Recommended Reliance Limit =$1,000.00”

}}

PolicyQualifierInfo 

PolicyQualifierId  id-qt-cpsuri

       CpsUri ::= “PolicyQualifierId  id-qt-cpsuri{

http://www.digsigtrust.com/certificates/policy/sowindex.html}

Repeated for each policy along with userNotice.

policyMappings
Not Present

subjectAltName
Not Present

issuerAltName
Not Present

subjectDirectoryAttributes
Not Present

basicConstraints
Present and critical

cA=TRUE

pathLenContstraint not present

nameConstraints
Not Present

policyConstraints
Not Present

authorityInfoAccess
Present and not critical

accessMethod ::={1.3.6.1.5.5.7.48.2}

accessLocation ::= {ldap://ldapsow.digsigtrust.com/cn=Washington State CA A1, o=State of Washington PKI,c=US?cACertificate;binary }

cRLDistributionPoint
Present and not critical

DistributionPoint field is present and populated with pointer to CRL issued by Superior CA

 (e.g., URL ldap://ldapsow.digsigtrust.com/cn=Washington State CA A1, o=State of Washington PKI,c=US?certificateRevocationList;binary)

reasons and cRLIssuer fields not present

State of Washington Subordinate CA Certificate Profile

2.4 State of Washington Subordinate CA Certificate Profile for (Enterprise Certificates)

This PKI infrastructure utilizes a Certificate Authority product for Enterprise Certificates (Entrust CA 5.0).  This profile details the Enterprise Certificates CA.  

· Sub CA issuing End Entity certificates for “Enterprise Certificates”

Subject DN: c=US, o=State of Washington PKI, ou=State of Washington CA, cn= Washington State CA B2 

Certificate Attribute/Extension
Value/Information

Version
version 3, which is INTEGER 2

SerialNumber
INTEGER

Signature
sha-1WithRSAEncryption

OID = 1.2.840.113549.1.1.5

Issuer
cn= Washington State CA B2, ou= State of Washington CA, o=State of Washington PKI, c=US

Validity
Valid for 5 years

Subject
cn= Washington State CA B2, ou= State of Washington CA, o=State of Washington PKI, c=US

The naming scheme for additional CAs is the common name will contain the following sequence xy where x is an alphabetic character (A-Z) and defines the level within the CA hierarchy and y is an incremental integer from 1 to 9999 of the CA within this level.

SubjectPublicKeyInfo
rSAEncryption

OID = 1.2.840.113549.1.1.1

parameters field present with NULL value

RSA public key is a 2048 bit public key.

RSA public key shall be encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {

    modulus            INTEGER, -- n

    publicExponent     INTEGER  -- e -- }

where modulus is the modulus n, and publicExponent is the public exponent e.  The DER encoded RSAPublicKey is the value of the BIT STRING subjectPublicKey.

IssuerUniqueIdentifier
Not Present

SubjectUniqueIdentifier
Not Present

Extensions


AuthorityKeyIdentifier
Present and not critical     
keyIdentifier is the identifier defined in the subjectKeyIdentifier extension of the Root CA certificate

SubjectKeyIdentifier
Present and not critical     

keyIdentifier is SHA-1 hash of subjectPublicKey

keyUsage

Present and critical     
digitalSignature = 1 

nonRepudiation = 1 
dataEncipherment = 0

keyEncipherment = 0

keyAgreement = 0

keyCertSign = 1

cRLSign = 1

encipherOnly = 0

decipherOnly = 0

ExtKeyUsage
Not Present

PrivateKeyUsagePeriod
Not Present

CertificatePolicies

 
Present and not critical

All applicable certificate policies are defined in this certificate in the policyIdentifier field.  That is, this certificate extension defines the policy OIDs for the High, Intermediate, and Standard brand certificates as defined in the CP.

id-State of Washington  ID:: id-cp 4 ( 2.16.840.1.113839.0.4 State of Washington  ARC 5/31/2000

End Entity CA OIDs

High Assurance Level Certificate 

 id-HighAssuranceLevel  ID::= {id-Stateofwashington 1 } ( 2.16.840.1.113839.0.4.1

Intermediate Assurance Level Certificate

id-IntermediateAssuranceLevel  ID::= { id-Stateofwashington 2} (2.16.840.1.113839.0.4.2

Standard Assurance Level Certificate 

id-StandardAssuranceLevel ID::= { id-Stateofwashington 3 } (2.16.840.1.113839.0.4.3

PolicyQualifier
 present

PolicyQualifierInfo ::= SEQUENCE {

       PolicyQualifierId  id-qt-unotice

       qualifier        ANY DEFINED BY policyQualifierId }

-- user notice qualifier

UserNotice ::= SEQUENCE {

     explicitText     = {

HIGH USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$50,000.00”

INTERMEDIATE USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$10,000.00”

STANDARD USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it.  Recommended Reliance Limit =$1,000.00”

}}

PolicyQualifierInfo 

PolicyQualifierId  id-qt-cpsuri

       CpsUri ::= “PolicyQualifierId  id-qt-cpsuri{

http://www.digsigtrust.com/certificates/policy/sowindex.html}

Repeated for each policy along with userNotice.

policyMappings
Not Present

subjectAltName
Not Present

issuerAltName
Not Present

subjectDirectoryAttributes
Not Present

basicConstraints
Present and critical

cA=TRUE

pathLenContstraint not present

nameConstraints
Not Present

policyConstraints
Not Present

authorityInfoAccess
Not Present 

cRLDistributionPoint
Present Not Critical 

CRL Distribution Point

     Distribution Point Name:

           Full Name: Directory Address:

  CN=CRL1,CN=Washington State CA B2,  OU=State of Washington CA,O=State of Washington PKI,C=US

State of Washington Subordinate CA Certificate Profile

2.5 State of Washington Subscriber Signature Certificate Profile

The following profile defines signing certificates that will be utilized within the State of Washington PKI for authentication and digital signing. Although the sample subjects DNs below illustrate possible Business and State Agency DNs, currently the only type of certificate that will be issued will be a individual subscriber certificate.


subject DN: c=US,o= State of Washington PKI,ou= State of Washington,cn= John Q. Public :0B5FOQAAANX[OPutAAAAIA--

subject DN: c=US,o= State of Washington PKI, ou= State of Washington, ou= Labor and Industry,cn= John A. Doe :0B5FOQAAANX[OPutAAAAIA--

subject DN: c=US,o= State of Washington PKI, ou= State of Washington, ou= Business Name ,cn= John A. Doe :0B5FOQAAANX[OPutAAAAIA--

Certificate Attribute/Extension
Value/Information

version
Version 3, which is INTEGER 2

serialNumber
INTEGER

Signature
sha-1WithRSAEncryption

OID = 1.2.840.113549.1.1.5

issuer
cn= Washington State CA B1, ou= State of Washington CA, o=State of Washington PKI, c=US

OR

cn= Washington State CA B2, ou= State of Washington CA, o=State of Washington PKI, c=US



validity
Valid for 1 Year

subject
cn= John A. Doe :B5FOQAAANX[OPutAAAAIA--, ou=Labor and Industry, ou= State of Washington, o= State of Washington PKI, c=US

A unique identifier is appended to the CN attribute as CN:unique identifier. The unique identifier  is a 128 bit Universal Unique Identifier number Base64
 encoded and published as a multivalued RDN to the subject DN.  This will be used to ensure uniqueness in the Distinguished Name in case the common name is used more than once.

‘cn’ will be in the format ‘First Name, Middle Initial Last Name’ as shown above

‘ou’ is recommended to define state agency or business name in the case of a business certificate.  If no affiliation (e.g., public citizen) then leave blank

subjectPublicKeyInfo
RSAEncryption

OID = 1.2.840.113549.1.1.1

Parameters field present with NULL value

RSA public key is a 1024 bit public key.

RSA public key shall be encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {

    Modulus            INTEGER, -- n

    PublicExponent     INTEGER  -- e -- }

Where modulus is the modulus n, and publicExponent is the public exponent e.  The DER encoded RSAPublicKey is the value of the BIT STRING subjectPublicKey.

issuerUniqueIdentifier
Not Present

subjectUniqueIdentifier
Not Present

Extensions


authorityKeyIdentifier
Present and not critical

keyIdentifier is the identifier defined in the subjectKeyIdentifier extension of the Subordinate CA certificate

subjectKeyIdentifier
Present and not critical

keyIdentifier is SHA-1 hash of subjectPublicKey

keyUsage

Present and critical

digitalSignature = 1

nonRepudiation = 1

dataEncipherment = 0

keyEncipherment = 0

keyAgreement = 0

keyCertSign = 0

cRLSign = 0

encipherOnly = 0

decipherOnly = 0

extKeyUsage
Not Present

privateKeyUsagePeriod
Not Present

certificatePolicies


Present and not critical

This certificate extension defines the policy OID for the High, Intermediate, and Standard brand certificates define in the CP, the value of the OID is placed in the policyIdentifier field of this extension. The policy OID is a choice of:

High Assurance Level Certificate 

 id-HighAssuranceLevel  ID::= {id-Stateofwashington 1 } ( 2.16.840.1.113839.0.4.1

Intermediate Assurance Level Certificate

id-IntermediateAssuranceLevel  ID::= { id-Stateofwashington 2} (2.16.840.1.113839.0.4.2

Standard Assurance Level Certificate
 

id-StandardAssuranceLevel ID::= { id-Stateofwashington 3 } (2.16.840.1.113839.0.4.3

PolicyQualifier
 present

PolicyQualifierInfo ::= SEQUENCE {

       PolicyQualifierId  id-qt-unotice

       qualifier        ANY DEFINED BY policyQualifierId }

-- user notice qualifier

UserNotice ::= SEQUENCE {

     explicitText     = {

 HIGH USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$50,000.00”

INTERMEDIATE USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$10,000.00”

STANDARD USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$1,000.00”}}

PolicyQualifierInfo 

PolicyQualifierId  id-qt-cpsuri

       CpsUri ::= “PolicyQualifierId  id-qt-cpsuri{

http://www.digsigtrust.com/certificates/policy/sowindex.html}

Repeated for each policy along with userNotice.

policyMappings
Not Present

subjectAltName
Present and not critical 

Include RFC822 name = user email Address 

issuerAltName
Not Present

subjectDirectoryAttributes
Not Present

basicConstraints
Not Present

nameConstraints
Not Present

policyConstraints
Not Present

authorityInfoAccess

Present and not critical

accessMethod ::={1.3.6.1.5.5.7.48.1}

accessLocation ::= { http://ocspsow.digsigtrust.com }

accessMethod ::={1.3.6.1.5.5.7.48.2}

accessLocation ::= { ldap://ldapsow.digsigtrust.com/cn=Washington State CA B1,ou=State of Washington CA,o=State of Washington PKI?cACertificate;binary }

OR 

ldap://ldapsow.digsigtrust.com/cn=Washington State CA B2,ou=State of Washington CA,o=State of Washington PKI?cACertificate;binary }

cRLDistributionPoints

Present and not critical

DistributionPoint field is present and populated with pointer to CRL issued by Subordinate CA

 (e.g., URL  ldap://ldapsow.digsigtrust.com/cn=Washington State CA B1,ou= State of Washington ,o=State of Washington PKI, c=US?certificateRevocationList;binary)

OR

    Distribution Point Name:

           Full Name: Directory Address:

  CN=CRL1,CN=Washington State CA B2,  OU=State of Washington CA,O=State of Washington PKI,C=US
reasons and cRLIssuer fields not present

State of Washington Subscriber Signature Certificate Profile

2.6 State of Washington Subscriber Confidentiality Certificate Profile

The following profile defines encryption certificates that will be utilized within the State of Washington PKI for encryption. Although the sample subject DNs below illustrates possible Business and State Agency DNs, currently the only type of certificate that will be issued will be a individual subscriber certificate.

subject DN: c=US,o= State of Washington PKI, ou= State of Washington, cn= John Q. Public :0B5FOQAAANX[OPutAAAAIA--

subject DN: c=US,o= State of Washington PKI, ou= State of Washington, ou= Labor and Industry,cn= John A. Doe :0B5FOQAAANX[OPutAAAAIA--

subject DN: c=US,o= State of Washington PKI, ou= State of Washington, ou= Business Name ,cn= John A. Doe :0B5FOQAAANX[OPutAAAAIA--

Certificate Attribute/Extension
Value/Information

Version
version 3, which is INTEGER 2

SerialNumber
INTEGER

Signature
sha-1WithRSAEncryption

OID = 1.2.840.113549.1.1.5

Issuer
cn= Washington State CA B1, ou= State of Washington CA, o=State of Washington PKI, c=US

OR

cn= Washington State CA B2, ou= State of Washington CA, o=State of  Washington PKI, c=US

Validity
Valid for 1 year 

Subject
cn=John A. Doe :0B5FOQAAANX[OPutAAAAIA--, ou=Labor and Industry, ou=State of Washington, o=State of Washington PKI, c=US

A unique identifier is appended to the CN attribute as (CN:unique identifier). The unique identifier is a 128 bit Universal Unique Identifier number Based64
 Encoded and published as a multivalued RDN to the subject DN. This will be used to ensure uniqueness in the Distinguished Name in case the common name is used more than once.

‘cn’ will be in the format ‘First Name, Middle Initial, Last Name’  as shown above

‘ou’ is recommended to define state agency or business name in the case of a business certificate.  If no affiliation (e.g., public citizen) then leave blank

SubjectPublicKeyInfo
rSAEncryption

OID = 1.2.840.113549.1.1.1

parameters field present with NULL value

RSA public key is a 1024 bit public key.

RSA public key shall be encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {

    modulus            INTEGER, -- n

    publicExponent     INTEGER  -- e -- }

where modulus is the modulus n, and publicExponent is the public exponent e.  The DER encoded RSAPublicKey is the value of the BIT STRING subjectPublicKey.

IssuerUniqueIdentifier
Not Present

subjectUniqueIdentifier
Not Present

Extensions


authorityKeyIdentifier
Present and not critical

keyIdentifier is the identifier defined in the subjectKeyIdentifier extension of the Subordinate CA certificate

subjectKeyIdentifier
Present and not critical

keyIdentifier is SHA-1 hash of subjectPublicKey

keyUsage
Present and critical

DigitalSignature = 0

nonRepudiation = 0

dataEncipherment = 1

keyEncipherment = 1

keyAgreement = 0

keyCertSign = 0

cRLSign = 0

encipherOnly = 0

decipherOnly = 0

extKeyUsage
Not Present

privateKeyUsagePeriod
Not Present

certificatePolicies


Present and not critical

This certificate extension defines the policy OID for the High, Intermediate, and Standard brand certificates define in the CP,  the value of the OID is placed in the policyIdentifier field of this extension.  The policy OID is a choice of:

High Assurance Level Certificate 

 id-HighAssuranceLevel  ID::= {id-Stateofwashington 1 } ( 2.16.840.1.113839.0.4.1

Intermediate Assurance Level Certificate

id-IntermediateAssuranceLevel  ID::= { id-Stateofwashington 2} (2.16.840.1.113839.0.4.2

Standard Assurance Level Certificate
 

id-StandardAssuranceLevel ID::= { id-Stateofwashington 3 } (2.16.840.1.113839.0.4.3

PolicyQualifier
 present

PolicyQualifierInfo ::= SEQUENCE {

       PolicyQualifierId  id-qt-unotice

       qualifier        ANY DEFINED BY policyQualifierId }

-- user notice qualifier

UserNotice ::= SEQUENCE {

     explicitText     = { 

HIGH USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it.  Recommended Reliance Limit =$50,000.00”

INTERMEDIATE USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it.  Recommended Reliance Limit =$10,000.00”

STANDARD USER Notice

“CA liability is limited by Washington law and the Certificate Policy. Relying Party must verify Digital Signature and validate the Certificate used to create it. Recommended Reliance Limit =$1,000.00”}}

PolicyQualifierInfo 

PolicyQualifierId  id-qt-cpsuri

       CpsUri ::= “PolicyQualifierId  id-qt-cpsuri{

http://www.digsigtrust.com/certificates/policy/sowindex.html}

Repeated for each policy along with userNotice.

policyMappings
Not Present

subjectAltName
Present and not critical 

include RFC822 name = user email Address 

issuerAltName
Not Present

subjectDirectoryAttributes
Not Present

basicConstraints
Not Present

nameConstraints
Not Present

policyConstraints
Not Present

authorityInfoAccess

Present and not critical

accessMethod ::={1.3.6.1.5.5.7.48.1}

accessLocation ::= { http://ocspsow.digsigtrust.com }

accessMethod ::={1.3.6.1.5.5.7.48.2}

accessLocation ::= { ldap://ldapsow.digsigtrust.com/cn=Washington State CA B1,ou=State of Washington CA,o=State of Washington PKI?cACertificate;binary }

OR

ldap://ldapsow.digsigtrust.com/cn=Washington State CA B2,ou=State of Washington CA,o=State of Washington PKI?cACertificate;binary }

cRLDistributionPoints

Present and not critical

distributionPoint field is present and populated with pointer to CRL issued by Subordinate CA

(e.g., URL= ldap://ldapsow.digsigtrust.com/cn=Washington State CA B1,ou= State of Washington CA, o=State of Washington PKI, c=US?certificateRevocationList;binary)

OR

     Distribution Point Name:

           Full Name: Directory Address:

CN=CRL1,CN=Washington State CA B2,  OU=State of Washington CA,O=State of Washington PKI,C=US

reasons and cRLIssuer fields not present

State of Washington Subscriber Confidentiality Certificate Profile
� High and Intermediate Assurance Level certificates do not apply to the browser signing certificates issued from the “Washington State CA B1” CA. 


� PolicyQualifier is defined for all the State of Washington Policy OIDs and includes a User Notice explicitText. Note that the subordinate Root certificates will have repeated explicitText user notice string, as by definition these are unique per policy OID. 


� The keyUsage of the Entrust Subordinate CA may differ slightly as the Entrust Product dictates specific keyUsage bits within enterprise certificates. 


� Standard certificates do not apply to the Enterprise Certificates issued from the Entrust CA as these certificates do not reside in the subscriber’s browser certificate data store.


� PolicyQualifier is defined for all the State of Washington Policy OIDs and includes a User Notice explicitText. Note that this Root certificates will have repeated explicitText user notice string, as by definition these are unique per policy OID. 


� Signature Certificates issued from the Washington State CA B1 will temporarily be issued with the following common name format cn= John Q. Public S:0B5FOQAAANX[OPutAAAAIA— where a Space character and “S” are added between the Subscribers common name and the :Guid.  This facilitates placing both the signing and encryption cwertificates onto a single smart card or token. This is temporary only until drivers and procedures are in place to allow these certificates to have the same SubjectDN: within the smart card and or token.





� The base64 encoding is a variant encoding utilizing the following character set "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789[ ]-"where we have replaced the +/= characters with the [ ]- characters eliminating directory reserved character conflicts with + and / characters.  


� Standard certificates keyUsage will be set to have the following key usage bits - digital signature, nonRepudiation, dataEncipherment and keyEncipherment. 


� Standard certificates do not apply to the Enterprise Certificates issued from the Entrust CA as these certificates do not reside in the subscribers browser certificate data store.





� PolicyQualifier  is defined for all the State of Washington Policy OIDs  and includes a User Notice explicitText for the particular assurance level certificate.


� The authorityInformationAccess extension is defined to allow for the future implementation of OCSP for certificate validation and is added to minimize future changes to the PKI infrastructure.





� Entrust CA product automatically specifies the cRLDistributionPoint and is not under the control of DST to define. The cRLDistributionPoint is based on the Distinguished Name of the Certificates Authority with the addition of a CN CRLx where x increments starting at 1 and going up as more than 750 revoked certificates are added on to the CRL1 then CRL2 is started.


� The base64 encoding is a variant encoding utilizing the following character set "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789[ ]-"where we have replaced the +/= characters with the [ ]- characters eliminating directory reserved character conflicts with + and / characters.


� Standard certificates do not apply to the Enterprise Certificates issued from the Entrust CA as these certificates do not reside in the subscribers browser certificate data store.





� PolicyQualifier is defined for all the State of Washington Policy OIDs  and includes a User Notice explicitText for the particular assurance level certificate. 


� The authorityInformationAccess extension is defined to allow for the future implementation of OCSP for certificate validation and is added to minimize future changes to the PKI infrastructure.


� Entrust CA product automatically specifies the cRLDistributionPoint and is not under the control of DST to define. The cRLDistributionPoint is based on the Distinguished Name of the Certificates Authority with the addition of a CN CRLx where x increments starting at 1 and going up as more than 750 revoked certificates are added on to the CRL1 then CRL2 is started.
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